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Categories of Behavior of Concern 
• AdWords ads (appearing on Google.com) promoting 

unlawful goods/services 
• Syndicated ads (placed by Google onto other  

sites) promoting unlawful goods/services 
• Syndicated ads placed onto sites offering 

unlawful goods/services 
• Auto-complete suggestions encouraging users  

to search for unlawful goods/services 
• Google platforms (Blogspot, YouTube)  

providing technical assistance and hosting  
to unlawful content 

• Google algorithmic search offers unlawful 
goods/services 
 

Direct  

profits  

to Google 

Indirect  

profits  

to Google 



Substantive areas of concern 
• Consumer deception 

– Charging for something that’s ordinarily free 

– Promising “free” service but imposing a charge 

– Mortgage modification 

– Fake government sites (fake green card, grants, etc.) 

• Copyright infringement 

– Counterfeits 

– Infringing audio & video 

• Sites/programs that harm users’ computers 

• Unlawful goods/services 

– Fake pharmacies 

 



Reason to suspect sub-par effort 
• YouTube required that rights-owner license content to 

Google in order to use Google’s best tools to remove 
infringing content 

• Google grants its own brands/marks a higher level of 
protection than others’ brands/marks 

• DOJ investigation revealed Google’s intentional support for 
rogue pharmacies 

• Prior Google statements about blocking unlawful ads were 
revealed to be untrue in DOJ investigation 

• Google supports advertisers with obvious unlawful material 
(largest creditor to EasyDownloadCenter and 
TheDownloadCenter, offering copyright-infringing 
software) 

• So much money at stake 



Google Revenue & Profit 
• Rogue advertisers bid against each other, bid up 

prices  high revenue to Google; low marginal 
cost 

• Advertisers have genuine costs including sending 
merchandise and buying ads  modest profits 

• In general Google makes more profit from these 
ads than the advertisers! 



What to do? 
• Advertiser claims 



AdWords Terms & Conditions 
Customer understands and agrees that ads may be placed on any 
other content or property provided by a third party ("Partner") upon 
which Google places ads ("Partner Property").  Customer agrees that 
all placements of Customer's ads shall conclusively be deemed to 
have been approved by Customer unless Customer produces 
contemporaneous documentary evidence showing that Customer 
disapproved such placements in the manner specified by Google.  



What to do? 
• Advertiser claims 

• AG litigation or other public litigation 

– Possible CDA 230 defenses 

– Criminal exception to CDA 230 

• False advertising claims 

– If Google claims X and does Y … 

• Seek documents and see where they lead 
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fioricet-migraine-relief.com HTML snippet 

<p align="center"><script 
type="text/javascript"><!-- 

google_ad_client = "pub-8175479888895629"; 

/* 160x600, created 9/8/08 */ 

google_ad_slot = "2783276189"; 

google_ad_width = 160; 

google_ad_height = 600; 

//--> 

</script> 

<script type="text/javascript" 

src="http://pagead2.googlesyndication.com/pa
gead/show_ads.js"> 

</script></p> 
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tramadol50mgonline.org HTML snippet 

<div class="something"> 

  Advertisement   

  <div class="somethingspecial"> 

    <script type="text/javascript"><!-- 

google_ad_client = "pub-2115009420656641"; 

/* 468x60, 4rankbottom */ 

google_ad_slot = "7889632712"; 

google_ad_width = 468; 

google_ad_height = 60; 

//--> 

</script> 

<script type="text/javascript" 

src="http://pagead2.googlesyndication.com/pagead/show_ads
.js"> 

</script>  </div> 

</div> 

  </div> 
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onlinepharmacyusa.com HTML snippet 

<script 
type="text/javascript">OAS_AD('Middle');</sc
ript><script type="text/javascript" 
language="Javascript">display_ad(3);</script
>              
<script 
src="http://ad.doubleclick.net/adj/edh.drugs
/bonesjoints/backpain;dr=ansaid;dr=flurbipro
fen;pc=bonesjoints/backpain;sc=bonesjoints/a
rthritisrheumatoid;sc=bonesjoints/generalpai
n;sc=womenshealth/general;sc=bonesjoints/art
hritisosteoarthritis;ct=druginfo;hl=false;ti
le=3;sz=300x250;ord=571048286?" 
type="text/javascript" 
language="javascript"></script>  
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