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Why Not “Adware”?

 Nonconsensual installations
— Exploits
— Huge bundles

 Poor disclosures

 Would anyone really agree?



Installation methods

Bundles

Misleading ActiveX popups
Ads In other vendors’ spyware
Security exploits

Worms / bots

- www.benedelman.org
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Zangﬂl;'au're Good to Go

The content on this site is FREE,
thanks to Zango. Why? Because it's paid for by advertising.

Zanzo search Azziztant sho elevant to what you zearch or shop for online,

the number of ads wou receive 1z Dazed on how often you uze ywour brawser, When running,
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Free Wallpaper Background Spons
www worldwildlife_org/wallpaper  WWF has free wallpaper backgrounds you can use from s

pictures.

Screensavers €3
screensavers.com  Amazing Free Screensavers Aquarium, Bikini, Celebs and more

Screensavers - Free Screensavers and Free Wallpapers €9
Screensavers.com is the leader in free desktop wallpapers and screen savers for
your computer. Qur selection of themes include Thanksgiving screensavers, ...

www_screensavers.com/ - 70k - Jan 30, 2006 - Cached - Similar pages

Screensavers - The Very Best from screensaver.com: Free and Custom ... €9
Screensavers and Desktop Themes for Windows. The Best collection of Screensavers

and Desktop Themes anywhere!

www._screensaver.com/ - 54k - Cached - Similar pages

1600 FREE Screensavers (@ Freesaver.com
Over 1600 free screensavers with thumbnail previews, descriptions and ratings.
Qur screen saver categories include: animals, art, animated, cars, cartoons, ...

www_freesaver.com/ - 10k - Cached - Similar pages

G4 - The Screen Savers
This show is not currently scheduled. Check back for updates! Looking for Attack
of the Show? THE SCREEN SAVERS' VIDEO HIGHLIGHTS. Dancing by Matt Harding ...

www_gdtv.com/screensavers/index_html - Similar pages

ScreensaverShot.com - 1000+ Free Screen Savers Download Site €9
Sorted by theme with ratings, descriptions, and preview images. Categories cover;
personalites, animals, nature, machines, TV and movies, art, music, ...

www screensavershot.com! - Tk - Jan 30, 2006 - Cached - Similar pages

Beautiful Screensavers - Free Screensavers €9
The best screensavers for free at EliteSavers.com.
www_elitesavers.com/ - 16k - Cached - Similar pages

Really Slick Screensavers
Welcome to Really Slick Screensavers. Writing crazy OpenGL screensavers is a fun
hobby for me, and this is the website where | distribute them. ...

www._reallyslick.com/ - 13k - Cached - Similar pages

Tigers, lions & more big cats
you can download for free herel
www _BigCatRescue. org

Screensavers

Try Our 100% Free Screensavers!
Easy & Safe Download
www._popularscreensavers.com

Screensavers-All Free €9
16.000 Awesome Screensavers-Free!
Mo Viruses. No Pop-Ups. Mo Spyware.
TheBestFreeScreenSavers.com

Holiday Screensavers €9
Funny Holiday Screensavers
bring some joy to your computer
www_joysticksavers.com

Free Screensavers €3

We have many free screensavers
available here. Fast, easy, free!
WWW.SCTeenscenes.com

Free Sports Screensavers &9

1000s of Photos- Mascar, NFL, NCAA

VWWE, basehall-Get New Images Daily!
www_eyetide.com

Free Screensavers €9
Download All You Want
Hundreds To Choose From!
EzScreensavers.com

New Free Screensaver €9
Choose your favorite
Screensaver, Downlo
www_funscreenz.com




Also try: free screensavers, popular screensavers More.

Download Screensaver for Free
www_popularscreensavers.com Choose from over 4,000 exciting screensavers and
download them for free.

Free Screensavers from Screensavers.com €9
WWW_SCreensavers_ com Get 30 aquarium, waterfalls, matrix, bikini, Sponge Bob and
more free.

Free Aquatica Screensaver €3
WWW_SCTEENSCenes_ com An aguarium in your monitor.

News Results for screensavers

Software creates standalone self-installing screensavers. - ThomasMet - Jan 30 6:18 AM
Yahoo! Shortcut - About

screensaver com® €9
Freeware and shareware screen savers and themes.
Categnw creen Savers = Shareware
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Screen Savers From A-Z = €3
Annotated |d|na|::tn:|r§,.r of thousands of screen savers for PCs and the Mac.
Category: Screen Savers > Shareware

WWwW ratlnaf com - 22k - Cached - Mare from this site e -

e}

e

CNET Download.com: Screensavers =

Directory of dnwnluadable SCreen savers, searchable by subject, populanty, or user rating.

Category: < Savers > Shareware

download.com.com/2001-2257- III html#tag dir - 40k - Cached - More from this site e -

=

Freesaver.com
Offering free screen savers for Windows. Includes various categories with thumbnail

previews, descriptions, and ratings.
T toannr Srcroon = auorc

Choose from waterfall, butterflies,
aquarium, lake, fireworks or..
WWW_SCreenscenes.com

LXK

Free Screen Savers

Free screensavers. All high quality,
3D animated. Choose from past...
WWW_SCTeensaver.com

X

Make Professional
Screensavers

Acxialis Screensaver Producer
creates professional screensavers
for__.

axialis.com

Create Your Own
Screensavers

Eam money and have fun making
your own screensavers today....
www_consultingnation.com

Want Free Screensavers?
Free, beautiful screensavers by
Scenic Reflections provide you__.
www.scenicreflections.com

X

Download 10,000
Screensavers for Free
Reviews on popular free
screensavers. Pick from 10.000._.
www_moreinsight.net

Get Free Screesavers Now
Register now and get unlimited
access to free screensavers.
Choose__.
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The Spyware Business Model




Revenue Sources

Advertisers

money

Spyware Vendors



Revenue Sources
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Affiliate
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money l PPC search engine

Spyware Vendors



Revenue Sources

Advertisers
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Affiliate network
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Investigation Methods




Investigator’'s Tools: Packet Sniffer

network hub

spyware-infected PC

monitoring PC



a 100% Free Ringtones and Help On Gektting Free Ri

fiwatchMow - The Beskt Offers

WﬁM‘lwﬁra!ess

We never stop working for you=

MY ACCOUNT

PERSOMAL BUSINESS
PRODUCTS | PLANS | GETIT HOW®

| SUPPORT

Enter your location

Pleaze enter the location for the area where you plan to use your phone the
mest =0 we can dive you accurate information about wireless pricing, coverage,

cuztomer zervice, and offers near you. Click submit to continue.

Choose location by zip code
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Understanding the Chain of Redirects - Verizon

TGET /imp/serviet/ImpServe?urlContext=http://www.tipany.com. ..
&transponder 1D={8D0526ED-F7CB-4005-9191-6C9A9D0OF557B} 1
Host: xadsj.offeroptimizer.com

<4

HTTP/1.1 200 OK ...
url="http://gdlckjoe.com/clk.aspx?1=3984&c=2319&s=WirelessFM"";
width=800;

hei1ght=600;

TGET /clk._aspx?1=3984&c=2319&s=WirelessFM HTTP/1.1 ...
Host: gdlckjoe.com

“HTTP/1.1 301 Moved Permanently 2
Location: http://clickserve.cc-dt.com/link/click?lid=
41000000009135925

+GET /1ink/click?11d=41000000009135925&mi1d=MOCAR HTTP/1.1 ...
Host: clickserve.cc-dt.com ... 53

“HTTP/1.1 302 Found ...
Location: http://www.verizonwireless.com/b2c/aftfiliate?. ..



Direct Revenue Promoting Verizon
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23 Search results for rollbacks - Wal-mart - Microsoft I

File Edit iew Favorites Tools  Help
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ML*MART'EI Horme | Your Account | E Cart | Track Order | Help
ngmmwpm&s_W' Registry | wWish List | Sift Cards
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Electronics | Movies S Books Toys Baby Jewelry Sports & Fitness * See All ]

For the Home | Garden & Patio | Photo Center | Video Games Apparel Gifts & Flowers Pharmacy [JUEI1LTCH Hnw]

P Search IEntire Site j for: Jrollbacks [ Find! |

803 items found for “rollbacks”

Marrow Your

Results

Departments These top sellers were found in your search results.

For the Home Keys Polaroid 7" Bounce

+ Air Conditioners & m Ovation ﬁf > Dual-Screen 'Round 5-in-
Filtration - Serenade 7- ¢ ﬁ-" Car D¥D 1 Ultimate

+ Appliances & Person Hot -‘l"'f.i.,“ Plaver w/f Sports
Housewares Tub Spa Game Arena

+ Bed & Bath _ Package Controller & SLLBACK

« City Living Collection With Stereo Built-in -

+ Decor . Games 174.88

L Fur’nitur'e L-LLBACK “'I.LBACK ?II'ES'.

L
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(& Done L || Tnter
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Understanding the Chain of Redirects - Walmart

TGET http://a.targetsaver.com/adshow ...
http://www._buy.com/retail/specialty store 1.asp?loc=14575. ..

“HTTP/1.1 200 OK
http://www.targetsaver.com/redirect.php?clientlD=113.167

1

TGET /redirect.php?clientlD=113.16777729.1804289383&fF1nalURL=. ..

“HTTP/1.1 302 Found
Location: http://targetsaver.com/redirectl.php?clientlD=113...

“http://www.easilyfound.com/a/2 . php?cid=1029
“GET /a/2.php?cid=1029

«<script><!— function clicktoit() {
document.forms[O].submit();} --></script> ...
<body onload="Javascript:clicktoit()">
<form action="/a/3.php" method="get''> ...

TGET /a/3.php?cid=1029
“Location: http://click.linksynergy.com/fs-bin/click?id=MCVDO. .
khttp://CIick-Iinksynergy-com/fs—bin/swat?lsnsig:IOZOToJJ8rI&--

“http://ww.walmart.com/reflect.gsp?sourceid=2301369222076574. . .

N O
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a computers - Yahoo! Search Results - Microsoft Internet Explorer

(PBack ~ ) - (] [2] 5 | Address [&] http:/fsearch.yahoo.com/search?ei=UTF-8&f =sfp&p=computers

Web | Images | Video

Directory | Local

Mews | Shopping

Y:H_HOO!@ SEARCH IEDmputers

My Web My Search History OFF | On

Search Results

Also try: dell computers, gateway computers, apple computers, hp computers More.

Search

Search Services Advanced Search Preferences

Results 1 - 10 of about 701,000,000 for computers - 0.14 sec. (About this page)

SPONSOR RESULTS

512MB memory upgrade at Dell Home. Details here.
www._delldme.com

too.
www_dell_.com

www.circuitcity.com

« Buy a Dell Computer - Official Site Buy a computer at Dell. $579 Dimension E510 desktop after savings with free

Great Savings on Dell Business Computers Buy computers. Shop Dell Small Business for amazing savings on
a huge selection of Dell computers, from powerful desktops to cutting-edge notebooks. Software and peripheral savings,

+« Computers at CircuitCity. com Buy the desktop or laptop you need for school, home or work today at
CircuitCity_com. Free shipping on orders 525 and up or, buy it online and pick it up at any Circuit City store.

Y7 Computers, Software & Office Products on Yahoo! Shopping

Yahoo! Shortcut - About

1. PCWorld.com - Home &

Category: Computer Magazines = PC Waorld
RSS: View as XML - Add to My Yahoo!
www._pcworld.com - More from this site - Save - Block

2. CNET.com®™
Category: Computers and Internet > Mews and Media
www.cnet.com - 147k - Cached - Mare from this site -

Ve -

TOP 100 EEVIEWS. See All Top-Rated Product Charts. LATEST NEWS. TODAY IN BLOGS. Fixes for the trickiest high-
tech hassles. DIGITAL DUO VIDEO. Video from our irreverent public TV show. TODAY IN BLOGS

provides news, product reviews, and guides for computers, consumer electronics, and other personal technology products.

Block
ock

Desktop Computers from COWW
COWY has the solutions for your
business - custom configuration
of your PCs, servers...
www_cdw.com

SPONSOR RESULT

Shop for Computers at
TigerDirect.com

Huge selection of discounted
computers at super low prices
at TigerDirect.com. Order...
www_tigerdirect.com

IMetareward . com: Computer
Free desktop when you
complete six sponsored offers.
All computers brand name
and._.
www_metareward.com

Durabook - Rugged Pc Laptop
Computers

Rugged PC laptop computers
with AMD turion or Intel centring
maobile technology. Drop, ...
www_durabook. com

Computers at
HF'shopping.com

Shaop for HP and Compag
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23 2975 - Microsoft Internet Explore

| a  The Best Offers
Warning - Spyware Notice
Add @ Your computer may be infecked with spyware, [ 3can Mow
New and Used Cars
& That repair is covered.”
Llimited powertrain warranty. )
Find your car
The largest selection of car dealership resources across the United States. It shouldn't be
hard to find a car dealership and the vehicle you're looking for. The way dealerships are set
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dealerships listed by city makes the whole process of finding a car dealership easy. Choose
from the resources listed to find a dealership in your city that is right for you.
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take a free online virtual test  Why pay for zoftware when vou Software, Buy here pay here, aftermarket accessaries for the
drive, The... can get it.., webh site designs... new Chrysler 200..,
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Understanding the Redirects — Yahoo Click Fraud

+POST /showme.aspx?keyword=%2esmartbargains%2ecom+. ..
Host: tv.180solutions.com 1

<ad url: ... value=http://popsearch.nbcsearch.com/metricsdomains
-php?search=smartbargains.com

+GET /metricsdomains.php?search=smartbargains.com
Host: popsearch.nbcsearch.com

«<HTTP/1.1 302 Found
Location: http://ww2.ditto.com/red.php?mc=T%2FgSAHBNM%2Bg2%2. . .

+GET /red.php?mc=T%2FgSdHBNM%2Bg2%2B3Ay 1yVWsqV5cRprOptbkiRRrZ. ..
Host: ww2.ditto.com 3

<HTTP/1.1 302 Found
Location: http://ww2.ditto.com/click.php?mc=T%2FgSdHBNM%2Bg2. ..

<Location: http://www24._overture.com/d/sr/?xargs=15KPjgl%2DpsS. ..

+GET /d/sr/?xargs=15KPjgl%2DpSgJXy1%5FruNLbXU6TFhUBPycz2tpk%5. . .
Host: www24_.overture.com

<HTTP/1.1 302 Found
Location: http://www.smartbargains.com/default.aspx?aid=47&t. ..



Yahoo Click Fraud via Spyware

Yahoo PPC AdvertisSers udngsmateagans
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“Loyalty Programs”

* The rebate “loyalty” concept
* \Web-based shopping portals

 “Reminder” services ... like spyware in their
— Nonconsensual installations
— Revenue model

— Incentive divergence between networks and
merchants



“Loyalty Programs”: Installations

Installations are not the only
characteristic to care about!



“Loyalty Programs”: Installations

o
Clearly Compromised Mixed History

(Widespread nonconsensual (Some exploits. Pushy
installations.) bundles. Pushy installs.)

“Clean”



“Loyalty Programs”: Installations

Clearly Compromised Mixed History
(Widespread nonconsensual (Some exploits. Pushy
installations.) bundles. Pushy installs.)

“Clean”

CashBackBuddy Ebates ) i n o0 1Give
PersonalMoneyTree / Upromise
RebateRetriever
TopRebates /
WebRebates
ShopAtHomeSelect




“Loyalty Programs”. Operations

e Triggering on organic traffic.
* Triggering on PPC traffic.
* Triggering on other affiliates’ traffic.



“Loyalty Programs”. Recommendations

« Remember business objectives.
— Overall business profits
— Not merely making the affiliate program bigger

 Want loyalty to merchant, not to “loyalty program.”
e Consider effect on margins.
« Consider effect on other marketing channels.

« Push for flexibility.
— Consider: Web listings only. - e.qg. Fat Wallet
Exclusion from software download.
— If you can’t get that flexibility, consider why not.



What Can We Do?

o Affilate Merchants
o Affiliate Networks
o Affiliates



What Can Affiliate Merchants Do?

 Choose affiliate network carefully.
— Enforcement? Quality control?

o Accept affiliates carefully.
— “Know your affiliates.”

e Read online discussions with affiliates and
with other affiliate managers.

e Run tests.

— Infect some PCs. Browse your site. Watch
what happens. Investigate.



What Can Affiliate Networks Do?

Revenue at any cost? Or some limits?
— Short-term revenue versus long-term quality.

Know your partners, affiliates, and syndicators.

Serious efforts at enforcement. Not just “See no
evil, speak no evil.”

— Hands-on testing.
— Automation: Crawlers, robots.

Performance guarantees: SLA contracts, bounties?
Remember Yahoo in New York v. Intermix.



What Can Affiliates Do?

 Choose merchants and networks carefully.
e Look for cheaters. Warn merchants.
 Vmware testing

 Messages boards

o “&afsrc=1"
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