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FW: ABUSE originating from vour 1P address space: REF 2005A ...
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Subject: FW: ABUSE originating from your 1P address space: REF 2005ACERT85 06
From: Abuse_Abovenet <abuse @above.net>

Date: Thu, 3 Mar 2005 18:25:28 -0500

To: "dan@direct-revenue.com™ <dan@direct-revenue.comn>

Please investigate and handle appropriately. Let me know what actions, if
any, were taken. I know there are many types of legitimate traffic that
generates these alarms from improperly configured firewalls and there are

also numerous exploits that can infect a machine that you may not be aware
of.

Thanks,

Larry McDonald
lmcdonald@above.net

(408) 350-6342

Policy Enforcement

AboveNet Communications, Inc.
www.above.net/use.html

www . above .net/antispam. html

From: a2toc.toc [mailto:a2tocfus.army.mil]

Sent: Wednesday, March 02, 2005 7:07 PM

To: 'abusefabove.net'

Subject: ABUSE originating from your IP address space: REF 2005ACERT8506

To: abusefabove.net

Reference Incident Number: 2005ACERT8506

Subject: ABUSE originating from your IP address space: REF 2005ACERT8506
Specifically IP: 64.124.153.141

Date Reported: 20-NOV-04

Importance: High

Sir/Ma‘am,

As the US Army Computer Emergency Response Team Coordination

Center (ACERT/CC), we are the focal agency for all incidents
originating, or targeting, US Army computer network activities.

As such, one of our reporting agencies has identified suspicious
activity directed at an Army network that appears to have
originated from your network. We are requesting that you investigate
this activity to determine if this activity was a result of a
mis-configuration, a compromised system, or an individual that is
conducting malicious activity. We request details on your
investigation as they pertain to technical aspects only and whether
the activity was a result of malicious access or intent. We are NOT
requesting details on individual or user accounts, their identity,
or personal details. If you are not the cognizant authority for
this action, please provide this notification to that individual,
and respond to us as to such actions taken. Please refer to the
incident number identified in all correspondence. A brief
description of the incident follows.

Additional Information:

Date Time(GMT)| Source IP:Port | Dest IP:Port | IDS Event
20-NOV-04 08:35:37 | 64.124.153.141:0 | 147.240.16,53:0 | Ad / Spyware
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Thank you for your assistance,

COMPUTER NETWORK OPERATIONS

ARMY COMPUTER EMERGENCY RESPONSE TEAM TACTICAL OPERATIONS CENTER

The CNO ACERT TOC can be contacted:

Via phone at 1-888-203-6332, 703-706-1113, 703-806-1035, DSN 235-1113
via fax at 703-806-1152, DSN 656-1152

Via e-mail at acert@lstiocmd.army.mil

To: abusefabove.net

Reference Incident Number: 2005ACERT8506

Subject: ABUSE originating from your IP address space: REF 2005ACERT8506

Specifically IP: 64.124.153.141

Date Reported: 20-NOV-04
Importance: High

Sir/Ma‘am,

As the US Army Computer Emergency Response Team Coordination

Center (ACERT/CC), we are the focal agency for all incidents
originating, or targeting, US Army computer network activities.

As such, one of our reporting agencies has identified suspicious
activity directed at an Army network that appears to have
originated from your network. We are reguesting that you investigate
this activity to determine if this activity was a result of a
mis-configuration, a compromised system, or an individual that is
conducting malicious activity. We regquest details on your

. investigation as they pertain to technical aspects only and whether

the activity was a result of malicious access or intent. We are NOT
requesting details on individual or user accounts, their identity,
or personal details. If you are not the cognizant authority for
this action, please provide this notification to that individual,
and respond to us as to such actions taken. Please refer to the
incident number identified in all correspondence. A brief
description of the incident follows.

Additional Information:

Date Time(GMT)| Source IP:Port | Dest IP:Port | IDS Event
20-NOV-04 08:35:37 | 64.124.153.141:0 | 147.240.16.53:0 | Ad / Spyware

Thank you for your assistance,

COMPUTER NETWORK OPERATIONS

ARMY COMPUTER EMERGENCY RESPONSE TEAM TACTf[CAL OPERATIONS CENTER

The CNO ACERT TOC can be contacted:

Via phone at 1-888-203-6332, 703-706-1113, 703-806-1035, DSN 235-1113
Via fax at 703-806-1152, DSN 656-1152

Via e-mail at acertflstiocmd.army.mil
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