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Why affiliate marketing?

* Creativity
 Reach

« Attractive pricing model, risk model

— “I'm thrilled to pay a x% commission for anyone
who can bring in a sale. | can’t lose!”



Affiliate marketing fixes...
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Affiliate marketing fixes...

* Low-quality sites
* Invisible banner ads






Affiliate marketing fixes...

* Low-quality sites

* |Invisible banner ads
* Click fraud rooms

* Click fraud botnets



Why affiliate marketing?
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Current BaT Auction - Ends Wednesday, April 1, 2015 LIVE NOW!

Jerry Hathaway’s 1972 Citroen SM
5-Speed

This 1972 Citroen SM is offered by marque expert Jerry
Hathaway of SM World in Southern California. This is
desirable 5-speed manual car with no rust and extensiv
recent maintenance. it received a professional repaint
last year in the car’s original Brun Scarebe Metallise.

T BID: $35,500

: 1 day, 7 hours, 1 minute, 39 seconds
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1964 Po

German / Race Car | No Comments

rsche 904/6 Carrera GTS

GET THE BaT DAILY EMAIL




Why affiliate marketing?

* Creativity

* Reach

« Attractive pricing model, risk model

/[BUT/

* How to supervise many small affiliates a
retailer has never met?

 Many & divergent incentives: merchant,
network, affiliate program manager, affiliate



Affiliate earns commission if ...

 User browses the affiliate’s web site

 User clicks affi
e User makes a

- Merchant can

late’s link to merchant /and/

ourchase

safely partner with anyone




What can go wrong?

« Complacency

« “Strategic behavior”

at every level of decision-making
 Affiliates

 Affiliate networks

 Affiliate managers




Some examples
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Great style begins with the right shoes, and we have been delivering them to your door since 1996. From
comfortable, casual shoes to the dress shoes that make your occasions special, we've got the styles, brands and GO TO SITE
expertise to ensure you get the look you want in the size you need. Whether it's all-day comfort or all-out
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footbed pads every step.

$163.15

558 PM
3/21/2015

- % i 1




http:/w

onlineshoes.com/7pu=08pu_fs=08zrred P~ X H. N ... X | YA
SHIPPING TO: == SIGN IN MY ORDERSY
ONLINESHOES
.F‘?EE EXCHANGES.
363-DAY RETURNS. ESTD ]996
WOMEN MEN KIDS

BRANDS

= MY CART (0)
BAGS CLOTHING

QO WISH LIST (0)
SALE

Enjoy 20% off your order of $80 or more with code: suNsHINE15

ind your style

ing sandd

SHOP COMFORT FOOTBEDS

:




POST http://partners.cmptch.com/ca?p=0TgzMjI10DIzNEZ851%2Ffq3C%2BHz52KVb7Y2FskpQIwmm7YkP$2FvzPTtpgHoUSKOGCt2...
HTTP/1.1 200 OK ..

PX.dispEngineVer = 5;

PX.displayURL = 'http://www.nwgktl.com/icl?p=YTE30ODIOODMINzR4%2BNLAXGn%$2BDExXOPxHCcJ110jVaqgWfUO0i67%2FaJgMrL...' ;
PX.executionStatus = "rad-complete";
if (typeof FAInit == 'function') setTimeout ("FAInit ()", 500); else setTimeout (PX.init, 500);

GET http://www.nwgktl.com/icl?p=YTQxMzIONzE2NTkX3UDTk2%2Bo4RIILIPLhbtzeRS$2Fpgu7mTu%2BHBS2FYeEuW6g28%2B8NmTO...

HTTP/1.1 302 Found
Location: http://webestsave.com/en/offer/women-s—-ecco-tabora-45-8521.html?rdr=1

GET http://webestsave.com/en/offer/women-s-ecco-tabora-45-8521.html HTTP/1.1
HTTP/1.1 200 OK ..

[22kb of HTML] < ——

<script>
setTimeout (function () {

window.location.href = 'http://track.flexlinks.com/a.ashx?foid=1065646.425603&fot=9999&foc=1"';1},2000);
</script>

GET http://track.flexlinks.com/a.ashx?foid=1065646.425603&fot=9999&foc=1 HTTP/1.1 ..
Referer: http://webestsave.com/en/offer/women-s-ecco-tabora-45-8521.html

HTTP/1.1 302 Found ..
Location: http://linksynergy.onlineshoes.com/fs-bin/click?id=PPkX79/c*b0&offerid=204420.10000743&type=3&subi..

GET http://linksynergy.onlineshoes.com/fs-bin/click?id=PPkX79/c*b0&offerid=204420.10000743&type=3&subid=1065..
Referer: http://webestsave.com/en/offer/women-s-ecco-tabora-45-8521.html

HTTP/1.1 301 Moved Permanently ..
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“New Flash Player” bundler
- ReMarkable adware (Revizer)
- Webestsave
- Flexoffers
- LinkShare
- Onlineshoes.com



Violations

» “Lead stealing”
— claiming commission on organic traffic
— merchant otherwise receives this traffic for free

* Undisclosed adware
— full-screen popup covering merchant site
— sneaky installation

 Forced clicks

» Lack of labeling and uninstall instructions
required by FTC precedent

» Deceptive installation; counterfeit “Flash”



Mary Kay Coupon Codes
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Mary Kay Promo Codes, 2 Coupons 2015 - RetailMeNot
www.retailmenot.com » Beauty » Mary Kay ~
Discounts average $18 off with a Ma
ry Kay promo code
coupons now on RetailMeNot. Y

Case 3:15-cv-00825-L  Document 1 Filed 03/13/15 Page 10f 19 PagelD 1

UNITED STATES DISTRICT COURT s C
NORTHERN DISTRICT OF TEXAS Y
DALLAS DIVISION

Beaut

Mary Kay Coupons: U
: Use Promo Codes ora C

www.retailmenot.com > Beauty ~ oupon Code ...
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MARY KAY INC.,

Plaintiff,

CIVIL ACTIONNO. _
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TO THE HONORABLE COURT:

Plaintiff Mary Kay Inc. files this Original Complaint against Defendant RetailMeNot,

Inc.. and would respectfully show:

PARTIES

is a Delaware corporation, licensed to do

1 Plaintiff Mary Kay Inc. (“Mary Kay™) More |mages for mary kay coupons

business in the State of Texas. Mary Kay maintains its principal place of business at

16251 Dallas Parkway, Addison, Texas 75001,

Need a Mary Kay Promotion Code? Yes, worked March 2015!

www.promotioncode.org/MaryKay ~ .

Usi :

bstl:g Mary Kay Promotion Codes: Mary Kay offers discounts and special offers through
oth text links and banners as well as coupon and promotion codes ’

2. Defendant RetailMeNot, Inc. (“RMN") is a Delaware corporation with a principal

place of business at 301 Congress Avenue, Suite 700, Austin, Texas. RMN's registered agent 1s

Louis J. Agnese 11, 301 Congress Avenue, Sulte 700, Austin, Texas 78701.
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7. Dlgltal Puml Solutions was a membEr of the Affiliate ngrmn In 2006,

Digital Point Solutions received approxmmtel compensation from the
eBay Affiliate Program in the United States. Belween January and June 2007, Digital
Point Solutions earned more the n compensation from the eBay Aftiliate
Program in the United States. As of approximately Junc 2007, Digita! Point Solutions was

the number-one producing account in the Affiliate Program. In other words, based on data

18.  Itwas part of the scheme and artifice that, through vatious means, the
defendant disseminated on a large nurber of web pages.computer code that, when those
web pages were viewed by a compufer user, was designed io cause that user’s computer to
male a request to eBay’s home page merely for the purpose of prompting eBay’s servers
to serve up 4 cookie, which would then be “stuffed” onto the user’s computer. These
cookies contained information that identified an Affiliate ID of Digital Point Solutions. In

such situations, the human uger never actually clicked on an eBay advertisement or link on

Hogan’s affiliate websites.




Affiliate earns commission if ...
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What can go wrong?

« Complacency

« “Strategic behavior”

at every level of decision-making
 Affiliates

 Affiliate networks

 Affililate managers




You are an affiliate network...

...deciding how hard to look ...
« What happens if you find problems?
« How will this affect your revenue?
* Merchant payments based on affiliate commission

« How will this shape your standing in the
marketplace?

« How will merchants respond if they find problems?



CJ Advertiser Service Agreement

To the fullest extent permissible pursuant to
applicable law, CJ disclaims all warranties implied,
including ... that CJ’s security methods will be
sufficient ... The entire risk as to satisfactory
quality, performance [and] accuracy ... is with you.
CJ Is, under no circumstances, responsible for the
practices, acts or omissions of any advertiser or
publisher.

This Agreement contains the entire understanding
and agreement of the parties. ...

v. February 4, 2014 (latest as of March 2015)



UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA
WESTERN DIVISION

SETTLEMENT RECOVERY CENTER, | CASE NO. CV-07-02638 FMC (CTx)

LLC, individuallf/ and on behalf of others

similarly situate
Plaintiff,
V.

VALUECLICK, INC., a Delaware

(Assigned to the Honorable Florence-
Marie Cooper, Courtroom 750)

NOTICE OF MOTION AND MOTION
TO DISMISS CLASS ACTION
COMPLAINT; MEMORANDUM OF
POINTS AND AUTHORITIES IN

corporation, its wholly owned subsidiary | SUPPORT
COMMISSION JUNCTION, INC., and

its wholly-owned subsidiary BE FREE, [Proposed] Order Granting Defendants’

Defendant(s).

1. Plaintiff’s claims arise from a written contract — the Advertiser Service

Agreement — that defines the relationship between Commission Junction and Internet

advertisers like Plaintiff. (Cplt. §61). According to Plaintiff, “[e]very member of the
proposed Class is a party to the Agreement.” (Id. § 67).
2. Each of Plaintiff’s claims are barred by the express terms of the

Agreement, which releases Commission Junction from liability for precisely the

claims that Plaintiff is making here. Courts repeatedly have dismissed claims — like
those asserted by Plaintiff here — that are based on the violation of an alleged duty that
is eﬁpressly disclaimed in a voluntary agreement between the parties. See, e.g.,
Graphic Arts Sys. v. Scitex Am. Corp., No. CV 92-6997-WMB, 1993 U.S. Dist.
LEXIS 21052, at *26 (C.D. Cal. May 26, 1993) (dismissing plaintiff's claims for
breach of contract, negligence, intentional interference and breach of the implied
covenant of good faith and fair dealing on a motion to dismiss under Fed. R. Civ. P
12(b)(6) as “barred by the express language of the contracts which disclaims all

warranties and limits remedies”).



What can go wrong?

« Complacency

« “Strategic behavior”

at every level of decision-making
 Affiliates

 Affiliate networks

 Affililate managers




You are an affiliate manager...

...deciding how hard to look ...
« What happens if you find problems?

« What will your boss say?
* How will this affect your compensation?

« How will this shape your professional
standing?

“Bob is a genius! He found a way to cut marketing
expense $1m without losing sales.”

_Or_
“I hired Bob to expand the affiliate program, but
instead he shrunk it by 20%.”



Compensating an affiliate manager

“Bob’s salary: $60k plus 10% of year-over-year
affiliate program growth.”

» Set realistic goals.
 Reward genuine advances.

 What if Bob finds fraud in last year's activity?
* Accept and welcome savings.



Assessing the seriousness of
these factors



Ramblings Of A Wannabe Alien...

What Does Carmen Electra, Cyber-Terrorism and Meq Whitman Have In
Common? eBay!

by digitalpoint on Aug 2nd 2010 at 10:41 am (23658 Views) 35 Comments &
I haven't said much about it to date about the dealings between myself and eBay, because well... I didn't see a
point. But now with people's imaginations running wild about what did (and didn't) happen, I suppose T'll talk
about it. The story itself is far more interesting than you would think possible within an affiliate program.

When I asked them why they would knowingly allow affiliates to violate their terms of service, they were very
good at avoiding answering my actual question. Finally after pestering them with the same question for weeks,
they broke down and informed me that their terms of service (and even the entire affiliate program to some
degree) was a bit of a facade. It allowed eBay to do things they wanted to do (like spam search engines, deploy
in countries where they had no actual presence, etc.), while also giving them a way to wash their hands of any
wrong-doing when any of their large partners (like Google) would question them about it (like why there are so
many spam sites directing people to eBay). They could simply say, "It's our affiliates, and they are violating the
terms of service we set forth." To me, I suppose it sort of made sense and I stopped questioning them about it.
BTW, one of the times this was explained to me was at PubCon in Las Vegas, *while® an eBay employee was
going around to each public access computer with a USB dongle he developed that would automatically install
something that would redirect any user to eBay when they tried to access Yahoo Auctions.

This was also the time that my affiliate revenue from eBay broke over $1M in a single month, which is significant because
now I had to make good on the "promise” that I never thought I would have to follow through on. My eBay contact called
me immediately after I broke $1M in a month and said, "Okay, you broke $1M... buy me a car." Sadly, I'm a man of my
word and I did try to buy them a car... unfortunately the Car they wanted was packoraered everywhere, so instead of
buying them an actual car I told them I would give them the money needed for the car and they could go find one
themselves. It wasn't extortion or anything since I was the one that offered, but it sure felt like it to me in the end. That
was a promise I made that ultimately cost me $50,000.

On top of that, I was coerced into buying my eBay contact a plasma TV, a really nice laptop (while I had a crappy TV and
crappy laptop of my own... hah), etc. I kept asking if this was "normal”, and was only told, "Yes, all the affiliates buy their
contacts stuff like this."



http://blogs.digitalpoint.com/entry.php?b=215
http://blogs.digitalpoint.com/entry.php?b=215
http://blogs.digitalpoint.com/entry.php?b=215

« Scraper-based data on
merchant management

structure
* bob@shoestore.com
» shoestore@affiliatenetwork.com

Crawler-based data on
affiliate fraud and
RiskInformation, and Incentives in Oniine controversial practices
Affiliate Marketing « Adware
 Cookie-stuffing
* “Loyalty” plug-ins
 Typosquatting

What would you
expect to find?
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Incentives aligned?

For a given fixed amount of merchant sales, a
selfish ... wants commissions to go ...

merchant

“I run an important

In-house affiliate manager department”

“10% of year-over-
year growth”

affillate network “30 on 130

outsourced affiliate manager

affiliate



So what to do?



Recognize your vulnerabillities

* Network-managed program
— Think carefully about network’s incentives.

— Set clear guidelines especially in the areas that
are controversial. Don’'t assume network’s
default is in your interest.

« Self-managed program

— What do the specialists know that you don’t?
Come to AM Days! Read forums & news sites.



Supervising affiliates

* Penalties? Litigation?
* |dentity verification
— Name - emall - phone number - address -tax ID - IP
— Need to prevent sequential pseudonymity
(reregistering using a new name)

« Pay more slowly, so you have something to
hold Over rule_breakersl Delaying Payment to Deter08222(ﬁzllr\;e;:.s;?g/;?umdeéé%?:;

Deterring Online Advertising Fraud Through Optimal Payment in Arrears
Financial Cryptography 2009 - SV LNCS



A code of conduct for affiliate networks

* |If a network learns about a rogue affiliate...
— Alert all merchants that are or have been affected
— Provide refunds to all, not just those who complain
— Duty of candor

* Install appropriate contractual commitments
and remove contractual defenses

» Take seriously the position of responsibility for
advertisers’ expenditures



A code of conduct for affiliate managers

* Primary duty Is to advertiser.
— Duty of loyalty
— Duty of candor

 Deemphasize personal incentives. Should
affiliate managers always be paid more for

spending more?
* For OPMs: Check contract terms



A code of conduct for affiliates

* Full and forthright statement of methods
— Statements that are literally truthful
— Statements that avoid deception

* Disclosure of alter egos and common
ownership & control

* Anticipate the ambiguities...
precise questions... “adware” versus “any
desktop software or browser plugins”



Fixing Affiliate Marketing

Can a merchant

« Supervise thousands of small affiliates the
merchant has never met?

« Manage divergent incentives: merchant,
network, affiliate program manager, affiliate?

[AND/

 Retain the cost-effectiveness, excitement,
flexibility, and passion of affiliate marketing?



benedelman.org

more examples, perpetrators, and infractions



