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Why affiliate marketing? 

• Creativity 

• Reach 

• Attractive pricing model, risk model 

– “I’m thrilled to pay a x% commission for anyone 

who can bring in a sale.  I can’t lose!” 



Affiliate marketing fixes… 

 





Affiliate marketing fixes… 

• Low-quality sites 

• Invisible banner ads 





Affiliate marketing fixes… 

• Low-quality sites 

• Invisible banner ads 

• Click fraud rooms 

• Click fraud botnets 



Why affiliate marketing? 

 





Why affiliate marketing? 
• Creativity 

• Reach 

• Attractive pricing model, risk model 

 

/BUT/ 
• How to supervise many small affiliates a 

retailer has never met? 

• Many & divergent incentives: merchant, 

network, affiliate program manager, affiliate 

 



Affiliate earns commission if … 

• User browses the affiliate’s web site 

• User clicks affiliate’s link to merchant   /and/ 

• User makes a purchase 

 

 Merchant can safely partner with anyone  ? 



What can go wrong? 
• Complacency 

• “Strategic behavior” 

at every level of decision-making 

• Affiliates 

• Affiliate networks 

• Affiliate managers 



Some examples 

 



on a computer with 

“New Flash Player” 









POST http://partners.cmptch.com/ca?p=OTgzMjI1ODIzNEZ85i%2Ffq3C%2BHz52KVb7Y2FskpQIwmm7YkP%2FvzPTtpgHoUSKOGCt2… 

HTTP/1.1 200 OK … 

PX.dispEngineVer = 5; 

PX.displayURL = 'http://www.nwgktl.com/icl?p=YTE3ODI0ODM1NzR4%2BNLdXGn%2BDExOPxHcJi1ojVqqWfUO0i67%2FaJqMrL…'; 

PX.executionStatus = "rad-complete"; 

if(typeof FAInit == 'function') setTimeout("FAInit()", 500); else setTimeout(PX.init, 500); 

 

GET http://www.nwgktl.com/icl?p=YTQxMzI0NzE2NTkX3UDTk2%2Bo4RIIL1PLhbtzeRS%2Fpgu7mTu%2BHB%2FYeEuW6q28%2B8NmTO… 

HTTP/1.1 302 Found 

Location: http://webestsave.com/en/offer/women-s-ecco-tabora-45-8521.html?rdr=1    … 

 

GET http://webestsave.com/en/offer/women-s-ecco-tabora-45-8521.html HTTP/1.1 

HTTP/1.1 200 OK … 

[22kb of HTML] 

<script> 

setTimeout(function(){ 

  window.location.href = 'http://track.flexlinks.com/a.ashx?foid=1065646.425603&fot=9999&foc=1';},2000); 

</script> 

 

GET http://track.flexlinks.com/a.ashx?foid=1065646.425603&fot=9999&foc=1 HTTP/1.1 … 

Referer: http://webestsave.com/en/offer/women-s-ecco-tabora-45-8521.html 

HTTP/1.1 302 Found … 

Location: http://linksynergy.onlineshoes.com/fs-bin/click?id=PPkX79/c*b0&offerid=204420.10000743&type=3&subi…  

 

GET http://linksynergy.onlineshoes.com/fs-bin/click?id=PPkX79/c*b0&offerid=204420.10000743&type=3&subid=1065… 

Referer: http://webestsave.com/en/offer/women-s-ecco-tabora-45-8521.html 

HTTP/1.1 301 Moved Permanently … 

Location: http://www.onlineshoes.com/ls.asp?siteID=PPkX79_c.b0-JIyy7nZjot0a_RqPwQ.aLg&url=http%3A%2F%2Fwww.… 

adware control code 

concealment of redirect code through decoy page 

concealment of redirect through delay 

referer faking 

referer faking 



“New Flash Player” bundler 

      ReMarkable adware (Revizer) 

   Webestsave 

    Flexoffers 

      LinkShare 

      Onlineshoes.com 

 



Violations 

• “Lead stealing” 

– claiming commission on organic traffic 

– merchant otherwise receives this traffic for free 

• Undisclosed adware  

– full-screen popup covering merchant site 

– sneaky installation 

• Forced clicks 

• Lack of labeling and uninstall instructions 

required by FTC precedent 

• Deceptive installation; counterfeit “Flash” 

 







Affiliate earns commission if … 

• User requests affiliate web site 

• User clicks affiliate’s link to merchant   /and/ 

• User makes a purchase 

 

 Merchant can safely partner with anyone? 



What can go wrong? 

• Complacency 

• “Strategic behavior” 

at every level of decision-making 

• Affiliates 

• Affiliate networks 

• Affiliate managers 



You are an affiliate network… 

  …deciding how hard to look … 
• What happens if you find problems? 

• How will this affect your revenue? 

• Merchant payments based on affiliate commission 

• How will this shape your standing in the 

marketplace? 

• How will merchants respond if they find problems? 

 

 



CJ Advertiser Service Agreement 

To the fullest extent permissible pursuant to 

applicable law, CJ disclaims all warranties implied, 

including … that CJ’s security methods will be 

sufficient …   The entire risk as to satisfactory 

quality, performance [and] accuracy … is with you.  

CJ is, under no circumstances, responsible for the 

practices, acts or omissions of any advertiser or 

publisher. 

… 

This Agreement contains the entire understanding 

and agreement of the parties. … 

 
v. February 4, 2014 (latest as of March 2015) 





What can go wrong? 

• Complacency 

• “Strategic behavior” 

at every level of decision-making 

• Affiliates 

• Affiliate networks 

• Affiliate managers 



You are an affiliate manager… 

  …deciding how hard to look … 
• What happens if you find problems? 

• What will your boss say? 

• How will this affect your compensation? 

• How will this shape your professional 

standing? 
 

“Bob is a genius!  He found a way to cut marketing 

expense $1m without losing sales.” 

  -or- 

“I hired Bob to expand the affiliate program, but 

instead he shrunk it by 20%.” 

 



Compensating an affiliate manager 

“Bob’s salary: $60k plus 10% of year-over-year 

affiliate program growth.” 

 

• Set realistic goals. 

• Reward genuine advances. 

• What if Bob finds fraud in last year’s activity? 

• Accept and welcome savings. 

 



Assessing the seriousness of 

these factors 
 



… 

full 

post 

… 

http://blogs.digitalpoint.com/entry.php?b=215
http://blogs.digitalpoint.com/entry.php?b=215
http://blogs.digitalpoint.com/entry.php?b=215


• Scraper-based data on 

merchant management 

structure 
• bob@shoestore.com 

• shoestore@affiliatenetwork.com 

• Crawler-based data on 

affiliate fraud and 

controversial practices 

• Adware 

• Cookie-stuffing 

• “Loyalty” plug-ins 

• Typosquatting 

What would you  

expect to find? 



Findings 



Incentives aligned? 

merchant down 

in-house affiliate manager ? 

outsourced affiliate manager up 

affiliate network up 

affiliate up 

For a given fixed amount of merchant sales, a  

selfish …              wants commissions to go … 

“30 on 130” 

“10% of year-over-

year growth” 

“I run an important 

department” 



So what to do? 

 



Recognize your vulnerabilities 

• Network-managed program 

– Think carefully about network’s incentives. 

– Set clear guidelines especially in the areas that 

are controversial.  Don’t assume network’s 

default is in your interest. 

• Self-managed program 

– What do the specialists know that you don’t?  

Come to AM Days!   Read forums & news sites. 



Supervising affiliates 

• Penalties?  Litigation? 

• Identity verification 

– Name - email - phone number - address - tax ID - IP 

– Need to prevent sequential pseudonymity 

(reregistering using a new name) 

• Pay more slowly, so you have something to 

hold over rule-breakers. Delaying Payment to Deter Online Advertising Fraud  (2008) 

benedelman.org/paymentdelay    

Deterring Online Advertising Fraud Through Optimal Payment in Arrears   

Financial Cryptography 2009 - SV LNCS 



A code of conduct for affiliate networks 

• If a network learns about a rogue affiliate… 

– Alert all merchants that are or have been affected 

– Provide refunds to all, not just those who complain 

– Duty of candor 

• Install appropriate contractual commitments 

and remove contractual defenses 

• Take seriously the position of responsibility for 

advertisers’ expenditures 

 

 



A code of conduct for affiliate managers 

• Primary duty is to advertiser.   

– Duty of loyalty 

– Duty of candor 

• Deemphasize personal incentives.  Should 

affiliate managers always be paid more for 

spending more? 

• For OPMs: Check contract terms 

 

 



A code of conduct for affiliates 

• Full and forthright statement of methods 

– Statements that are literally truthful 

– Statements that avoid deception 

• Disclosure of alter egos and common 

ownership & control 

 

• Anticipate the ambiguities…  

precise questions… “adware” versus “any 

desktop software or browser plugins” 



Fixing Affiliate Marketing 

Can a merchant 

• Supervise thousands of small affiliates the 

merchant has never met? 

• Manage divergent incentives: merchant, 

network, affiliate program manager, affiliate? 
 

/AND/ 

• Retain the cost-effectiveness, excitement, 

flexibility, and passion of affiliate marketing? 

 

 

 



benedelman.org 
more examples, perpetrators, and infractions 


