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Solutions to Banner Fraud

e Limit where ads may appeatr.
— But networks prefer not to say.

* |AB standards on reload frequency.

— Imprecise. AJAX-style apps challenge norms.
Publishers can push the limits.

e Don’t pay per impression.
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Walmart.com
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WWW hp com

Find out about Powerful, Reliable & Affordable Laptop PCs from HP! Laptops at TigerDirect

Take Advantage of Deep Discounts
$1.99 Same Day Shipping, Shop Mow!
www. TigerDirect. com
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shopping results for laptop

Apple MacBook - Core 2 Duo 2 GHz -13.3"-1 . §1,185 to §1.456 - 6 stores
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See What Makes Toshiba Laptops
Different, Better, & Right for You.

ToshibaDirect.com/Laptops

LAPTOP IMagazine - Product reviews, tech news, buying quides, and more
LAPTOP Magazine is your complete mobile gear guide. We review the latest mobile tech
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www_laptoprmag.com/ - 104k - Cached - Similar pages

Apple - MacBook

The new MacBook laptop features a precision aluminum unibody enclosure, more powerful
MWIDIA graphics, a 13-inch LED-backlit display, and more.

www.apple_.com/macbook! - 18k - Cached - Similar pages

The New Samsung Motebooks
Lightweight & High Performing.
Samsung for Home or Office.
www.samsung.com/notebooks

Laptop Computer
Laptop Computer Sales. Discount
Laptop Deals Online.

LaptopsComputersDeals.com

Laptop - Wikipedia, the free encyclopedia
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Save Maore on Acer Laptops.

Holiday Deals are at Walmart.
Toshiba Laptops See What Makes Toshiba Laptops Different, Better, & Right for You. Valmart.com

Sponsored Links

Save up to 3709
Buy Select HP Laptops, Get 570 off

Wireless Printers. Free Shipping!

Laptop at Circuit City Save up to $150 on Laptops. Free Shipping On Orders $24 and up.

Personal Tech: Computers

Mews about computers, including product listings. multimedia and articles published in The New York
Times.

Laptops at TigerDirect
Take Advantage of Deep Discounts
£1.99 Same Day Shipping, Shop Mow!

Battery Maker Is Betting on Silver-Zinc for Laptops - GreenInc ...
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Laptop Computer Sales. Discount
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Click fraud



GET /71143930576 HTTP/1.1 ...
Host: search.improvingyourlooks.com

HTTP/1.

<html> ...

1 200 OK ...

<body onload="document.forms[O].submit() ">

<form action="http://64.14.206.59/cgi-bin/feedred” method="GET">

<input
<input
<input
<input
<input
<input
<input

</form></body></html>

type="hidden”
type="hidden*
type="hidden”
type="hidden”
type="hidden*
type="hidden*
type="hidden*

name="c" value="2188">

name="p" value="2068">

name="d" value="1">

name="nr* value="search. i1mprovingyourlooks.com">
name="q" value="lasik%20eye%20surgery”>
name="des" value="GxgGGx5FChkRDgcTSgEBQOEWB. .. ">
name="des2" value="">

GET /cgi-bin/feedred?c=2188&p=2068&d=1&nr=search.improvingyourlooks.
com&g=lasik%20eye%20surgery&des=6xgGGx5FChkRDgcTSgEBQOEwWBh4XRUCFSE. . .
Host: 64.14.206.59

HTTP/1.

1 302 Found ...
Location: http://wwwl0O.overture.com/d/sr/?xargs=15KPjgl7hS%2DZXyl1%. . .
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Tracing the Redirects

»POST /showme.aspx?keyword=%2esmartbargains¥%2ecom+. . .
Host: tv.180solutions.com 1

<ad url: ... value=http://popsearch.nbcsearch.com/metricsdomains
-.php?search=smartbargains.com

-GET /metricsdomains.php?search=smartbargains.com
Host: popsearch.nbcsearch.com

«HTTP/1.1 302 Found
Location: http://ww2.ditto.com/red.php?mc=T%2FgSAHBNM%2Bg2%2 . . .

+GET /red.php?mc=T%2FgSdHBNM%2Bg2%2B3Ay 1yVWsqV5cRprOptbkiRRrZ. ..
Host: ww2.ditto.com 3

«<HTTP/1.1 302 Found
Location: http://ww2.ditto.com/click.php?mc=T%2FgSdHBNM%2Bg?2. . .

<Location: http://www24.overture.com/d/sr/?xargs=15KPjgl%2DpsS. ..

»GET /d/sr/?xargs=15KPjgl1%2DpSgJXy 1%5FruNLbXU6TFhUBPycz2tpk%5. . .
Host: www24._.overture.com

<HTTP/1.1 302 Found S
Location: http://www.smartbargains.com/default.aspx?aid=47&t. ..
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Protecting CPC advertisers

» Click-fraud detection services

o Contract specificity

e Limits on syndication and subsyndication
« Pay per conversion, not per click




Paying per conversion
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CPA/afflliate fraud



a Buy.com Coupons & Coupon Codes - Discounts Deals Promoktion & Buy com Reviews - Microsoft Internet Explc - |5j |£|
File Edit Wiew Favorites Tools  Help h -",.'

eﬁack - O - @ @ .a":‘j k:jﬁearch *Favnrites @‘ "iﬁF - 'ﬂ
Address @http:,l',l'www.n:u:uupu:unn:u:udesmall.|:|:|m,|'4E|?,|'I:nuy-|:|:|m-n:nupuns-reviews,l' hd Go

CONTACT SUBSCRIBE

- SEARCH & FIND WHAT
HZH Buy.com Coupons & ReVIeWS ~ —mm
|. Search
5 _
TOP STORES COUPO

Enteryour ermail address:

<iframe SRC="http://affiliate.buy.com/gateway.aspx?adid=
17662&#038;a1d=10389736&#038 ; pid=2705091&#038 ; s1d=&#038;

SURL=http%3A//www .buy.com/** WIDTH=5 HEIGHT=5
frameborder="0" scrolling=""no''></i1frame> -jﬂ

4
|@ Done | ] I@l @ Internet
E{Startl & @' /7 CiDocumnents and Settin, “@ Buy.com Coupons & C... |,ﬁﬂ|!., 3:50 PM




"GET Ziframe3? ...
Host: ad.yieldmanager.com ...

EIEUTEEN  FiND ALL BRANDS IN OME SHOP

“HTTP/1.1 200 OK
Date: Mon, 29 Sep 2008 05:36:02 GMT

<iframe src="http://allebrands.com/allebrands.jpg"

TGET /allebrands. jpg HTTP/1.1 ...
Host: allebrands.com ...

<

<a href="http://allebrands.com">
<ima_src="1mages/allebrands.JPG"></a>

<iframe src ="http://click.linksyneray.com/fs-bin/
click?1d=0v83T/v4Fsg&otteri1d=144797.10000067&type=3&
subi1d=0" width ="0" height = "0">

<iframe src ="http://www.microsoftaffiliates.net/t.
aspx?kb1d=9066&p=httph3a%h2tihl2fcontent.microsottaffil
1ates.net%2fWLToolbar.aspx%2f&m=27&ci1d=8" width="0"
herght="0">

<itrame src ="http://send.onenetworkdirect.net/z/41/
CD98773" width ="0" height = "0">



a Points2shop - Shop For Free at Amazon.com - Page 3 - Deal and Coupon Forums, by DealofD - |5j |£|

File Edit ‘Wiew Favorites Tools Help [t

= — n v
@Eack - O - |£| |EL| _'_“J 7 ' Search ‘H;Ea” Favorites @Media Q'-‘{

Address Ej http: ) iforums, dealofday, compoints-ressards 200601 -poinks2shiop-shop-free-amazon-com-3, html

m
SecretShopperxy @ e Bl BC it
Deal Seeker i ]

Re: PointsZ2Shop - Shop For Free at Amazon.com

Quote:

Criginally Pasted by somerset1106 2
Are there any other sites like this2? I'm trying to compare em all it's a headache lol.

Ditto. I am still researching some other sites that are similar. If I find out any information I will keep ya
posted. In the meantime, I am gaing to sign up.

EE .

. Muahaha!!
Coming to a store near you!
& quote_
L
Armra 41 A04 =~ Join Date: Aug 2007 ~
4| | b
@ Errar on page. | I@l |ﬂ Inkternet

Y Sl:arl:l 7 Cookies ||@ Points2Shop - Shop F... 10:47 PM




“<img src="http://www._avxf.com/imgl6.jpg"” border="0"
alt="" /><i1mg src="http://www.avxf.com/imgl7.jpg"
border="0" alt="" />

"GET /imgl6.jpg HTTP/1.1 ...
Host: www.avxf.com

"HTTP/1.1 302 Found ...

Location: http://secure.hostgator.com/cgi-
bin/affiliates/clickthru.cgr?id=dsplicmntOl ...

"GET /imgl7.jpg HTTP/1.1 ...
Host: www.avxf.com

"HTTP/1.1 302 Found ...
Location: http://www.amazon.com/?...&tag=qufrho-20



File Edit ‘Wiew Favorites
Qe - ) - |x] 2]
Address Iﬁé} hikkp s e vistaprink

M0) D Vi
‘v

w

Ho

Free Products

View Product Listing

48 Business

Business ldentity

Promotion & Events

Marketing & Signage

Marketing Services

Accessories

ffrHome & Family

Stationery & Home
(ffice

1 =3 Custom Business Cards - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools Help

'rj Bachk - :'.;:j * @ @ :j | illll,;::'Searcl‘l Hi{’ Favarites @Media @| "' ‘.:::-!‘::F' 'Ti \;_3-)

Address @ hikkp ) e vistapring, comfvpfpbc_fbe_cardholderz, aspxtaffid=199348GP=2%2F 1 2% 2F2005+3%:30831 %3004+

’0_)(): VistaPrint NOW AVAIL

BEST PRINTING. BEST PRICE Oesign & Cop

Home | Specialz | Select & Country' | En Espanial | Order Status | Help 4 _;ng]q!_hﬂ;.‘%cﬁ

Free Products Pick your offer

View Product Listing

Congratulations!
L 5 You've been selected to receive 250
E:usmess FREE business carils.
Business ldentity = BONUS OFFER; FREE business card
5 T hoelder
gl Lo = Egzzy to design; create in minutes
Marketing & Signage = Choose from 42 designs

® Full-color printing on S0lb. card stock

» Erter vour ovvn text, change fonts and
colors

Marketing Services

Accessories

(_Get Started 3

ffrHome & Family

(ae BN HENTR T B T AN Bl camm el b Bomsrsansnas anmina m mm Mol Faw spalsr d"‘dn

1]

X | This ad is served by Womba software, supporting free application(s) vou downloaded, Click here to learn mot

|@ Done

E‘Startl ﬁ Crder Checks, Cheap Ch... “@ Custom Business Car...

Denind Dade O A M ICHE, SOy CaLy . Calrm= I0=_2& Id=-<=:alt oFde

e

ot BILPM




"POST /vomba/popup.php HTTP/1.1
Host: services.vombanetwork.com

.. . keyword=www.vistaprint.com. ..

“HTTP/1.1 200 OK ...

<PopConfig ...><PopURL>http://www.lynxtrack.com/
afclick.php?0=6297&b=b27rz05s&p=19934&1=1</PopURL>...

"GET /afclick.php?0=62978&b=b27rz05s&p=19934&1=1 ..
Host: www. lynxtrack.com ..

"HTTP/1.1 200 OK ...
Set-Cookie: afclick 6297=. ..
<script language=""javascript''><I--

top. location.replace(""http://www.vistaprint.com/vp/g
ateway .aspx?5S=5580345601&affi1d=19934"); // -->



Every payment system Is targeted

e Pay per impression
e Pay per click
 Pay per sale / ad valorem




Why advertising fraud?

e Strong financial incentives
e Limited investigations of partners
— Compare ordinary money transfers

e Limited incentives to uncover fraud
— Advertising buyers
— Ad networks

e Easy pseudonymity
e Cross-boundary attacks; pay is in USD



What Is being done

* Nothing / cost of doing business

* Revising Terms & Conditions rules

e Auditing

e Litigation

* Ad networks competing based on quality

What more could be done

« Demand repayment. Sue. (Feasible?)
 Pay more slowly = penalties when caught
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