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Obama Vows
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U.s. Vast Economic
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N.Y_REGION | By JEFF ZELENY and JACKIE
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TECHNOLOGY E.:ll.:lt k Obama offered a
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President-elect Barack
Obama’s reported selections
for two major cabinet jobs
suggest a preference for
pragmatists, not ideclogues.
« Clinton Iz Said to Accept
Secretary of State Position
» Fed Official Iz Said to Be Choice
for Treasury
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Solutions to Banner Fraud

* Limit where ads may appeatr.
— But networks prefer not to say.

 Enforce IAB standards on reload frequency.

— Imprecise. AJAX-style apps challenge norms.
Publishers can push the limits.

e Don’t pay per impression.




Paying per click



ﬂ'.-‘ laptop - Google Search - Windows Internet Explorer 2| _|O] x|
@A - IS htkp: [/ fwnans, google. comysearch?g=laptop j (X Ilaptnp Folbs

File Edit Miew Faworites Tools  Help

'i:? '#ﬁ? & laptop - Google Search | | 15-?? - D - [ - I-_{,"Eage - -’_‘..- Tools - ?
Web Images [Maps MNews Shopping Gmaill more » Sign in =
= Advanced Search
GO L)gle I|Epttlp Search Preferences
Web Shopping Groups Results 1 - 10 of about 232,000,000 for laptop [definition]. (0.33 seconds)

Sponsored Links Sponsored Links

Laptop
www.BestBuy.com  Laptops Make The Perfect Gift. Shop Wide Selection Online At Best Buy®!

Acer Laptops
Laptop at Circuit City Save More on Acer Laptops.
www_CircuitCity.com  Save up to $150 on Laptops. Free Shipping On Orders $24 and up. Holiday Deals are at Walmart.

Walmart.com

HP Laptops . .
www.hp.com  Find out about Powerful, Reliable & Affordable Laptop PCs from HP! Laptops at TigerDirect

Take Advantage of Deep Discounts
51.99 Same Day Shipping, Shop Now!
www. TigerDirect.com

Go Hll_'

Related searches: laptop deals

Shopping results for laptop

Apple MacBook - Core 2 Dup 2 GHz - 133" -1 . $1.1856 to 51,4586 - 6 stores
HP Pavilion Dv6910us Entertainment - Turion 64 . 5649 to $940 - 18 stores
Lenovo ThinkPad X61 Tablet 7767 - Core 2 Duo 1 . §1.374 to 51,736 - 21 stores

Toshiba Laptops
See What Makes Toshiba Laptops
Different, Better, & Right for You.

ToshibaDirect.com/Laptops

LAPTOP Magazine - Product reviews, tech news, buying quides, and more
LAPTOP Magazine is your complete mohile gear guide. We review the latest mobile tech
products and provide expert buying advice, plus breaking industry news.
www_laptopmag.com/ - 104k - Cached - Similar pages

The New Samsung Notebooks
Lightweight & High Performing.
Samsung for Home or Office.
www_samsung.com/notebooks

Apple - MacBook

The new MacBook laptop features a precision aluminum unibody enclosure, more powerful
MWIDIA graphics, a 13-inch LED-backlit display, and more.

www_apple.com/macbook! - 18k - Cached - Similar pages

Laptop Computer
Laptop Computer Sales. Discount
Laptop Deals Online.

LaptopsComputersDeals.com

Laptop - Wikipedia, the free encyclopedia
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Acer Laptops

Save More on Acer Laptops.
Haliday Deals are at Walmart.
Toshiba Laptops See What Makes Toshiba Laptops Different, Better, & Right for You. Walmart.com

Sponzored Links

Save up to 5709
Buy Select HP Laptops, Get $70 off
Wireless Printers. Free Shippinag!

Laptop at Circuit City Save up to $150 on Laptops. Free Shipping On COrders $24 and up.

Personal Tech: Computers
Mews about computers, including product listings, multimedia and articles published in The MNew York
Times.

Laptops at TigerDirect
Take Advantage of Deep Discounts
$1.99 Same Day Shipping, Shop Mow!

Battery Maker Is Betting on Silver-Zinc for Laptops - Green Inc ...
Ross Dueber, the company's chief executive, says a top-tier laptop manufacturer will release the
first computer designed to accept silver-zinc batteries in ...

LHETGE Cnmguter

Laptop Computer Sales. Discount
Laptop Deals Online.

3160 Off Laptop Computers
Save on Motebook Computers Mow
Great Gifts - Free Shipping

One Laptop Per Child Gets a Marketing Push
Media companies are donating television time and magazine pages to help the organization's effort
to provide laptops to children in ...
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CPC gone wrong



Click fraud



GET /71143930576 HTTP/1.1 ...
Host: search.improvingyourlooks.com

HTTP/1.1 200 OK ...

<html> ... <body onload="document.forms[O].submit() ">

<form action="http://64.14.206.59/cgi-bin/feedred®™ method="GET">
<input type="hidden®” name="c" value="2188">

<input type="hidden®” name="p" value="2068">

<input type="hidden® name="d" value="1">

<input type="hidden® name="nr" value="search.improvingyourlooks.com">
<input type="hidden®” name="q" value="lasik%20eye%20surgery"”>

<input type="hidden® name="des” value="GxgGGx5FChkRDgcTSgEBQOEWB...">
<input type="hidden® name="des2" value="">

</form></body></html>

GET /cgi-bin/feedred?c=2188&p=2068&d=1&nr=search. improvingyourlooks.
com&g=lasik%20eye%20surgery&des=6xgGGx5FChkRDgcTSgEBQOEWBh4XRUCFSE. . .
Host: 64.14.206.59

HTTP/1.1 302 Found ...
Location: http://wwwl0.overture.com/d/sr/?xargs=15KPjgl7hS%2DZXyl1%. . .
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Search the Web: | marriage counseling

| SEARCH |

Sponsored results containing: "marriage counseling”

Marriage Counseling
Alternative to Counseling 1 million programs sold. As seen on Cprah
http: /S www lightyourfire.com

Help Your Marriage
Qnline program for married couples to help improve their marriage
http://Marriage.eHarmony. com

Fix Your Marriage
Marriage Counseling Alternative, Get Free Advice Immediately
http: A www Y ourMarriageFitness.com

Marriage Counseling

Watch 'Shalom In The Home' on TLC, Life Lessons With Rabhi
Boteach,.

http: /S www  TLC . com,/Shalom

MNeed Marriage Counseling?
LUnhappy spouse? Want to save your marriage? Here's what to do

L N RTF

Sponsored Links

Marriage Counseling

Alternative to Counseling 1 million
programs sold. As seen on Opr...
http: /S wwew lightyourfire. com

Help Your Marriage

Online program for married couples to
help impraove their marriag...

http: //Marriage.eHarmony . com

Fix “our Marriage

Marriage Counseling Alternative., Get
Free Advice Immediately
http: /S www YourMarnageFitness. com

L | |4 Internet i

. @ Reqistering For ...

&1 Please vist Our ... | €71 Got My Free Gi... ||@ UpSpiral - Mic.. |(E) 4:18FM




Ad-w-a-r-e Showing Google Ads

'PPC Advertisers

How Upspiral Google
gets paid for< money‘
showing the ads Ask
money‘
) Upspiral

How Upspiral money‘
getsads onto{ LOooksmart

users’ screens money‘

<«—click fraud

\ Ad -W-a-I-@ spyware installed without consent



Inflating CPC conversion rates
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Printer Ink Cartridges Dell Histor
Save on Ink cartridges for 720, 920, 922, 924 Dell Inc
wonnwy. abacus2d-7 com Dell Coupons
Used Dell Computers

Fepair your computer:
Fix Errors: your computer: Free Download Faor your camputer:
Dell. com. Updates-Fast.com

Dell Inspiran
Dell Home Page

Dell Computer Corporation

Ink Cartridge Crdering Frofile
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High Speed Internet Access

Find High Speed Internet Access. Get Info On High Speed Internet.
Internet-Web-Directony.com

Order Comcast High Speed

F100 Cash Back, Free Wireless Modem Only $13 9%0mo. for 3 Months!
woanns, ComcastOffers.com

Order Road Runnher

F34 25ino for High Speed Internet. Free Modemn. Get Road Runner Mow!
wonnas HoadRunnerOffers.com

Verizon DSL Official Site
%z High Speed Internet - $17 990mo Price Guaranteed to Never Go Ll
“erizon.com

S ' WHENU

This offer is from
Click here orcall i any guestionz? Click here o call toll-free customer service: 1-S66-WHENL-11
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AdWords Terms & Conditions

Customer understands and agrees that ads may be placed on any other
content or property provided by a third party ("Partner") upon which Google
places ads ("Partner Property"). Customer agrees that all placements of
Customer's ads shall conclusively be deemed to have been approved by
Customer unless Customer produces contemporaneous documentary
evidence showing that Customer disapproved such placements in the
manner specified by Google.

Customer understands that third parties may generate impressions or clicks
on Customer's ads for prohibited or improper purposes, and Customer
accepts the risk of any such impressions and clicks. Customer's exclusive
remedy, and Google's exclusive liability, for suspected invalid impressions
or clicks is for Customer to make a claim for a refund in the form of
advertising credits for Google Properties within the time period required
under Section 7 below. To the fullest extent permitted by law, refunds (if
any) are at the discretion of Google and only in the form of advertising credit
for only Google Properties. Nothing in these Terms or an |0 may obligate
Google to extend credit to any party.



Protecting CPC advertisers

e Click-fraud detection services

o Contract & insertion order specificity
— Limit syndication and subsyndication
— ldentify and reject improper placements

* Pay per conversion, not per click



Paying per conversion
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Affililate earns commission if ...

o User requests affiliate web site

e User clicks affiliate’s link to merchant /and/
 User makes a purchase

- Merchant can safely partner with anyone?




CPA [/ affiliate fraud
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CONTACT STORES SUBSCRIBE

. SEARCH & FIND WHAT
m Buy-CGm Cﬂupﬂns & Reviews = e
Search
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ﬁ Points2Shop - Shop For Free at Amazon.com - Page 3 - Deal and Coupon Forums, by DealofD - IE |5|
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loin Date: Sep 2008
SecretShopperxy @ e
Deal Seeker ]

Re: PointsZ2Shop - Shop For Free at Amazon.com

Quote:

originally Posted by somerset1106 2.
Are there any other sites like this2? I'm trying to compare em all it's a headache lol.

Ditto. I am still researching some other sites that are similar. If I find out any information I will keep va
posted. In the meantime, I am going to sign up.

ElEl

. Muahaha!!
Corming to a store near you!
.
l Ifg. .......
L]
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r@ Error on page. | I@| |ﬂ Internek

aH Etartl ) Cookjes “-@ PointsZ2Shop - Shop F... |

10:47 PM



*<img src=""http://www.avxf.com/imgl6. jpg"" border="0"
alt=""" /><img src="http:/7/www.avxr.com/imgl7.jpg"
border=""0" alt=""" />

"GET /imgl6.jpg HTTP/1.1 ...
Host: www.avxf.com

“HTTP/1.1 302 Found ...

Location: http://secure.hostgator.com/cgi-bin/
affiliates/clickthru.cgi?r1d=dsplcmntOl ...

"GET /imgl7.jpg HTTP/1.1 ...
Host: www.avxf.com

“HTTP/1.1 302 Found - - .
Location: http://www.amazon.com/?...&tag=qufrho-20



"GET Ziframe3? ...
Host: ad.yieldmanager.com ...

FIND ALL BRANDS IN ONE SHOP

“HTTP/1.1 200 OK
Date: Mon, 29 Sep 2008 05:36:02 GMT

<iframe src="http://allebrands.com/allebrands. jpg"

TGET /allebrands.pg HTTP/1.1 ...
Host: allebrands.com ...

<4

<a href="http://allebrands.com™> McAfee
<ima_src="1maages/allebrands.JPG"></a>
<iframe src ="http://click.linksynergm o=
click?1d=0v83T/v4Fsg&oftter1d=144/97 .1 Microsoft OneCare 3&
subi1d=0" width ="0" height = "0">

<iframe src ="http://www._.microsoftaffiliates.net/t.
aspx?kb1d=9066&p=httph3a%l2th2tcontent.microsottaffil
1ates.net%2fWLToolbar.aspx%2f&m=27&ci1d=8" width="0"
height="0">

<itrame src ="http://send.onenetworkdirect.net/z/41/
CDO98773" width ="0" herght = "0°>

VA = - = __ 7

Symantec
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Whiat are the different

' BLOCKBUSTER

Can\ sty o $9 %o the first month

HOW IT WORKS: _ _
Registration

SELECT MOVIES
mMake a list online fram over 70,000

|@ Done : | | =) % Interne
# Etartl @ Blockbuster Cnline - Wel, .. | @ Elockbuster Cnline - How, . “@ Blockbuster Online - ... | & 1:15 AM




"POST /showme .aspx?&S ID=XEHON..&CD=www . blockbuster . com
&keyword=%2eblockb%2aster%2ecom+%Zeblockbu%Zater%Ze..
Host: tvf.zango.com ..

“HTTP/1.1 200 OK ..
ad url: .. http://ads.roundads.com/ads/clickcash.aspx
keyword=_blockbuster.com><br>

“GET /ads/clickcash.aspx?keyword=_blockbuster.com ..
Host: ads.roundads.com ..

“HTTP/1.1 301 Moved Permanentl,
Location: http://clickserve.cc-dt.com/link/tplclick?
11d=41000000005307215&pub1d=21000000000063579&mi1d-=...

Performics / Google Affiliate Network

TGET /hink/tplclick?11d=41000000005307215&pub1d=2100..
Host: clickserve.cc-dt.com ..

“HTTP/1.1 302 Found ..
Location: https://www.blockbuster.com/signup/rp/reg..



Affililate earns commission if ...

. Y e o
. el TATRTRORITIN | Y
 User makes a purchase sometime after

— Visiting a web page

— Visiting a discussion forum

— Seeing a bannerad  /or/

— Becoming infected with spyware/adware




Guarding CPA campaigns

 Know your affiliates.

e Question your affiliate network.
— Hold your network accountable for its shortfalls.

* Do not assume perfection or infallibility.



Every payment system Is targeted

* Pay per impression
e Pay per click
e Pay per sale / ad valorem



Why advertising fraud?

e Strong financial incentives
—Pay isin USD
e Easy pseudonymity
* Limited investigations of partners

e Limited incentives to uncover fraud

— Ad agencies
“10% of spend”

— Ad networks

— Affiliate managers £ “10% of year-over-year growth”

e Limited actions to obtain restitution



What Is being done

* Nothing / cost of doing business
 Revising Terms & Conditions rules

« Auditing

 Litigation

« Compare ad networks based on quality

What more could be done

« Demand repayment. Sue. (Feasible?)
 Push back on ad networks’ one-sided T&C's.
 Pay more slowly - penalties when caught




Typosquatting



Exploring ty

e Start with top .

posquatting

COM'’s.

 Compute Levenshtein distance between top
.COM'’s and all registered domains.

(with Tyler Moore, postdoctoral fellow,
Harvard Center for Research on Computation and Society)

— Count insertio

— CARTOONNET
e Levenshtein ©

— CARTOONNE

ns, deletions and substitutions.

"'WORK — CARTOONNECTWORK
Istance: 1 (one insertion)

"'WORK — CARTOON-NETWOTK

e Levenshtein ©

Istance: 2 (one insertion, one substitution)



<3 wwwiatoonnetwork.com - Microsoft Internet Explorer
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Sponsored Listings

Cartoon Network Games

Dave on Toys &amp, Games Compare amp, Buy from 10005 of Stores
Wit ShoppIing.com

Cartoon Network Games

Unlirmited Free Onling Games Play 1000s of Free Cartoon Games
WA T O AMmes .co

Disney Personal Checks
Designs With Pooh, Tinker Bell, Mickey &amp, More! Qrder Checks Here.
DesignerChecks.com

Mickey Mouse Cartoon
Join Disney ® Movie Club and Get 4 Movies at $1.99 Each- Free Shipping
DisneytdoyvieClub Go .com

Cartoon Network
Huge selection of Cartoon Network items.

(0.350321 seconds)

Felated searches

(zames on Cartoon MNetwiork

Cartoon Metwork Tom and Jerry

Cartoon Metwork Star VWars

Een 10

Cartoon Met Worlke Games

VWA Carttoon Games com

VWA Cattoonnetwork Con —_
Cartoonnetwork Website

Eoomerang from Cartoon MNetwork
_artoon Metwork Teen Titans

Yahoo com

] =
|€| | | | |ﬂ Inkernet
lﬂEtartl & @ I@ wwwiatoonnetwork.c... | 342 PM



<3 Cartoonnetwoirk.com - www cartoon network games com Resources and Information. - Microsoft Ink == x|

File Edit ‘iew Favorites Tools Help -,"
Back ) Search <2 Favorit Media <) | GJv o
ack = | 2arc H.‘}'x(-" avarites e edia £ | [“: o g i

@ hitkp: | e, cartoonnebwaoirk, com)

Related Searches: Www cartoon netwark games com | Cartoon netwarks | Cartoonnetwoark | The cartoon netwark |
Cartoon netwark play games | Cartoon network play | Cartoon network home | Cartoon network games com | Cartoon Metwork T |
Cartoon Metwoark |

CARTOONNETWOIRK.COM | Search |

Language: |Eng|ish j
RELATED SEARCHES —

| B o |Link5 »

sponsored listings

“ WAeaw cartoon network
Cartoon Network Games games com
Save on Toys & Games Compare & Buy from 10005 of Stores  Capoon networks
whni SHORRING. COm

W Canoonnetwork

“ The cartoon netwaork
Disney Cartoon 5
Jain Disney @ Movie Club and Get 4 Movies at $1.99 Each- Free Shipping
DisneyMovieClub. Go.com

Cartoon netwark play
games

4 Cartoon network play

W Caroon network home
Cartoon Network Games

Linlimited Free Online Games Play 10005 of Free Caroon Games
Wit YO AIMEeS.CC

4 Cartoon netwark games
Com

¥ Canoon Metwork T
— R . o Cannnn Bletwenrk ll

€l -~ || |4 Internet
E’E‘Etartl & & I@ Cartoonnetwoirk.com... | 3143 PM




WWWCATOONNETWORK
CARTOONNETWOUK
CARTOONNBETWORK
CARTOONNETTORK
CARTOONNECWORK
CARTOONNECTWORK
CARTOOWNETWORK
CARTOONNCTWORK
CARTOONNETWORKS
CARTOONNETWORKR
CARTOONNETWORKQ
CARTOONNETWORKO
TARTOONNETWORK
CARTOONNETWOOK
CARTOONNEKWORK
CARTOOUNETWORK
CARTOONNEBWORK
CARTOONNETXWORK
CARTOONRETWORK
CARTOONNETWOTRK
WWWCARTOONNETWOR
CVARTOONNETWORK
CARTOONNETWOTK
CARTOOTNNETWORK
CARTOONNETGORK
CARBOONNETWORK
CARTWOONNETWORK
CARTOONNETWIORK
CARDOONNETWORK
WWWICARTOONNETWORK
CAPTOONNETWORK
CARTOONDNETWORK
CARTOONSNETWORK
CARTOONNETWOKK
CARTOONNETWOYK
CARTOPNNETWORK
CURTOONNETWORK
CARTOONNETYWORK
CARTOONNET5WORK
CARTOONNETWOARK
CARTOONNETUWORK

CARNTOONNETWORK
CARTOONNETWAORK
CARTOONNEIWORK
CARTOOONNETWORK
CZRTOONNETWORK
CARTOONNETWURK
CXARTOONNETWORK
CARLOONNETWORK
CARTOONOETWORK
CAWTOONNETWORK
CARTOONNETVORK
CAUTOONNETWORK
CARTOONNETKORK
CARTOONNETWOCK
CALTOONNETWORK
CAROTOONNETWORK
CARTOONNEKVORK
COATOONNETWORK
CARTONBETWORK
CSRTOONETWORK
CORTOONNECWORK
CARTOONNEWWOR
CATOONNETORK
CARTONNETGORK
CARTOONNECWORD
CARTOONNETVOR
CARTOONNATVORK
CARTONNWTWORK
CORTOONNRTWORK
CARTONNETORK
CARTOONUTWORK
CARTOONNETUORD
CARTOONNETUORC
CRTOONNEKWORK
CARTOPONETWORK
CARTOONETWOARK

CARTOOONNETWOORK

CARTOON-NERTWORK
CARTOONETWOR

WWW-CARTOONNETWOR

CARTOONNEXWOR

CARTONNNETWORD
CARTONNETHORK
CATOONNEWORK
CATOONNERWORK
CARTOONNECWORT
COURTOONNETWORK
CARTOONNTWOR
CARTOONNETWOON
CARTONNNETWOR
CARTOONNETWORKER
CARTTOONNEKWORK
CARTOONETWORD
CARTOONETWORS
CARTOONNEWARK
CARTOOONNETWORD
CARTOONNETWO
CARTOONNEWOTK
CARTOONNETWORKFR
CERTOONETWORK
CARTOONENETWORKE
KARTONNETWORK
CARTOONNEDWORT
CARTOONNEDWORC
CARTOONNEDWORD
CARTOONNAKWORK
CARTTOONMETWORK
CORTOONNETWOR
CORTOONNETWOK
CARONNETWORK
CARTONNETLORK
CARTTTONNETWORK
CAROONTNETWORK
ACARTOONETWORK
CATOORNETWORK
CARTOONNECWOK
CORTOONNETWERK
COARTOONETWORK
CARTOONNEETWORT
CARTOOONETWOK
CARTOON-NETWOR
CARTONNEDWORK

CARTOONNECWORCK
CARTOONETUORK
CARTOONNEWORKS
CARTOONEWTWORK
CARTOONNETWUOR
CATOOONNETWORK
CARTOON-NETEWORK
KARTOONNETUORK
CARTOONNEDWORCK
CARTOONNEWRK
CATOONENETWORK
CARTONNETWORS
CARTOONETWOTRK
CARTTONNETWOORK
CARTONNETEWORK
CATOONNETVORK
CARCHOONNETWORK
CARTOONNETWORKPL
CATYOONNETWORK
COTOONNETWORK
CARTOON-NEWORK
CARTOONNETWOM
CARTOONNETWOC
CARTOOMNETWORCK
CARTOONNEKWARK
CORNTOONNETWORK
CARTOONNETORG
CARTTOOONNETWORK
ACRTOONNETWORK
CARTOONETORK
CARNTOONNETWERK
CAARTONNETWORK
CARTONNTWORK
CATTOONNETWARK
CARTOON-NETWORKK
CARTOON-NETWORKE
CARTOON-NETWORKS
WWWCARTOONNETWORLA
CARTOONNEWORS
CARTOONNTORK
CARTOONNEDWOR

CORTOONNETW
CATOONNETW022 O 6
CARTOONNETWREK
CARTOONNETWORKNY
CARTANNETWORK
CARTOON-NETWORLK
CARTOONNAPWORK
YACARTOONNETWORK
CARTOON-NWTWORK
CARTOONNECTWOR
CARTOONNEKWERK
CARTTOONNETWOR
CARTTOONNETWOK
CERTOONNETWERK
CRTOONNETWOK
CATOONNETWORW
CATOONNETWORD
CORTOONNETWORD
CATNOONNETWORK
KARTOONNETWOORK
CARTONNETWORKL
CARTOONENWORK
CARTOONNETWERT
CARTOONNOKWORK
CARTTOONNETWORD
CARTOONNETROWK
CATOONNNETWORK
CARTOON-NETWOTK
CARTOONNETOK
CARTONNETWRK
CARTOONNETWORKIT
CARTOOETWORK
CARTOON-NITWORK
WWWCARTOONNETWORHQ
CROTOONNETWORK
CARTONNETWERK
CARTOONECWORK
CARTOONNETGUORK
CARTOOMMETWORK
CARTONNERTWORK
VARTOONETWORK



7} wal-marat.com - Microsoft Internet Explorer - 10| x|

File Edit View Favorites Tools Help 'l;r
PBack ~ ) - [x] 2] » Address |&] http:/fwww.wal-marat.com/ j Gﬂ
wal-marat.com

Below are sponsored listings for goods and services related to: wal-marat.com

I Search |

Sponsored Listings Related Searches
Walmart Stores WAWW Walmart

Find Products at Great Prices.

www_Pronto.com Walmart Store Locator

Always Low Prices ___ Discount Depadment

Shop online for exclusive savings on electronics, jewelry and more.
www Walmart.com

Stores

Walmart Locations

Walmart Employment
Apply right away. Start today. Mo Experience Necessary. F/T or P/T Walmart Canada
Paid-Work-at-Home_com

Walmart Super

Retailer EDI Solutions
Simple and Integrated EDI solutions Inexpensive. Easy. Great support!
www_xebecdata.com Walmart CA

Walmart SuperCenter o

Wall Mart Walmart Superstore

Shopping Made Easy at Yahoo! Low Prices On Wall Mart.
shopping.yahoo.com

Walmar Toys

Find Jobs in Your Area

Jobs listings from thousands of websites in one simple search.
indeed.com/Jobs

Wal~Mart Survey $1000
Take the survey to provide valuable information.
www_surveyhelp_org

a L
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Y wwwexpendia.com - Microsoft Internet Explorer - 10| x|

File Edit View Favorites Tools Help ,1.'
a Back ~ ) - |1'] E'] A Address ﬂjhttp:,."f-n"n"n-expendia.n:nmf j Go
Sponsored Listings (0.455266 seconds)

Related Searches
Hotel
Hotel Photos, Info &amp; Virtual Tours Save up to 50% on hotels at Expedia Travel
www_Expedia.com Hotel

o _ Air Travel Deals

ORBITZ - Official Site Budget Motels
Plan Your Trips with ORBITZ. Save on Flights, Hotels, Cars &amp; Cruises! New York Hotel
www.ORBITZ.com Vacation

Pet Friendly Motels
CheapTickets® Lowest Airline Tickets

Cheap Airline Flights
Cheap Air Tickets

Search Great Rates on Airfares. Low Priced Way to Travel. Book Now
www_CheapTickets.com

Hotels in Montalcino
Book a hotel in Montalcino online. All hotels on a city map.
www_booking.com

Cheap Airline Tickets .

Buy Discount Flight Tickets on this Website. Save 65%, All Airlines.
www_CheapQair.com

Super Cheap Airfare Deals

Cheapest tickets - lowest fares! Search all major sites in one place
www_smartertravel com

Travelocity Airfare Deals

Plan Air Travel with Confidence. Travelocity Guarantees Low Prices.
www_Travelocity.com

a L
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Exploring typosquatting

o Of typosquatting domains showing
syndicated PPC ads, 75.9% were
monetized through Google.

o Self-targeted advertising is widespread.

% of Google-monetized typosquatting
domains showing self-targeting ads

Expedia 22%
Microsoft 11%
Adultfriendfinder 53%
Walmart 13%



Vulcan Golf et al. v. Google et al.

e Plaintiffs: Trademark holders who suffered
from typosquatting

e Defendants: Oversee, Sedo, Dotster,
Internet Reit, Google




Decision on Motion to Dismiss

e Refused to dismiss ACPA claims

— even as against Google
— “registered, trafficked in, or used”

e Refused to dismiss Lanham Act claims

— knowledge
— Innocent Infringer

e Other claims kept in: False designation of
origin, dilution, contributory infringement,
vicarious Infringement



Decision on class certification

 Denied
— Question of ownership of the marks at issue

— Question of presumption of distinctiveness of
class members’ marks

* \We are proceeding with the case on behalf
of the four named plaintiffs on an individual
basis.



Fighting typosquatting

 Where does litigation go from here?

° (with Tyler Moore, postdoctoral fellow,
ResearCh Harvard Center for Research on Computation and Society)

— Which kinds of sites are targeted?
« Kids sites
e E-commerce sites
e Hard-to-spell sites

— Which registrars?

— Which nameservers?

— How much churn/tasting?

— Which parkers are worst?

— Which ad services? How much self-targeting?



My bottom line

You have what they want.

— Reputation == traffic == money

— Ad spending == money

Limited incentives to prevent fraud.

— Intermediaries create diffusion of responsibility.
— Many perpetrators - hard to know where to start.
— Small harm to many victims (even corporate victims).
— Mixed internal/staff incentives.

Easy to look the other way.

Growing problem as economy worsens and
fraudsters get more sophisticated.



