
Running Out of Integers g g
The Impending Scarcity of IP Addresses

and What To Do About It

Ben EdelmanBen Edelman
May 8, 2009



PlanPlan
• What IPs are and how they’re used• What IPs are and how they re used
• Scarcity
• Possible alternatives

– Adding digitsAdding digits
– Sharing addresses

• Market for transferring IPs
– Objectivesj
– Basic approach

Restrictions– Restrictions



Checking Your IP AddressChecking Your IP Address



Domain Name – www.hbs.edu

IP Address - 199.94.20.117



Looking Up An IP AddressLooking Up An IP Address
140.247.21.21



RoutingRouting
ISPt routerISProuterTo: 199.94.20.117 (Comcast)68.85.160.225 68.87.145.153

router
…

PC
cable 

modem
68.193.240.147

router
4 78 169 45

Backbone ISPWeb Host

4.78.169.45

Web Host
web 

server router
4 68 16 65199 94 21 117

(Level3)

routerrouter
4.68.16.65

4.66.15.32199.79.4.210

199.94.21.117



Widener Call Number Locations
WID-LC D 4 West

CWID-LC E 1 East
WID-LC F 1 East
…
WID-LC G*–GV Pusey 3WID-LC G –GV Pusey 3
WID-LC H*, HA Pusey 3
WID LC HB* HX P 2 two location entriesWID-LC HB*–HX Pusey 2
WID-LC J–JZ D East

two location entries

…
WID-LC G Pusey 2

more compact alternative

WID-LC H Pusey 3



Address Assignment StrutureAddress Assignment Struture
DoC

ICANN / 

DoC

IANA

ARIN APNIC RIPE LACNIC Af iNICARIN

Large

APNIC RIPE LACNIC AfriNIC

ISP Large 
Network

Network



ARIN FeesARIN Fees

Size Fee Total Allocation Block Size

X-small $1,250/year blocks smaller than a /20 (<212 addresses)

Small $2,250/year blocks from a /20 to a /19 in size 

Medium $4,500/year blocks larger than a /19, up to and including a /16y g p g

Large $9,000/year blocks larger than a /16, up to and including a /14

X-large $18,000/year blocks larger than a /14 (>218 addresses)a ge $ 8,000/yea b oc s a ge a a / ( add esses)



The Structure of IPv4 AddressesThe Structure of IPv4 Addresses
199 94 20 117199.94.20.117

11000111 01011110 00010100 0111010111000111  01011110  00010100  01110101

8 8 8 88             8           8             8

232 possible addresses2 possible addresses



Source: Geoff Huston



“Add another digit”Add another digit
• License plates• License plates
• Phone numbers



IPv6IPv6

8      8      8       8
IPv4 ||||||||.||||||||.||||||||.||||||||

3232

IPv6 ||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||.||||||||

128

2128 ≈  3.4 x 1038



v4-v6 Translationv4 v6 Translation
v4 only serverv4-only server

e.g. www.google.com

Destination: 66.102.11.104

IPv4

Forwarded DNS Query: 
www.google.com

DNS Reply 
66.102.11.104

Destination: 66.102.11.104

Destination: 

IPv6
v4 Proxy DNS Server

DNS Query: 
www google com DNS R l

3ff3:501:41c:c1ad::d8ef:3b68

IPv6 NAT-PT Serverwww.google.com DNS Reply 
3ff3:501:41c:c1ad::d8ef:3b68

v6-only PC

Adapted from Vasaka Tisottiviseth



Costs to IPv6 TransitionCosts to IPv6 Transition
• Forwards compatibilityForwards compatibility
• Backwards compatibility

R b i• Renumbering
– Hard-coded IPs

• Software upgrades
– Commercial DoC estimates $25Commercial
– Internal

• Hardware upgrades

DoC estimates $25 
billion over 25 years

• Hardware upgrades
– Printers, firewalls, routers

• Training



IPv6 DetrimentsIPv6 Detriments
• IPv4 works• IPv4 works
• IPv4 addresses are still easy & cheap to get
• Everyone else runs IPv4
• IPv6 transition is expensive and complicated• IPv6 transition is expensive and complicated



Sharing IPv4 AddressesSharing IPv4 Addresses
Network Address TranslationNetwork Address Translation

The Public Internet
199.94.11.10199.94.11.10

199.94.11.10

10.0.0.1

NAT

private 
addresses

10.0.0.1

10.0.0.2

web serverPC 1

but…
10.0.0.2

PC 3PC 2

…



NAT ComplexityNAT Complexity



Inhibiting IPv4 TransfersInhibiting IPv4 Transfers
“Number resources are non-transferable and are not assignable to 

th i tiany other organization ...

“[N]umber resources are assigned to an organization for its exclusive [ ] g g
use for the purpose stated in the request, provided the terms of the 
Registration Services Agreement continue to be met and the stated 
purpose for the number resources remains the same. …

“ARIN will consider requests for the transfer of number resources only 
upon receipt of evidence that the new entity has acquired the assetsupon receipt of evidence that the new entity has acquired the assets 
which had, as of the date of the acquisition …, justified the current 
entity's use of the number resource.”

-ARIN Number Resource Policy Manual
Section 8.1-2



Sources of IPv4 AddressesSources of IPv4 Addresses
• Legacy operators• Legacy operators
• Bankrupt / defunct networks
• Networks substituting out of IPv4



IPv4
UUsage

Source: 
The Measurement Factory



IPv4 Market Design QuestionsIPv4 Market Design Questions
• Allow paid transfers at all?• Allow paid transfers at all?
• Block size?
• Speculators?

– “Need” requirement?Need  requirement?
– Minimum holding period?

• Inter-region transfers?
• Effect on IPv6 transition?Effect on IPv6 transition?

• Likely prices?y p



Subdivision and Full-FillSubdivision and Full Fill
• Subdivision by transferors• Subdivision by transferors

– Could prohibit, limit, or allow
• Full-fill rule for transferees

Which side to regulate?  Or both?



Full-Fill plus Unlimited SubdivisionFull Fill plus Unlimited Subdivision
• Suppose prices are concave C• Suppose prices are concave.
• Prices are weakly convex.
• Resulting incentives for transferors?  

For transferees?

p

For transferees?
A

B B2 B3 B4 B5 B61

sizeq



Political Economy of IPv4 MarketsPolitical Economy of IPv4 Markets
• Tech-savvy network engineers• Tech-savvy network engineers
• Multiple regions with independent RIRs
• Networks vary dramatically

– size wealth purposesize, wealth, purpose



AlternativesAlternatives
• Unrestricted markets• Unrestricted markets
• RIR as warehouse, sole buyer, sole seller

– At what price?



Research questionsResearch questions
• In a v4 market what rules are appropriate?• In a v4 market, what rules are appropriate?  
• Likely prices in a v4 market?  As a function of 

market rules?
• Effect of v4 market on v6 transition?Effect of v4 market on v6 transition?
• Unpriced resources more generally

– Addresses
– Routing slotsg
– Email, web browsing, end-user bandwidth, etc.




