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Why Not “Adware”?

 Nonconsensual installations
— Exploits
— Huge bundles

 Poor disclosures

 One-sided “bargain”



Spyware business models

o Ads

— Pop-ups and pop-unders

— Toolbars, sliders, sidebars, desktop icons
* Tracking

« Spam, DDoS, zombies, botnets



Recurring Practices

e Exploit-based installations
- nonconsensual installations

e Poorly-disclosed bundle
— Scroll box disclosure
— Euphemisms in product description
—> unfair/deceptive installations



Example nonconsensual installations

- www.benedelman.org
(videos, narratives)



Example unfair/deceptive installations
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Zango’s Settlement Obligations

“Express consent” shall mean that, prior to
downloading or installing any software program or
application to consumers' computers: (a) Respondents
clearly and prominently disclose the material terms of
such software program or application prior to the
display of, and separate from, any final End User
License Agreement; and (b) consumers indicate assent
to download or install such software program or
application by clicking on a button that is labeled to
convey that it will activate the download or installation,
or by taking a substantially similar action.
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Zango’s Obligation to Label Ads

Respondents ... shall in each ... advertisement
clearly and prominently: (1) identify the program
causing the display of such advertisement, together
with language specifying that the advertisement Is
served by such program; (2) provide a hyperlink or
other similar technology directly linking to a webpage
that provides clear and prominent instructions for (a)
uninstalling Respondents’ software or other
application through which consumers received such
advertisement; and (b) accessing Respondents’
complaint mechanism. ... [S]uch hyperlink shall be
clearly named to indicate these functions.
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Typical spyware vendor fact pattern

e US vendor with identifiable location & assets
e Installations with unfair/deceptive disclosures

 Installations through third-party partners
— Poor oversight of partners

— Some Installations are nonconsensual,
deceptive, and/or unfair

e Harm
— Privacy, reliability, productivity, performance



Specific US companies

o Clickspring (massachusetts)

e Command (New York)

e Look2me (Minnesota)

e Seedcorn (california)

e SurfSideKick (california)

e Targetsaver (california)

e Vendare Media 2 New.net (california)

« ComScore = RelevantKnowledge (virginia)
e Zango (Washington)



Spyware vendor litigation - facts

Need --
e Proof of nonconsensual installations
* Proof of unfair/deceptive installations

Typically proven via --
e Screenshots

e Videos

e Narratives
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Rogue anti-spyware fact pattern

Rogue anti-spyware --
e Tells users they're infected
e Charges money for disinfection

Rogue anti-spyware reaches users via --
* Fake user interface ads
o Exploit-based install of scanner
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Other Rogue Antl-Spyware Litigation

FTC
o Spykiller
e MaxTheater

Washington State Attorney General

e Secure Computer

Software Online

High Falls Media, ROC Telecomunications
James Lane / Quickshield

Securelink Networks, NJC Softwares, FixXWinReg



Agenda

* The spyware problem
* General practices

* Types of practices
— Spyware/adware vendors
— Rogue anti-spyware vendors

— Ad networks



nsoft Internet Explore =8| x|

File Edit ‘iew Favorites Tools  Help U C O n EX - e D r U ary ZW_
@ Back - l\) - @ @ «i;j | ﬁ Search “z"l'g‘ Favorites e Media @ ‘ E}% -
Address [&] http: /v, google, com/ | ]G | Links ®

NO ANNUAL =
COMNTRACTS. NOKIA 6030 (REFURB) % cingular s now

NO SURPRISE] GOPhone FOR ONLY $29. 99 <.

BILLS. only from Cingular The new E atat

Personalize this page | Sidn in

Google

Web Images “ideo MNews Waps more »

Advanced Search
FPreferences

(Google Search I'm Feeling Lucky Language Toaols

Free email with 2.8GE storage and less spam. Try Gmail today.

Advertising Programs - Business Solutions - About Google

hdmlrm emaln % ene Hemeom s o I ll
&] http: /fad.motiveinteractive, com/dick, jwISACS4AGDSQWMAQBAAIAZ AL AAPEASABHEQAABITUDATAMUCCAPGaS | | | |4 Internet

f.lyﬁtart| & (B | C\Documents and Settin. .. ||@ Cannot find server - ... | 4:32 PM




nsoft Internet Explore =18] x|

File Edit ‘iew Favorites Tools  Help U C O n eX - U g U S
G Back « O - @ @ f:“] | j..j Search “E:Y‘Favcnrites wrﬂedia @‘ <] - = -
Address [&] http: /v, google, com/ - Go || Links **

- Direct from HP to your home or
—|-'-'.'3__5 home office.

Personalized Home | Sicdn in

Google

Web Images  “ideo"®™ MNews Maps more »

Advanced Search
Freferences

(Google =earch I'm Feeling Lucky Language Tools

Advertising Programs - Business Solutions - About Google

hake Google ¥ our Homepagel

oo ot =
|@ Done | l@| & Internst

!tfﬁtart| & (3 @ untitled - windows Medi... | 7 Ci\Dacuments and Settin...”@ Google - Microsoft Int... | 11:56 AM




File  Edit

Yiew

Favarites

-7 x|

Toos _te ulicontext — October 2006

Address | 2]

Qe - () - J EIl

) szarch I‘"“:;:f" Favorites wMEdia \'E‘,a ‘ T b "

verl an
Fiber optic high-speed Intemet As low as

Get blazing speeds = Downloads up to 15 Mbps w e
95/, PR

Uploads up to 2 Mbps

Personalized Home | Sidn in

o || Links *

Google

Web Images Yideo News Waps more

Advanced Search

FPreferences

Adverising Programs - Business Solutions - About Soogle

Make Google Your Homepage!

N0 Aaanla

(Google Search I'm Feeling Lucky Language Toaols

fud

€l

& 5l:arl:| ﬁ [ﬁ I@ Cannot find server - ... -@) Untitled - Windows Medi, .. | |3 C:\Documents and Setkin... |

& Internst

| 1:57 AM



Advertisers — policy objectives

e Discourage funding of spyware vendors

* Protect legitimate web sites & restore
competitive incentives



Advertisers — precedent

 New York v. Cingular
 New York v. Priceline.com
 New York v. Travelocity




Advertisers — typical facts

* Used spyware installed without consent, or
unfairly/deceptively, to cover competitors’
web sites with pop-up ads.

« Advertiser knew of the spyware vendor's
practices, or reasonably should have
known.

o Substantial expenditures over an extended
period.



Agenda

* The spyware problem
* General practices

* Types of practices
— Spyware/adware vendors
— Rogue anti-spyware vendors
— Advertisers



Spyware Revenue Sources

Advertisers

money

Spyware Vendors



Revenue Sources
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Revenue Sources

Advertisers

moneyl

Advertising Intermediary 1 afiiate

Affiliate network
e ey Ad network

Advertising Intermediary 2 PPC search engine

moneyl

Spyware Vendors



Investigation Methods




Investigator’s Tools: Packet Sniffer

network hub

spyware-infected PC

monitoring PC



Spyware Ads Placed through Networks
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The Chain of Relationships
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Understanding the Chain of Redirects - Verizon
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“HTTP/ 1.1 301 Moved Permanent!y 2
Location: http://clickserve.cc-dt.com|ink/click?id=
41000000009135925

'*GET [1ink/click? id=41000000009135925&m d=MOCAR HTTP/ 1.1 ...
Host: clickserve.cc-dt.com. .. :3

“HTTP/ 1.1 302 Found ...
Location: http://www. verizonw rel ess.com b2c/affiliate?...



Direct Revenue Promoting Verizon

Verizon

moneyl
Performics
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<3 Search results for rollbacks - Wal-mart - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools

GEian:k - \_ﬂ) - @ @ _:]

Help

= 2 via
3 gl ; i i
p Search I‘":__,}__d:" Favorites w Media {f

e
WAL*MARTIEI Horne | Xour Account | E Cart | Track Srder | Help
ANWAYS LDWPRICES_W' Fegistry | MWish List | Gift Cards
F
Click here to sign in or create new account o

Elactronics | Movies Music Books

* See All |

In Stores Haw}

Toys Baby Jawelry Sports & Fitness

For the Home Garden & Patio | Photo Center | Video Games Apparel Gifts & Flowers| Pharmacy

P search [Entire Site =| for: [rollbacks [ Find!]

803 items found for “rollbacks”

) v

Narrow Your P 55‘-‘- .

Results ¥

Departments These top sellers were found in your search results.

For the Home Keys Polaroid 7" Bounce

+ Air Conditioners & m Dvation ﬁ'_ BN pual-Screen "Round 5-in-
Filtration - Serenade 7- ¢ F*‘ Car DYD 1 Ultimate

+ Appliances & Person Hot . Player w/f Sports
HnssewarehE Tub Spa Game Arena

* Bed & Bath Package Controller & .

* City Living Collection With Stereo Built-in RELLBACK

+ Decor R&LLBACK Games $174.88

+ Furniture RELLBACK Was:

: kﬂu.:cca.:ni Srha R $2’EEE'UU [P — $£296.62 . -
|@ Dane | | | 0 Interne 9

& 5l:arl:| hﬁ [ﬁ |~ C\Dacuments and Set, .. | @ Buy.com - Flash Cards., .. ”@ search results for r... @ Untitled - Windows Me. .. | | 525 PM




Understanding the Chain of Redirects - Walmart

TCET http://a.targetsaver.con adshow . . .
http://ww. buy.comretail/specialty store 1.asp?l oc=14575. ..

“HTTP/ 1.1 200 K
http://ww. targetsaver.coniredirect. php?clientlD=113. 167

TGET /redirect.php?clientl D=113. 16777729. 1804289383&f i nal URL=. . .

“HTTP/ 1.1 302 Found
Location: http://targetsaver.coniredirectl. php?clientlD=113...

“http://ww:. easi | yf ound. cont a/ 2. php?ci d=1029
TCET /al 2. php?ci d=1029

“<script><! —function clicktoit() {
docunent. forns[ O] . submt();} --></script> ...
<body onl oad="Javascript:clicktoit()">
<form action="/a/ 3. php" nethod="get"> ...

TGET /al 3. php?ci d=1029
“Location: http://click.linksynergy.com fs-bin/click? d=MCVDO..

khttp://click.Iinksynergy.conffs-bin/smat?lsnsig:IOZCWoJJSrI&..
“http://ww. wal mart. conireflect.gsp?sourcei d=2301369222076574. . .

1

N O



Targetsaver Promoting Walmart

Walmart
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X

------------------- ted-by Z59
Fle Edib - Yiew  Favortes O Fle  Edit View  Favorites  Tools  Help | | . J"U
) Vld Roung dUb — 1 -olealll
GEian:k "7 B @ @ \_'_).lEian:k - \_) D @ ﬁ'Search - Favarites Media ﬁ‘ F - .'L 3

Address I@ ikt J e, nekFliz, co

Y
= Cwver 75 000 Titles e value your privacy . Metflix w
= Fast, Free DEIi'-.-'Ef}-' addrezz 1o third parties.
» hMare Family Friendly Features
=l How It W = Give Metflix as a Gift. Buy a Gift Subscription.
Want to learn more?
FREE Trial offer details Questions?
Bromge our selection of mowies Call 1-200-F15-2135
Learn more abaut the Netflix 24 haours a day
SE e
2 DVDs
by mail
Choose from over
75,000 titles
Fe-type Password
3 mnv{es 10 characters (ease sensitive)
-
nnll“e Enter Zip Code
Choose from over
1,500 titles
i'jj Secure Server [ Continue ]
T T L i Lo £ - —
|@ Done L & Internet
#/start| &7 metfix Online Movie Ren. . ||@ Netflix Onli... | @ 305 AM




Understanding the Chain of Redirects - Netflix

TPOST / showne. aspx?. .. &eyword=netflix.com re+. netflix.comt. ..
Host: tvf.zango.com

<«

ad url: ...http://ads.roundads. com ads/ dvd. aspx?keywor d=
.netflix.conl Reqi ster

TGET /ads/ dvd. aspx?keywor d=. net f | i x. comi Regi st er
«<Host: ads. roundads. com

HTTP 301 Mbved Per manently ...

Location: http://click.linksynergy.com fs-bin/click? d=AnCa4. ..

LCET /fs-bin/click? d=AnCadQV3-R4&of f eri d=78684. 10000177. . .

HTTP/ 1.1 302 Found
«Location: http://ww. netflix.conm Si gnup?ngso=60187019
& s sourcei d=AnCa4QVIGFR4- L10Sz26NZJS8n8MBLvzNLQ ...



Zango Promoting Netflix
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a ¥erizon Online DSL - Microsoft Internet Explorer _I_I- = EI

Fle Edt Vew Favries Tods Help ango Showing Google AdSense Ads
@Eﬂack - l\) - @ @ «i;j | ﬁﬁearch “z"l'S"Favcnrites eMedia @‘ E}Ev .,;_. -

Address @ htkps: a2 2 orHomeDsL fchannelsjorderdslfolo_futurenaotification, asp?MextPageMame=Fr - (E1a)

e

File Edit View Favorites Tools  Help a"“

OEack - O - @ @ ih | pSEarch "Z":?Favnrites erﬂedia @| E’}E' ; B

¥erizon Online Dsl Broadband Internet ¥erizon DSL Mow $14.95
Free D5SL info guide, Compare ACCess Yahoo or MSNE Content
local DSL services and prices Great deals for High Speed Service included, Check
today! Internet Learn all about availability naw,

Broadband Internet,

Ads by Goooooogle

« | L|J
p

|@ | @ | |ﬂ Internet

’@ Cpening page hktps: M2 WErzon, comjForHomeliol] channels or derdsliolo_FUturenobincakon, aspeMextragera TLEFTIE

Iﬂ'ﬁtartl é @ @ Werizon Cnline DAL - Micr., .. “@ Brought to you by Se...




Zango Serving
Google AdSense Ads

PPC Advertisers
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Google
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4, 600+ U R LS (as of June 2005)

moneyl
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Ad networks — typical facts

* Allowed spyware vendors to sell inventory
through the ad network, or otherwise to get
paid via the ad network.

 Passed advertisers’ funds on to spyware

vendors, keeping a portion for themselves
(overhead, profit).

 Reasonable diligence could have

uncovered the spyware vendor’s practices.
Sometimes, actual knowledge.



Anti-spyware legislation
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