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Problems 



Installation Methods



April 2005

November 2005

Claria ActiveX Installers



180solutions “S3” Installer

February 2006



Direct Revenue

March 2006



February 2006

Google “Screensavers”



February 2006

Yahoo “Screensavers”





Revenue Sources



Netflix Promoted by Direct Revenue
via MyGeek, Azoogle, and LinkShare

March 2006



Understanding the Chain of Redirects - Netflix
http://btg.btgrab.com/a/Drk.syn?bho=tboniwn.exe ... 
&adcontext=http://www.blockbuster.com/
&WindowTitle=Blockbuster+Online

http://url.cpvfeed.com/cpv.jsp&distID=999%7C86%7C0%7C0%7CTBONIN
ST.EXE...&url=http%3A%2F%2Fwww.blockbuster.com%2F+blockbuster.c
om&context=Blockbuster+Online

http://c.azjmp.com/az/ch.php?f=430&amp;i=11371

http://www.azoogleads.com/az/ch.php?f=430&i=11371...

http://click.linksynergy.com/fs-bin/click?id=RJq7iIK2Foo&offerid
=83731.10000067&type=3&subid=0&u1=11371

http://click.linksynergy.com/fs-bin/swat?lsnsig=y0eGHo1UwAs&id=R
Jq7iIK2Foo&offerid=83731.10000067&type=3&subid=0&u1=11371

http://www.netflix.com/Default?mqso=60189433&amp;ls_sourceid=RJ
q7iIK2Foo-0nvLSUovGB7A5ShBXkdWjg
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Netflix

LinkShare

Azoogle

MyGeek

Direct Revenue

money traffic

money traffic

Netflix Promoted by Lengthy Chain

money traffic

money traffic



Ordinary Yahoo PPC Ads

November 2005



180solutions Showing Google AdSense Ads

January 2006



PPC Advertisers

Google

4,600+ URLs

180solutions

money traffic

money traffic

money traffic

180solutions Serving
Google AdWords Ads

(as of June 2005)



Direct Revenue Showing Yahoo Network Ads

January 2006



Yahoo Click Fraud via
180solutions, Nbcsearch, Ditto, and Yahoo Overture

March 2006



Location: http://www24.overture.com/d/sr/?xargs=15KPjg1%2DpS...

Understanding the Redirects – Yahoo Click Fraud
POST /showme.aspx?keyword=%2esmartbargains%2ecom+...
Host: tv.180solutions.com

ad_url: ... value=http://popsearch.nbcsearch.com/metricsdomains
.php?search=smartbargains.com

GET /metricsdomains.php?search=smartbargains.com
Host: popsearch.nbcsearch.com

HTTP/1.1 302 Found
Location: http://ww2.ditto.com/red.php?mc=T%2FgSdHBNM%2Bg2%2...

GET /red.php?mc=T%2FgSdHBNM%2Bg2%2B3AyiyVWsqV5cRprOptbkiRRrZ...
Host: ww2.ditto.com

HTTP/1.1 302 Found
Location: http://ww2.ditto.com/click.php?mc=T%2FgSdHBNM%2Bg2...

GET /d/sr/?xargs=15KPjg1%2DpSgJXyl%5FruNLbXU6TFhUBPycz2tpk%5...
Host: www24.overture.com

HTTP/1.1 302 Found
Location: http://www.smartbargains.com/default.aspx?aid=47&t...
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Yahoo PPC Advertisers

Yahoo Overture

Ditto

Nbcsearch

180solutions

money traffic

money traffic

Yahoo Click Fraud via Spyware

money traffic

money traffic



SideFind Serving Yahoo PPC Ads

October 2005

Failure to disclose that these 
are sponsored links



PPC Advertisers

Yahoo (Overture)

81.201.104.136

trafficengine.net

SideFind

money traffic

money traffic

money traffic

SideFind Serving Yahoo PPC Ads

money traffic



Policy Prescriptions



Policy Prescriptions

• Disclosures of material effects
– “Popup ads” versus “ads”
– Privacy effects
– Secondary disclosures contrary to primary “hook”

• Advertiser responsibility & liability
• Ad network liability

– Contractual liability (to advertisers)
– Harms to consumers; funding bad actors


