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Security Warning Claria ActiveX Installers

Lo wow want to ingtall and run [after accephing our
aqreements] PrecizionT ime/D atebd anager. free 10 zecond

agreements. Chek Yes to accept” signed on 37232005

10:49 Ak and diztnbuted by

GAIN Publizhin

Security Warning

Lo waw want to ingtall and run “Aguatica ' atensorlds

that dizplays ztunning, realizhic aguanum backagrounds and
animated 3-D fizh, and|GAIN-branded ad=lbazed on
webzites vou view? First click here to read our

agreementz, then click ves to accept them' signed on

942272005 612 PM and distrbuted by

GaAIMN Publizhin




Zangﬂl;'au're Good to Go

The content on this site is FREE,
thanks to Zango. Why? Because it's paid for by advertising.

Zanzo search Azziztant sho elevant to what you zearch or shop for online,

the number of ads wou receive 1z Dazed on how often you uze ywour brawser, When running,
Zangzo Search Azziztant can be acceszed from your system tray and you can uninstall anytime
by uzing &dd ar Remowve Programs.

et Zango and get full access to free entertainment! For more information, see our
Privacy Paolicy and wizsit Zango.com for more free content,

End User License Agreement ['EULA") :l
(Last Revised Mowernber 15, 2005) =

MOTICE TO USER: THIS EMD USER LICEMSE AGREEMENT [&GREEMEMT") APPLIES WITH RESPECT
T SOFTWARE APPLICATIONS PROVIDED BY 180SOUITIONS, IMC, AMD ITS AFFILATES
(REFERRED T IM THIS AGREEMEMT AS "WE" OR "130"), PLEASE READ THIS ASREEMEMT ll

iCancel




2 SmileySource provided by the Best Offers Nek ﬂ

You are about to install SmileySource [DIFECE REVENLE

=mmiley Source allows you to add fun "zmiley" icons to your email and
messenger. ft's a great way to add more personality to your messages!

Get FREE Supreme Toolbar Search Toolz to make online
ST searching easier and faster. The Supreme Toolbar also
Toolbar includes a separate Supreme Desklop Search to make
dezktop searching eazier.

The Best Offers Metwaork software iz includegg o thi
best inztallation _Thiz software arovides you wit
ree@ et (i nage o hased on the weh sites

that wou wis.

Best Offers Metwork respects vour privacy. Mone of the infarmation

gathered or transmitted by the software iz perzonally idertifiable. If you

o0 ® @ . viewy adult contert, you may receive ads of that nature, but only while at
such zitez. By installing the software you agree to the terms linked below:.

izlick here to read the Best Offers Metwork End User License Agreement

Thi e i
ELEPEI;?JFI:EST; s Click here to zee Supreme Toolbar and Desktop Search End User Licenzse

o Agresment
{* | have read and accept the terms of these agreements

(" | do nat accept the terms of these agreements

Cange! |
March 2006
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Free Wallpaper Background Spons
www worldwildlife_org/wallpaper  WWF has free wallpaper backgrounds you can use from s

pictures.

Screensavers €3
screensavers.com  Amazing Free Screensavers Aquarium, Bikini, Celebs and more

Screensavers - Free Screensavers and Free Wallpapers €9
Screensavers.com is the leader in free desktop wallpapers and screen savers for
your computer. Qur selection of themes include Thanksgiving screensavers, ...

www_screensavers.com/ - 70k - Jan 30, 2006 - Cached - Similar pages

Screensavers - The Very Best from screensaver.com: Free and Custom ... €9
Screensavers and Desktop Themes for Windows. The Best collection of Screensavers

and Desktop Themes anywhere!

www._screensaver.com/ - 54k - Cached - Similar pages

1600 FREE Screensavers (@ Freesaver.com
Over 1600 free screensavers with thumbnail previews, descriptions and ratings.
Qur screen saver categories include: animals, art, animated, cars, cartoons, ...

www_freesaver.com/ - 10k - Cached - Similar pages

G4 - The Screen Savers
This show is not currently scheduled. Check back for updates! Looking for Attack
of the Show? THE SCREEN SAVERS' VIDEO HIGHLIGHTS. Dancing by Matt Harding ...

www_gdtv.com/screensavers/index_html - Similar pages

ScreensaverShot.com - 1000+ Free Screen Savers Download Site €9
Sorted by theme with ratings, descriptions, and preview images. Categories cover;
personalites, animals, nature, machines, TV and movies, art, music, ...

www screensavershot.com! - Tk - Jan 30, 2006 - Cached - Similar pages

Beautiful Screensavers - Free Screensavers €9
The best screensavers for free at EliteSavers.com.
www_elitesavers.com/ - 16k - Cached - Similar pages

Really Slick Screensavers
Welcome to Really Slick Screensavers. Writing crazy OpenGL screensavers is a fun
hobby for me, and this is the website where | distribute them. ...

www._reallyslick.com/ - 13k - Cached - Similar pages

Tigers, lions & more big cats
you can download for free herel
www _BigCatRescue. org

Screensavers

Try Our 100% Free Screensavers!
Easy & Safe Download
www._popularscreensavers.com

Screensavers-All Free €9
16.000 Awesome Screensavers-Free!
Mo Viruses. No Pop-Ups. Mo Spyware.
TheBestFreeScreenSavers.com

Holiday Screensavers €9
Funny Holiday Screensavers
bring some joy to your computer
www_joysticksavers.com

Free Screensavers €3

We have many free screensavers
available here. Fast, easy, free!
WWW.SCTeenscenes.com

Free Sports Screensavers &9

1000s of Photos- Mascar, NFL, NCAA

VWWE, basehall-Get New Images Daily!
www_eyetide.com

Free Screensavers €9
Download All You Want
Hundreds To Choose From!
EzScreensavers.com

New Free Screensaver €9
Choose your favorite
Screensaver, Downlo
www_funscreenz.com




Also try: free screensavers, popular screensavers More.

Download Screensaver for Free
www_popularscreensavers.com Choose from over 4,000 exciting screensavers and
download them for free.

Free Screensavers from Screensavers.com €9
WWW_SCreensavers_ com Get 30 aquarium, waterfalls, matrix, bikini, Sponge Bob and
more free.

Free Aquatica Screensaver €3
WWW_SCTEENSCenes_ com An aguarium in your monitor.

News Results for screensavers

Software creates standalone self-installing screensavers. - ThomasMet - Jan 30 6:18 AM
Yahoo! Shortcut - About

screensaver com® €9
Freeware and shareware screen savers and themes.
Categnw creen Savers = Shareware

R5S: View as -'.'_-é::::'.:'.' i
www_screensaver.com - More from t
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screen saver downloads - screen savers freeware shareware demo = €38
Errar cnnneu::tmg to the database server.
R55: View as XML - Add to My Yahoo
tl:upmﬂscreensavers com - More from this

i

(¥}
)

Ll

Screen Savers From A-Z = €3
Annotated |d|na|::tn:|r§,.r of thousands of screen savers for PCs and the Mac.
Category: Screen Savers > Shareware

WWwW ratlnaf com - 22k - Cached - Mare from this site e -

e}

e

CNET Download.com: Screensavers =

Directory of dnwnluadable SCreen savers, searchable by subject, populanty, or user rating.

Category: < Savers > Shareware

download.com.com/2001-2257- III html#tag dir - 40k - Cached - More from this site e -

=

Freesaver.com
Offering free screen savers for Windows. Includes various categories with thumbnail

previews, descriptions, and ratings.
T toannr Srcroon = auorc

Choose from waterfall, butterflies,
aquarium, lake, fireworks or..
WWW_SCreenscenes.com

LXK

Free Screen Savers

Free screensavers. All high quality,
3D animated. Choose from past...
WWW_SCTeensaver.com

X

Make Professional
Screensavers

Acxialis Screensaver Producer
creates professional screensavers
for__.

axialis.com

Create Your Own
Screensavers

Eam money and have fun making
your own screensavers today....
www_consultingnation.com

Want Free Screensavers?
Free, beautiful screensavers by
Scenic Reflections provide you__.
www.scenicreflections.com

X

Download 10,000
Screensavers for Free
Reviews on popular free
screensavers. Pick from 10.000._.
www_moreinsight.net

Get Free Screesavers Now
Register now and get unlimited
access to free screensavers.
Choose__.

ez-screensavers aavalue com
Py







Revenue Sources



2§ Net-Offers - Microsoft Internet § 5} Welcome to Blockbus

E

N E .Il F I_ | X DUy ) CEUSE 0L | SRS oyl il
How It Works Start Your FREE Trial

NETELTX o8 '|

The best way =

to rent movies.

—

Piarls start at
only $s@) 29

a month!

W

Start Now P

FREE TRIAL (offer Details)
* Free Shipping - Both Ways

* No Late Fees - Keep DVDs as long as you want :“""" ‘,':_,, " .
» Over 55,000 Titles - Classics to new releases - — =

« Cancel amtime : : —_—



Understanding the Chain of Redirects - Netflix

http://btg.btgrab.com/a/Drk.syn?bho=tboniwn.exe ...
&adcontext=http://www.blockbuster.com/ 1
&WindowTitle=Blockbuster+Online

http://url ._.cpvfeed.com/cpv. Jsp&distiID=999%7C86%7C0%7C0%7CTBONIN
ST.EXE. . .&url=nttp%3A%2F%2Fwww.blockbuster.com%2F+blockbuster.c
om&context=Blockbuster+Online

http://c.azymp.com/az/ch.php?f=430&amp; 1=11371

http://www.azoogleads.com/az/ch.php?f=430&1=11371. ..

D W N

http://click.linksynergy.com/fs-bin/click?1d=RJq711K2Foo&offerid
=83731.10000067&type=3&subi1d=0&ul1=11371

Ul

http://click.linksynergy.com/fs-bin/swat?lsnsig=yOeGHolUwAs&i1d=R
Jq711K2Foo&offer1d=83731.10000067&type=3&subi1d=0&ul1=11371 @)

http://www.netflix.com/Default?mgso=60189433&amp; ls_sourceid=RJ
q7 1 1K2F00-OnvLSUovGB7A5ShBXkdWjg 7



Netflix Promoted by Lengthy Chain

Netflix

moneyl
LinkShare

moneyl

Azoogle

moneyl
My Geek

moneyl
Direct Revenue



Fle Edit WView Favorites Tools Help

a computers - Yahoo! Search Results - Microsoft Internet Explorer

(PBack ~ ) - (] [2] 5 | Address [&] http:/fsearch.yahoo.com/search?ei=UTF-8&f =sfp&p=computers

Web | Images | Video

Directory | Local

Mews | Shopping

Y:H_HOO!@ SEARCH IEDmputers

My Web My Search History OFF | On

Search Results

Also try: dell computers, gateway computers, apple computers, hp computers More.

Search

Search Services Advanced Search Preferences

Results 1 - 10 of about 701,000,000 for computers - 0.14 sec. (About this page)

SPONSOR RESULTS

512MB memory upgrade at Dell Home. Details here.
www._delldme.com

too.
www_dell_.com

www.circuitcity.com

« Buy a Dell Computer - Official Site Buy a computer at Dell. $579 Dimension E510 desktop after savings with free

Great Savings on Dell Business Computers Buy computers. Shop Dell Small Business for amazing savings on
a huge selection of Dell computers, from powerful desktops to cutting-edge notebooks. Software and peripheral savings,

+« Computers at CircuitCity. com Buy the desktop or laptop you need for school, home or work today at
CircuitCity_com. Free shipping on orders 525 and up or, buy it online and pick it up at any Circuit City store.

Y7 Computers, Software & Office Products on Yahoo! Shopping

Yahoo! Shortcut - About

1. PCWorld.com - Home &

Category: Computer Magazines = PC Waorld
RSS: View as XML - Add to My Yahoo!
www._pcworld.com - More from this site - Save - Block

2. CNET.com®™
Category: Computers and Internet > Mews and Media
www.cnet.com - 147k - Cached - Mare from this site -

Ve -

TOP 100 EEVIEWS. See All Top-Rated Product Charts. LATEST NEWS. TODAY IN BLOGS. Fixes for the trickiest high-
tech hassles. DIGITAL DUO VIDEO. Video from our irreverent public TV show. TODAY IN BLOGS

provides news, product reviews, and guides for computers, consumer electronics, and other personal technology products.

Block
ock

Desktop Computers from COWW
COWY has the solutions for your
business - custom configuration
of your PCs, servers...
www_cdw.com

SPONSOR RESULT

Shop for Computers at
TigerDirect.com

Huge selection of discounted
computers at super low prices
at TigerDirect.com. Order...
www_tigerdirect.com

IMetareward . com: Computer
Free desktop when you
complete six sponsored offers.
All computers brand name
and._.
www_metareward.com

Durabook - Rugged Pc Laptop
Computers

Rugged PC laptop computers
with AMD turion or Intel centring
maobile technology. Drop, ...
www_durabook. com

Computers at
HF'shopping.com

Shaop for HP and Compag




File Edit ‘jew Favorites Tools

@Eack - o - @ @ {h‘ﬁﬁearch ‘*g"l:"Favnrites &Media @| ﬁ%v .,1'_;‘:. % -

File Edit ‘ew Favorites Tools  Help ‘E"

HutSE._?:P;rﬂl [

The hottest revi

¥erizon Online Dsl Broadband Internet ¥erizon DSL Mow $14.95
Free DSL info guide, Compare ACCESS Yahoo or MSME Cantent
local DSL services and prices Great deals for High Speed Setvice induded. Cheack
today! Internet Learn all about availability naow,

Broadband Internet,

Ads by Goooooogle

-
4| | b

& @& [ mtemet L =
@ Dpening page https: ffweaZZ Srerzon, comForHomel ol channels order dslyolo_futdrenatiication, a5p HextFageria |

ﬂfﬁtartl é @' @ Yerizon Online DSL - Micr. .. “@ Brought to you by Se...




180solutions Serving
Google AdWords Ads

PPC Advertisers

moneyl

Google

moneyl

4,600+ URL S s of gune 2005)

moneyl

180solutions



23 2975 - Microsoft Internet Explore

| a  The Best Offers
Warning - Spyware Notice
Add @ Your computer may be infecked with spyware, [ 3can Mow
New and Used Cars
& That repair is covered.”
Llimited powertrain warranty. )
Find your car
The largest selection of car dealership resources across the United States. It shouldn't be
hard to find a car dealership and the vehicle you're looking for. The way dealerships are set
up, they have a vested interest in getting you to pick a car from them. This network of
dealerships listed by city makes the whole process of finding a car dealership easy. Choose
from the resources listed to find a dealership in your city that is right for you.
i Adz by Yahoo!
Arrowhead Honda... F&I Central - Free... Autoxplorer... Chrysler 300/300C...
Click here to zave £200 and Free car dealership software, Dealership Managrment AutoTruckTovs,. com has
take a free online virtual test  Why pay for zoftware when vou Software, Buy here pay here, aftermarket accessaries for the
drive, The... can get it.., webh site designs... new Chrysler 200..,
www, arrowheadhonda.com www. fnicentral, com www, autoxplorer,com www, Z00zuperstare, cam
| Best Deal at New Car Insider Description | Best Deals | N
sl - 2006 Mazda 3 Sedan, Coupe f Hatchback , Mazda, 2006

E B =

Eﬂﬁtartl ) C\Documents an.. . | @ Inkitled - sWindow, ,. | Q Windows Task Ma.,. | > Inkernet Explarer G The Eeskt OFf

Free Shipping at Mew Car Insider
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iatchMow
Media Center

0L

My Dacuments

-

-

@ C:"Documents and Settings

: L@Pn’ce Eumparisnnsl@Bargains”htlearam:el@Uuerﬂstuchl@Enupnns”ﬂ‘![ﬁnnsumerﬂepnﬂxl [IEI

File  Edit

- [ v |- IF
QO BIf
Address Ilf..‘ C:\Documents and Sel

Marne

index. dak

E] bedelman@adopt . hotbar[1].kxk
|?=j bedelman@kanoodle[1].bxt

=] bedelman@bestoffersnetwar, .
E] bedelmani@btg,brgrab[2]. bxt
rj bedelman@cliks[1].kxt

m hedelman@dnuhlecllck[l] kxk

View  Favorites

E] bedelmani@42435556[1]. bxt
m bedelman@ehg-lowermyhbills. . ..
E] bedelman@hitbox[2]. bxt

Ej bedelman@server iad.liveper, ..
E] bedelman@tooltips, hotbar[1]. ..

= hadalr ar@uaann leanserachille
4

Free Fo
Wig | | Papers

Qfﬁtartl @ [ @ untitled - windows Medi., | Iﬁ i 'l,Du:u:uments and Settin.. “ﬁﬁ Internet Explorer -

2% Online shoopina for brand names ak discounted prices -- find the bes

=10l x|

% Brought to you by the Zango Search Assistant Hil:l“ﬂkﬂ: Internet Explorer

QE&

Address & | http: /v, smartbargains. com/default. aspx7 aid=47atid=82136

-JJs=

G
“w Shopping Cart Your Accournt S-

Track Your Orders  Customer Service

SmartBargains

Over 2 millfon satisfied customers since 1559

Bedding Home lewelry Kitchen Men's
MEE

| Search by kevword SMARTSHOPPERS + CLUB

GET INSIDER ACCESS. JOIN MNOW ,:5 I

=== NEW ARRIVALS:
WAMSUT TA

SMARTSHOPPERS + CLUB
& 52 05" shipping every day

#® First access to new amrivals
& new markdowns

-.h:nin Moy

shop SmartBargains

Hefresh  ANY SIZE FROM
: our room

New Arrivals 1 T $2999 DOWN Bl
Art & Prints o bedding sets Blankets, p

o7 comfortors
Bedding & Bath > F-rorats Shop Nov SAVELE*
Shesets, Down Bedding, Lei/ i o ———— o 4
Duvet Covers, Pillows .. il L

Electronics Fresh Fashion

Cameras, Audio, Yideo .

@ Inspired Liy .

= [ale Tiffanw | irktinn

e E m23Em

s Cniter Tahari b 821 2 hdoro




Understanding the Redirects — Yahoo Click Fraud

+POST /showme.aspx?keyword=%2esmartbargains%2ecom+. ..
Host: tv.180solutions.com 1

<ad url: ... value=http://popsearch.nbcsearch.com/metricsdomains
-php?search=smartbargains.com

+GET /metricsdomains.php?search=smartbargains.com
Host: popsearch.nbcsearch.com

«<HTTP/1.1 302 Found
Location: http://ww2.ditto.com/red.php?mc=T%2FgSAHBNM%2Bg2%2. . .

+GET /red.php?mc=T%2FgSdHBNM%2Bg2%2B3Ay 1yVWsqV5cRprOptbkiRRrZ. ..
Host: ww2.ditto.com 3

<HTTP/1.1 302 Found
Location: http://ww2.ditto.com/click.php?mc=T%2FgSdHBNM%2Bg2. ..

<Location: http://www24._overture.com/d/sr/?xargs=15KPjgl%2DpsS. ..

+GET /d/sr/?xargs=15KPjgl%2DpSgJXy1%5FruNLbXU6TFhUBPycz2tpk%5. . .
Host: www24_.overture.com

<HTTP/1.1 302 Found
Location: http://www.smartbargains.com/default.aspx?aid=47&t. ..



Yahoo Click Fraud via Spyware

Yahoo PPC Advertisers

moneyl
Yahoo Overture

moneyl
Ditto

moneyl
Nbcsearch

moneyl
180solutions



3 Dell - Client & Enterprise Solutions, Software, Peripherals, Se
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Fallure to disclose that these
are sponsored links

.A

SideFind

>

sideFind

powerad by 157

Icc-rnputerg

Find

Buy a Dell Computer - Official
Site

Buy a computer at Dell, Up ta 1,3
off instantly on select...

PCs for Less from Dell
Set a free flat panel upgrade and
instant zavings on select..,

Marme-Brand Cormputers an

=EL,
Yizit eBay Electronics for high-

| (W] (%]

i H

| x

w

g Go |JLink5 >

{7 Favarites

k. Best Porn + ®EH Shop ~

g —em chEs - | @ Dating ~ *  Shopping = [fGa

Red Cross in its relief efforts for

Hurricane Katrina. A

T

Start Browsing for Products & Services

@ Home & Home Of
Computers, printers, TVs and
other conzumer electronics
and accessaries for you and
wour farmily.

@

-y,

Technology solutions for

businesses from 1 to 200

employees.

@ Intern

s




SideFind Serving Yahoo PPC Ads
PPC Advertisers

moneyl

Yahoo (Overture)

moneyl

81.201.104.136

moneyl
trafficengine.net

moneyl

SideFind



Policy Prescriptions



Policy Prescriptions

e Disclosures of material effects
— “Popup ads” versus “ads”
— Privacy effects
— Secondary disclosures contrary to primary “hook”

o Advertiser responsibility & liability
* Ad network liablility

— Contractual liability (to advertisers)
— Harms to consumers; funding bad actors




