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Welcome to online advertising!Welcome to online advertising!
• We will pay you in US Dollars every month.p y y y
• We will not check on who you are, and we will 

not confirm that you are who you say you are.not confirm that you are who you say you are.
• You can be located anywhere in the world.

W ill it i t t h• We will assume our monitoring systems catch 
all fraud.  If our systems say you have earned 
a fee e ill pa oa fee, we will pay you.

“A i ith f it ”“A crime with few witnesses”



Feb ‘09



GET / HTTP/1.1
Host: www.mytoursinfo.com

HTTP/1.1 200 OK  …
<html><html> …
<script src="/js/counter.js" type="text/javascript"></script>  
<script src="/js/stat.js" type="text/javascript"></script> …

GET /js/stat.js HTTP/1.1 …

HTTP/1.1 200 OK
document.write("<iframe width=0 height=0 src='http://www.pointtrip.com/florida_tour.html'>");
document.write("<iframe width=0 height=0 src='http://www.fluentcall.com/pda_phones.html'>");
document.write("<iframe width=0 height=0 src='http://www.webhotshop.com/shopping.htm'>");
document write("<iframe width=0 height=0 src='http://www freebiespack com/freebies insider htm'>document.write( <iframe width 0 height 0 src http://www.freebiespack.com/freebies_insider.htm >…
document.write("<iframe width=0 height=0 src='http://www.onlinemoneytrading.net/forex_trading.ht…
document.write("<iframe width=0 height=0 src='http://flafungame.com/top_fun_games.htm'>");
document.write("<iframe width=0 height=0 src='http://www.multimediasolutions.in/digital_multimed…
document.write("<iframe width=0 height=0 src='http://www.bxbex.com/Featured_Schools/index.html'>…
document.write("<iframe width=0 height=0 src='http://www.ramblepace.com/denmark_travel.htm'>");
document.write("<iframe width=0 height=0 src='http://www.journeyidea.com/journey_tips.htm'>");
document.write("<iframe width=0 height=0 src='http://www.go-bay.com/search/cs_location.php'>");
document.write("<iframe width=0 height=0 src='http://www.willhealthy.com/willhealthy.htm'>");
document.write("<iframe width=0 height=0 src='http://www.fitnessan.com/bu.htm'>");
document.write("<iframe width=0 height=0 src='http://www.investdady.com/vc.htm'>");
d t it ("<if idth 0 h i ht 0 'htt // 9t k / it k ht '>")document.write("<iframe width=0 height=0 src='http://www.9truck.com/semitrucks.htm'>");
document.write("<iframe width=0 height=0 src='http://www.healthykey.com/Bacteria-Improves-Your-I…
document.write("<iframe width=0 height=0 src='http://www.volcars.com/hybrid.htm'>");

GET /bu.htm HTTP/1.1GET /bu.htm HTTP/1.1
Host: www.fitnessan.com

HTTP/1.1 200 OK …
<iframe … width=728 height=90 src=http://www.fitnessan.com/code_728_90.htm>
…



Relationships advertisers

Ad-Flow     Burst      Icon     Rubiconproject Tribalfusion
ValueClick / FastClick Yahoo / Right Media ad networks

Pointtrip Fluentcall Webhotshop Flafungame Fitnessan …
ad loaders

Mytoursinfo traffic loader

traffic
money

y traffic loader





POST /showme.aspx?&SID=XEHON…&CD=www.blockbuster.com 
&keyword=%2eblockb%2aster%2ecom+%2eblockbu%2ater%2e…
Host: tvf.zango.com … 

HTTP/1.1 200 OK … 
ad_url: … http://ads.roundads.com/ads/clickcash.aspx 
keyword=.blockbuster.com><br>  … 

GET /ads/clickcash.aspx?keyword=.blockbuster.com …
Host: ads.roundads.com …

Performics / Google Affiliate Network
HTTP/1.1 301 Moved Permanently
Location: http://clickserve.cc-dt.com/link/tplclick? 
lid=41000000005307215&pubid=21000000000063579&mid=…

Performics / Google Affiliate Network

GET /link/tplclick?lid=41000000005307215&pubid=2100…
Host: clickserve.cc-dt.com …

HTTP/1.1 302 Found …
Location: https://www.blockbuster.com/signup/rp/reg…



Blockbuster self-targeting adware fraud

Blockbuster

Performics
money traffic

Google Affiliate NetworkPerformics
money traffic

Goog e ate et o

Roundads
money traffic

Zango





Tracing the redirects
POST / h ?k d %2 tb i %2 +POST /showme.aspx?keyword=%2esmartbargains%2ecom+...
Host: tv.180solutions.com

ad_url: ... value=http://popsearch.nbcsearch.com/metricsdomains
php?search smartbargains com

1

.php?search=smartbargains.com

GET /metricsdomains.php?search=smartbargains.com
Host: popsearch.nbcsearch.com 2
HTTP/1.1 302 Found
Location: http://ww2.ditto.com/red.php?mc=T%2FgSdHBNM%2Bg2%2...

GET /red.php?mc=T%2FgSdHBNM%2Bg2%2B3AyiyVWsqV5cRprOptbkiRRrZ...

2

Host: ww2.ditto.com

HTTP/1.1 302 Found
Location: http://ww2.ditto.com/click.php?mc=T%2FgSdHBNM%2Bg2...

3

Location: http://www24.overture.com/d/sr/?xargs=15KPjg1%2DpS...

GET /d/sr/?xargs=15KPjg1%2DpSgJXyl%5FruNLbXU6TFhUBPycz2tpk%5...
H t 24 tHost: www24.overture.com

HTTP/1.1 302 Found
Location: http://www.smartbargains.com/default.aspx?aid=47&t...

5



GET /iframe3? ...
Host: ad.yieldmanager.com ... 
HTTP/1.1 200 OK
D t M 29 S 2008 05 36 02 GMTDate: Mon, 29 Sep 2008 05:36:02 GMT
...
<iframe src="http://allebrands.com/allebrands.jpg" 
...

GET /allebrands.jpg HTTP/1.1 ...  
Host: allebrands.com ...
...
<a href='http://allebrands.com'>
<img src='images/allebrands.JPG'></a>
if 'htt // li k li k /f bi /

McAfee

<iframe src ='http://click.linksynergy.com/fs-bin/ 
click?id=Ov83T/v4Fsg&offerid=144797.10000067&type=3&
subid=0' width ='0' height = '0'>
<iframe src ='http://www.microsoftaffiliates.net/t. 

Microsoft OneCare

p // /
aspx?kbid=9066&p=http%3a%2f%2fcontent.microsoftaffil
iates.net%2fWLToolbar.aspx%2f&m=27&cid=8' width='0' 
height='0'>
<iframe src ='http://send onenetworkdirect net/z/41/<iframe src = http://send.onenetworkdirect.net/z/41/ 
CD98773' width ='0' height = '0'>

Symantec



How to deter this fraud?How to deter this fraud?
• Database analysisy
• Crawlers
• Know your partners

intermediaries’ incentives

• Know your partners
• Ex post penalties sue







How to deter this fraud?How to deter this fraud?
• Crawlers
• Database analysis
• Know your partners

intermediaries’ incentives

• Know your partners
• Ex post penalties sue
• Economic incentives



Incentives wishlistIncentives wishlist
• Take existing detection technology as giveng gy g
• Effective at deterrence

– No more cat-and-mouseNo more cat and mouse
• Undercut incentives for use of pseudonyms 

and multiple identitiesand multiple identities



Payment delayPayment delay
• Pay more slowly.y y
• If uncover a fraud, don’t pay.
• Pay a bonus to make good agents indifferent• Pay a bonus to make good agents indifferent.

– Compensate good agents for having to wait.



Resulting incentives
0 increasing delay q

Resulting incentives

rogue non-participation constraint payment delay q is sufficiently 
long to deter rogue agents

payment delay q is sufficiently short 
to be cost-effective for principal

principal’s
desired value 

of delay q

principal profit constraint

of delay q



CalibrationCalibration
change in

principal
delay q* maximizes principal profits

principal
profits

(payment delay) q

delay q** prevents as much fraud as 
possible without reducing principal profitsp g p p p



What does this fix?What does this fix?
• Sequential pseudonymity
• Fraud unredressable due to litigation costs
• Detection systems with low effectivenessy

But not...
• Networks’ incentives 

to allow fraud “10% of spend”to allow fraud
• Ad buyers’ incentives 

to allow fraud

10% of spend

“10% of year over year growth”to allow fraud 10% of year-over-year growth


