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Welcome to online advertising!

 We will pay you in US Dollars every month.

* We will not check on who you are, and we will
not confirm that you are who you say you are.

* You can be located anywhere in the world.

* We will assume our monitoring systems catch

all fraud. If our systems say you have earned
a fee, we will pay you.

“A crime with few withesses”
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Blockbuster self-targeting adware fraud
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How to deter this fraud?

 Database analysis
e Crawlers iIntermediaries’ incentives

e Know your partners
* EX post penalties
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Advertising software maker 180solutions has filed a lawsuit against seven distributors of its software

for illegally installing the product on computers they had hacked.

The company alleges that the individuals installed the software without the user's consent on
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are often used to send spam or to launch distributed denial of service attacks.
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The Vanishing Click-Fraud Case

Wihy was a seemingly slam-dunk case against an alleged click-fraudster who attempted to extort Google quistly dismissed?
By Ben Elgin
A detective novelist might call it The Mystery of the Vanishing Click-Fraud Case.

It hegan on Mar. 10, 2004, when a computer prograrmmer frarm Oak Park, Calif., named Michael Anthory Bradley arrived at Google's (GO0G) offices for 3
prearranged meeting with the cormpany's engingers, according to a criminal indictrent filed two years ago in the LS. District Court in San Jose. Bradley,
then 32, proceeded to dermonstrate new software, dubbed "Google Cligue " designed to generate false clicks on Google ads. Bradley claimed his program
could force Google to pay millions of dollars on false clicks and threatened to release it to others unless Google paid him approximately $150,000,
according to the indictrment.

Law enforcement, tipped off earier, taped the meeting from the room next door and soon arrested Bradley. It appeared Bradley would become the first
person criminally prosecuted for charges related to click fraud, the Achilles heel of the Internet-adwvertising industry, which costs marketers as much as $1
billion a year (see BusinessWeek, 10/2/06, "Click Fraud").

GOOGLE BACKS DOWN

But on Mov. 22 the U5, Attorney's Office guietly dismissed charges against Bradley. The prosecutors, who had announced the arrest and indictment of
Bradley in press releases, refused to discuss why they dropped the case. Defense attorney Jay Rorty declined to comment ar make his client available.
Afternpts to reach Bradley weren't successtul. A Google spokesman issued a wague staterment: "We continue to work closely with law enforcement in many
areas, including click fraud. Individual cases may or may not be pursued by law enforcement at their discretion




How to deter this fraud?

e Crawlers

Database analysis
Know your partners

EXx post penalties - sue
Economic incentives

Intermediaries’ incentives



Incentives wishlist

e Take existing detection technology as given
o Effective at deterrence
— No more cat-and-mouse

« Undercut incentives for use of pseudonyms
and multiple identities



Payment delay

 Pay more slowly.
 If uncover a fraud, don’t pay.

e Pay a bonus to make good agents indifferent.
— Compensate good agents for having to wait.



Resulting incentives
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Calibration
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What does this fix?

e Seguential pseudonymity
 Fraud unredressable due to litigation costs
e Detection systems with low effectiveness

But not...

e Networks’ incentives
to allow fraud “10% of spend”

* Ad buyers’ incentives
to allow fraud “10% of year-over-year growth”




