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¥ Over 420,000 in cash and prizes paid out monthly!
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Solutions to banner fraud

 Limit where ads may appeatr.
— But networks prefer not to say.

 Enforce IAB standards on reload frequency.

— Imprecise. AJAX-style apps challenge norms.
Publishers can push the limits.

 Don’t pay per impression.




Paying per click
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Laptop
www_BestBuy.com Laptops Make The Perfect Gift. Shop Wide Selection Online At Best BuyEl

Acer Laptops
Laptop at Circuit City Save Mare on Acer Laptops.
www_CircuitCity.com  Save up to $150 on Laptops. Free Shipping On Orders 524 and up. Holiday Deals are at Walmart.

AT

Walmart.com

HP Laptops _ _
www_hp.com  Find out about Powerful, Reliable & Affordable Laptop PCs from HP! Laptops at TigerDirect

Take Advantage of Deep Discounts
$1.99 Same Day Shipping, Shop Now!
www_TigerDirect.com

Related searches: laptop deals

Shopping results for laptop

Apple MacBook - Core 2 Duo 2 GHz -13.3" -1 ... $1,185 to 51,456 - 6 stores
HPE Pavilion DvE910us Enterttainment - Turion 64 ... 5649 to $940 - 18 stores
Lenovo ThinkPad ¥61 Tablet 7767 - Core 2 Duo 1 ... $1,374 to $1.736 - 21 stores

Toshiba Laptops
See What Makes Toshiba Laptops
Different, Better, & Right for You.

ToshibaDirect.com/Laptops

LAPTOP Magazine - Product reviews, tech news, buying guides, and more
LAPTOP Magazine is your complete mobile gear guide. We review the latest mobile tech
products and provide expert buying advice, plus breaking industry news.
www_laptopmag.com/ - 104k - Cached - Similar pages

Apple - MacBook

The new MacBook laptop features a precision aluminum unibody enclosure, more powerful
MVIDIA graphics, a 13-inch LED-backlit display, and more.
www apple.com/macbook/ - 18k - Cached - Similar pages

The New Samsung Motebooks
Lightweight & High Performing.
Samsung for Home or Office.
www.samsung.com/notebooks

Laptop Computer
Laptop Computer Sales. Discount
Laptop Deals Online.

LaptopsComputersDeals.com

Laptop - Wikipedia. the free encyclopedia
J 1 ——
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Toshiba Laptops See What Makes Toshiba Laptops Different, Better, & Right for You.

Laptop at Circuit City Save up to $150 on Laptops. Free Shipping On Orders 524 and up.

el L LA

Personal Tech: Computers

Times.

Battery Maker Is Betiing on Silver-Zinc for Laptops - Green Inc ...
Ross Dueber, the company's chief executive, says a top-tier laptop manufacturer will release the
first computer designed to accept silver-zinc batteries in ...

One Laptop Per Child Gets a Marketing Push

to provide laptops

to children in ...

1-10 of 10,000+ Results

News about computers, including product listings, multimedia and articles published in The New York

Media companies are donating television time and magazine pages to help the organization's effort
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Sponsored Links

Acer Lagtogs
Save Mare on Acer Laptops.

Haliday Deals are at Walmart.

Save up to 5709
Buy Select HP Laptops, Get §70 off
Wireless Printers. Free Shipping!

= -

Laptops at TigerDirect
Take Advantage of Deep Discounts
51.99 Same Day Shipping, Shop Mow!
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Laptop Computer Sales. Discount
Laptop Deals Online.
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F160 Off Laptop Computers
Save on Motebook Computers Mow
Great Gifts - Free Shipping
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CPC gone wrong



Click fraud
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Tracing the redirects

-+POST /showme.aspx?keyword=%2esmartbargains%2ecom+. ..
Host: tv.180solutions.com 1

<ad url: ... value=http://popsearch._nbcsearch.com/metricsdomains
-php?search=smartbargains.com

-GET /metricsdomains.php?search=smartbargains.com
Host: popsearch.nbcsearch.com

«<HTTP/1.1 302 Found
Location: http://ww2.ditto.com/red.php?mc=T%2FgSdHBNM%2Bg2%2. . .
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«<HTTP/1.1 302 Found
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Host: www24 ._.overture.com
5

«<HTTP/1.1 302 Found
Location: http://www.smartbargains.com/default.aspx?aid=47&t. ..
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Search the Web: | marriage counseling

| SEARCH |

Sponsored results containing: "marriage counseling™

Marriage Counseling
alternative to Counseling 1 million programs sold. A5 seen on Oprah
http: /fwonow lightyourfire. com

Help Your Marriage
Cnline program for married couples to help improve their marriage
http: //Marriage.eHarmony.com

Fix Your Marriage
Marriage Counseling alternative, Get Free advice Immediately
http: /A www YourMarriageFitness.com

Marriage Counseling

Watch 'Shalom In The Home' on TLC, Life Lessons With Rabbi
Boteach.

http: /fwonon, TLC  comy/Shalam

Meed Marriage Counseling?
Unhappy spouse? Want to save your marriage? Here's what to do

L Wam LY.

Sponsored Links

Marriage Counseling

alternative to Counseling 1 million
programs sold.As seen on Opr...
http: /fwowene lightyourfire. com

Help Your Marriage

Cnline program for married couples to
help improve their marriag. ..

http://Marriage.eHarmony.com

Fix “our Marriage

Marriage Counseling Alternative. Get
Free Advice Immediately
http: /Awowewe Y ourtarriageFitness.com

L || Tnternet i

o 'start| @ (EF @ untitled - Windo... isit Our ... | &1 Got My Free Gi... || &7 UpSpiral - Mic... | 4118 PM




Ad-w-a-r-e Showing Google Ads

'PPC Advertisers

How Upspiral Google
gets paid for< money‘
showing the ads Ask
money‘
\  Upspiral

How Upspiral money‘
getsadsonto{ LoOoksmart

users’ screens money‘ «click fraud

\ Ad -W-aA-I-@ spyware installed without consent




Inflating CPC conversion rates
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=hop Dell.com For Home & Office PCs & Laptops w! Intel Technology! Dell Support
DELL.com Discount Dell Computers
Frinter Ink Cartridges Dell Histor
Save on Ink cartridges for 720, 920, 922, 924 Dell Inc
wanney, ahacus2d-7 com Dell Coupons
Used Dell Computers

Fepair your camputer:
Fix Errars: your computer. Free Download For your computer:
Dell.com. Updates-Fast.com

Dell Inspiran
Dell Home Page

Dell Computer Corporation

Ink Cartridge Qrdering Fraofile
Find discount printer ink for your Printer Here. Ink & Supplies Maore. ..
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i | \
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High Speed Internet Access
Find High Speed Internet Access. Get Info On High Speed Internet.

Internet-Web-Directony.com

Order Comcast High Speed
F100 Cash Back, Free Wireless Modem Only $19.990ma. for 3 Months!
woneas, ComcastOffers.com

Order Road Runner

T34 95mo for High Speed Internet. Free Modem. Get Road Runner Mo
wonnd, EoadREunnerOffers.com

Verizon DSL Official Site
Yz High Speed Internet - 317 990no Price Guaranteed to Mever Go Upl
NWerizon.com

4 Y WHENU
This offer is fram 1 Save
Click here or call i any guestions? Click here oF call toll-free customer service: 1-866-WHEML-11

|€| Qpening page htkp: [ fservedby. pre

Feb ‘09

i 'stark| @ (2] & verizon | Residential & B... |48 whenU Offer - Microsoft. .. I ¥ special Offer

(@ 4:52PM



WhenU-Google Relationship
Google Advertisers eg. verizon

moneyl
Google

money l
| N f() S p ace ldearc Media / Superpages

moneyl
Localpages

moneyl
WhenU




AdWords Terms & Conditions

Customer understands and agrees that ads may be placed on any other
content or property provided by a third party ("Partner") upon which Google
places ads ("Partner Property"). Customer agrees that all placements of
Customer's ads shall conclusively be deemed to have been approved by
Customer unless Customer produces contemporaneous documentary
evidence showing that Customer disapproved such placements in the
manner specified by Google.

Customer understands that third parties may generate impressions or clicks
on Customer's ads for prohibited or improper purposes, and Customer
accepts the risk of any such impressions and clicks. Customer's exclusive
remedy, and Google's exclusive liability, for suspected invalid impressions
or clicks is for Customer to make a claim for a refund in the form of
advertising credits for Google Properties within the time period required
under Section 7 below. To the fullest extent permitted by law, refunds (if
any) are at the discretion of Google and only in the form of advertising credit
for only Google Properties. Nothing in these Terms or an IO may obligate
Google to extend credit to any party.



Protecting CPC advertisers

e Click-fraud detection services

e Contract & insertion order specificity
— Limit syndication and subsyndication
— ldentify and reject improper placements

* Pay per conversion, not per click




Paying per conversion
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Affillate earns commission If ...

o User requests affiliate web site

e User clicks affiliate’s link to merchant /and/
e User makes a purchase

- Merchant can safely partner with anyone?




CPA / affiliate fraud
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"POST /showme . aspx?&S 1D=XEHON..&CD=www _blockbuster .com
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Performics / Google Affiliate Network

“HTTP/1.1 301 Moved Permanentl,
Location: http://clickserve.cc-dt.com/link/tplclick?
11d=41000000005307215&pub1d=21000000000063579&mid=..

TGET /link/tplclick?11d=41000000005307215&pubi1d=2100..
Host: clickserve.cc-dt.com ..

“HTTP/1.1 302 Found ..
Location: https://www.blockbuster.com/signup/rp/reg..



Blockbuster self-targeting adware fraud

Blockbuster

money 1

Performics cooge afiate Network
money 1

Roundads

moneyl
Zango




GET /iframe3? ...

Host: ad.yieldmanager.com ...
“HTTP/1.1 200 OK

Date: Mon, 29 Sep 2008 05:36:02 GMT

FIND ALL BRANDS 1N ONE SHOP

<iframe src="http://allebrands.com/allebrands. jpg"

TGET /allebrands.pg HTTP/1.1 _..
Host: allebrands.com ...

<4

<a href="http://allebrands.com™> McAfee
<ima_src="1maages/allebrands.JPG"></a>
<iframe src ="http://click.linksynergm o=
click?1d=0v83T/v4Fsg&oftfereid=144797 .1 Microsoft OneCare 3&
subi1d=0" width ="0" height = "0">

<iframe src ="http://www._.microsoftaffiliates.net/t.
aspx?kb1d=9066&p=httph3ahl2th2tfcontent.microsottaffil
1ates.net2fWLToolbar.aspx®%2f&m=27&ci1d=8" width="0"
herght="0">

<itrame src ="http://send.onenetworkdirect.net/z/41/
CD98773" width ="0" height = "0">

F o« = __ 7

Symantec



Affillate earns commission If ...

. e oa
. el TATROORITIN | Y
o User makes a purchase sometime after

— Visiting a web page

— Visiting a discussion forum

— Seeing a bannerad  /or/

— Becoming infected with spyware/adware




Guarding CPA campaigns

 Know your affiliates.

e Question your affiliate network.
— Hold your network accountable for its shortfalls.

* Do not assume perfection or infallibility.




Why advertising fraud?

e Strong financial incentives
—Payisin USD

 Easy pseudonymity

* Limited investigations of partners

e Limited incentives to uncover fraud

— Ad agencies
“10% of spend”

— Ad networks

— Affiliate managers < “10% of year-over-year growth”

e Limited actions to obtain restitution




What Is being done

* Nothing / cost of doing business
 Revising Terms & Conditions rules

e Auditing

 Litigation

« Compare ad networks based on quality

What more could be done

« Demand repayment. Sue. (Feasible?)
e Push back on ad networks’ one-sided T&C's.
 Pay more slowly - penalties when caught




Takeaways

e Every ad metric Is targeted.
— Paying per impression
— Paying per click
— Paying per conversion
* Incentives impede efforts at fraud prevention.

 Litigation and threatened litigation do not
solve the problem.

e Good publishers lose when others cheat.




