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From: Mattias Stanghed <m@stangned.com >
Date: Thu, 8 Jul 2004 10:22:14 -040C
To: Murray Alan <alan@direct-revenue.com:>
Mr Edelman has some thoughts on the TW = cI the
world.
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Begin forwarded message:
From: "Ben Edelman® <ede1war@“v.ha:v

Date: July &, 2004 10:09:21 ED
To: m@stanghed.com

Subject: New Research: "Pick-Fccket Fcr-Ugs" & Affiliste CZommissions
Greetings, and thanks for easkinc fcr upcates on my research. Thls week's
news:

For the last two years, I've been writing (in part! abc

installed on users' PCg, that mcnitcr users' conline acti

extra pop-up ads. Today I present research about ancthe

distinct from pop-ups: Progreme that tamper with -- inde

affiliate commissions.

Call the programs stealware, thiefiwsre, cor even "pick- pc
term recently coined by Kenn Cukier;, but their core meth s
simple: Stealware companies joir the affiliate networks €
operate -- networks intended tc pay commissions to independent web sit
that recommend the merchants to their visitors. Then whern users browse
merchants' sites, the stealware programs jump into action, causing

merchants' tracking systems tc think users reached the merchants thanks to
the stealware programs' efforts.

I've begun my research in thie field with a particular procrem
believe to be the largest and most prevalent cf those that cpec?f
to add and replace affiliate commissions: Like Gator and WDe Z
180solutions / MetricsDirect) monitors users' activiti €
popup ads (though 180's ads are particularly large, citen ccver:i
entire browser window). But the rezl news i at
replaces affiliate trackinc codes -- as tc some 200+ majcy
res

te &
mC*cnants, using
at leest 47 different zffiliate accounts anc scc €

cf recirect server
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