EXHIBIT 35



Re: Weekly Churn Report 2004/07/08 (oracle’

Subject: Re: Weekly Churn Report 2004/07/08 - cracie
¥rom: "Chrs Dowhan” <chris@direct-revenue.coms
Date: Fri, 9 Jul 2004 15:29:18 -0400 (EDT:

To: "Daniel Doman" <dan@direct-revenue.com>

CC: chns@direct-revenue.com

Below is the path that we were following. I Just spoke with Constantine
to fast-track the "zap” logic as & standaione cdelivereble, but I think I
would be good if you called him to clarifyv exactly the method or speci
code that you want to deploy. In the meantime. we zre testinc & versico
repackaged with a different utility.

Obfuscate Executable

Applies to: Poller

Overview

Currently Windows starts the Poller from BKLM\...\Run entry in the
registry. Poller and other’lifeboats are vulnerable tc &n attack that
scans all files in the Run registry entry fcr & sicneture of the lifebcat
There can be two ways to address this vulnerability — one is to vary the
place where we start the Poller, the cther — tc vary the Poller signature
itself. This chapter describes the second approach.

We can think of several ways tc crezte z signeture cif
Checksum of the whole executable module.
Checksum of the executable without the rescurces.

Checksum of just the code section of the executable module.

Checksum of just the non-paged workinc set cf the executable mocule.
Branding information.

. Checksum of a specific resource.
A sufficiently large code snippet cof the executable.

an executable:

DU, T, B PUNNL S o

This shield will deal with all attacks except for the last one (7).
Tasks

BakePoller Utility that simplifies menzgement and application cf esbcu: e
100 sufficiently different branding variants +tc ail veriants of the

Poller. ResHacker can be used as & stop-gap measure, but it requires toc

much manval labor.

Addresses threats 1 and 6.

- Bake-time code substitution:

o Add a smell, but sufficiently unique dummy function to the Poller.

function does nothing but return an integer. About 100 assembler
conmands.

o Create about & 100 substantially different code snippets that are
functions returning different integers.

o Periodically call the dwmmy function from the Poller.
sure the dummy function is loaded intc the working set.

o hdd dunmy function’s return valuve tc Poller’s USER-AGENT.

[} Allow the BakePoller utility to replace all occurrences of the dummy
function in the executable by specified code snippets.
Rddresses threats 1-4.

Random DES key to encrypt the configuration XML. (Depends on
Configuration XML” above).

Addresses threats 1 and €.

BakePoller Utility

1 recommend C# and .NET unless it is hard to change resources in .NET. We
need to first create & simple .NET program that can write the version
resource; possibly using class System.Diagnostics.FileVersioninfc enc
namespace System.Resources.

This will make

~“Obfuscate
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Re: Weekly Chum Report 2004/07/08 (oracle}

The configuretion file (XML?:
- PcllerEXE — locat

on

- ConfigFoldéer — fcider centeining configuration
BrandingFclder —~ fclder conteining verious
resources).

- brandings /versicn
The formet cf these files should be human-rezdehle, such es
XML. I do not remember whether “res” and “rc”

formats ere humen-readeble.
CodevariantFolder — folder contzining code snippet

s. Each code
snippet’s file name is just a number with some extensicn (fcr exampie
“#.code”). The number shculé be the return value cf the =)
- Internal perameters, such es names cf temporery € the AT

fle that calls the compressiorn

The BakePoller utility should cpen

& dizloc box wi
- Label “Select Fcller conficurati

in
ion” &nt & dArop-covh !
ell XMLs in the CornfigFolder sorted alphabeticelly.

- Label “Select Branding” &nc & drop-down box with versicn end descriptic
of all version resources in the ConfigFolder sorted numericallyv by version
number. For example ¢

1.2.0.4 — See www.freephone.com for details
should go before

1.15.0.4 — Book your next trip st www.russianbabes.com

- Label “Select Code Varisnt” and a drop-down bcx with the numbers from

the snippet file names scrted in numeric order (9 comes before 10).

i

Label “Select stertup method” ancd & drop-down bex with startup methods.
The list of startup methods will depend on the result cf the “iZlternastive

Startup Strategies” research abcve.

- Buttons “Bake” anc “Exit”. Note that ”Bake” must parse the XML beinc
baked into the Poller, and if the parser errors out we shcould show &
message box with error description and line number. The XML should be
encrypted using & random DES key anc the defeault key inside the Pcller
should be replaced by this new kev.

The BrandBuilder utility should zilow creation of brandinc veriants and
editing of existing branding fiies. If we use XML or another commcn
format we may be sble tc use an existing editor rather

utility. If we dc write this utility it should always sicre z brendinc

variant in the file whose name consists of the version number. Show the

list of files in the BrandingFclder folder and have buttons *Edit”, “New”,
“Copy"” and “Delete”. The “Edit” button opens a modal cdialog with the
Version Resource fields; the version number will be read-only. “Copy”
will ask for the new version number.

+hen write our own

we need to talk..

How fast can we generate a new poller footprint?

dan

On Jul 9, 2004, et 11:54 AM, Chris Dowhan wrote:

wWell, I get good news and bad news from this report:

Good news: 1 think it took more than Z weeks for the Antivirus apps tc
identify Poller (which wes cur originesl estimate).

Bad News: ¥We thouaht thet by clieerliy brandinc Pcller that they wounldn't
have a problem with it, &nd that's not the case.

2 mejor Anitvirus apps
and
Norton identifies

(Mckifee end AVG} ere eutodeletinc Focller now,

{4
1

it but doesn 't eutodelete. Thet identif:
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Re: Week!v Churn Report 2004/07/08 (oracie;

run e fu

1: system scen every Fricdev st 5pm, and I'm cuessinc we get
Users ChLocse delete
Weey over week Lhechin rencrT
The fclilcowing g the ween COver week numbers for users Zoin on
200407 -0
DRYE CNT cn 2004-07-01
DELY1_CNT re checked in or z{G<-37-Cf
DRYE CNT DEYI CHT PERC
1710C2 4G€7S 2¢.02
DIST_ID PERTNER DAY1 CNT PERC
BDLE4CIZ MingSet 54 S.8E
BLANE > ol 3482 IT.éL
BDL141CE 1CMD ' 266¢S 17.%0
POL1410C test 973 jg.ge
BADTT2001 Unknown 221 20.€3
BDL141&2 Wiid Mecie 327 2z.1¢
THRALIIT UPGCRADE 463€ ZZ.EL
Integreted Sezrch B0Z7 : Z€.58
MindSet 3€1 iz 28.5¢
MindSet Blg ZEEE 20.47
CDT-INC 16€ s 31,78
CDT-IRC 8Z6¢ ZzZzS: 32.€7
CDT-IRC 244 3¢S 32,02
FliyingCroc 2553 770 33.1z
MSV4101 UPGRADE 252 738 34.18
UPDALLIM Unknown 554 18t¢g 35.5¢
UPDALLZM Unknown 1253 3145 39.84
MSISellz MindSet 263 644 40.8¢
MSI69112 MindSet 872 2026 43.04
BDLL4012 MindSet 1264 ZBE7 43.7¢
MSIDC11Z MindSet 475 107% 44.1¢
MSIU¢l1iz2 MindSet 595 1327 44.8¢4
BDLG401Z MindSet 307 [ 50.¢1
MSI0%112 MindSet 504 cge 51.01
FIX19105 Maxw 3210 5867 54.71
FON1400¢€ Ad.com 1382 2428 56.82
LOT64106 kd.com 76¢ 1348 57.01
LOT34006 kd.com 647 106€ 60.¢€¢

28 rows selected.

The followinc is the week over week checkins for users becrn befeore
2004-07-01

DAY8_CNT how many users checked in on 2004-07-0:
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Re: Weekly Churn Report 2004/07/08 (oracle}

DAYl CNT how many ci the same users checked in C7-Gt
DAYB_CNT DAYl CNT PERC EVG_AGE
4625766 297583S 64.33 87,7

APP_NAME DEY1_CNT  DAYE_CNT PERC AVG ZGE

MSView 351z¢ ELEZL z

TPS10E 34E¢E €2¢7 ] 7

VX2 G304 1€752 5 €

mxtarget.dll 4TELTC TEEZES .€ £

twaintec.dll 150227z Z3el7ee L EL C

B1.DLL B894¢%c¢ 131303C .16 P2

HOST.DLL 54411 T88EC 68.5¢8 20i.c1

7 rows selected. ’

DIST_ID PARTNER DrYi_ CNT DRYE_CNT PERC AVG_AGE
BDL14125 CDT-IRC £240% c3zC 7.21 JRCIES
UPDALL3M Unknown 8630 17002 50.7¢ €2 .2¢
BDL14108 1CMD 3CS3E 5616z Si.6e ZELEZ
BLANK Unknowrn 5%19S 113964 51.%4 §Z.464
BDICA4126 Standard Internet 5268 i005% 52.37 28.72
LEC7001 LEC Dialer 25562 48265 52.86 29E.57
ARUDIOC3001 Audic Galaxy €27¢ 1173% £3.4% BCI.ZZ
ROOSTTD3001 Digital Rooster 717 1328 53.8¢ Sgc.€Z
ROOSTER3001 Digital Rooster €82 1ZZE S4.,21 ECTLEL
BD1L.J4126 Standard Internet 1208 220G 24,91 in.ce
MSIQ9112 Mindset 6825 12084 5€.4Z 71.8L
ROQSTRS3002 Digital Rooster 2628 1714 S€.52 tSde.T4
THNRALLIT UPGRADE 208212 2ESESS S€.G4 278
BDL14185 Wild Mediez 1544¢ 2€91¢g £7.3¢ 24 .G
BDLK4012 MindSet g€z 1501 57.43 £z .€5
BADTT2001 Unknown 7223 12491 57.83 16.87
NOSTALG7001 Mindset 7672 13260 57.86 296.3¢
BDL34125 CDT-INC 80667 139265 57.92 24.22
FON19113 Grokster 7450 12816 58.1 102.45
BDL14177 SKYHORN 1327 2248 59.03 31.50
MSII9112 MindsSet 6150 10300 59.71 140.65
BDL24126 Standard Internet 56243 94147 59.7¢ 1C0.24
TURB8108 ICMD 4521 7537 59.98 271.9%¢6
BDL14R25 CDT-INC 1178 1963 60.01 5¢0.31
BDL14173 Integrated Search 204841 3431012 60.07 27.82
BDL19122 FlyingCroc 44971 74836 60.0% 148.40
BDL94126 Standard Internet 32251 £365¢€ 60.11 57.9¢
BDL14122 FlyingCroc 106058 175154 60.5% 42.40
BLNK2001 UPGRADE 6654 10957 60.73 21.81
BDL19117 Bundleware 65¢ 108% 60.7¢ 23B.1¢
UPDALLIM Unknown 10127 1€€655 €0.80 5¢.51
C30050ctav Octav 1278 2264 60.87 #aNE
TUR39126 Standard Internet 2777 4527 €1.3¢ $z.82
BDL54126 Standard Internet 15€z2 Z51¢g 62.07 €7.64
JEN1410€ ICMD 1125 JE1Z 6z.16 113.08
MSIR9112 MindSet 428E €E7E €2.31 57.8%
JEN24180 SIMPLE INTERNET 56¢ 13E€ €7.2¢ 31023
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Re: Weekly Chum Report 2004/07/08 (oracie)

BDL7412€ Stenderd Iniernel Zlzéc £2 N
POL1£1CC Test z S £z zI.c
BDL140ZES CDT-INKC z 2 C €z. z
MSIBES11Z MindSet IS s C €z. g8
D3000imesh Imesh €3¢ € €z.68 .8
BDL1418B0 SIMPLE IRTERNET 1094 1741 62.8¢ 22.21%
MSI3911z MindSet 371% 58l2 €2.8¢ 1CE.73
BDLM4012 MindSet 1827:% 28¢% 63.04 26.¢¢
BDLH4012 MindSet 1¢7¢C z23z¢ €Z.22 €3.€8
MSIGSiiz MindSet E€8E T £2.3¢ iz
UPDALLZ2M Unknown: Z218¢ Eras 40 B
BDL4412¢ Standarc Internet ISzt 276 z L LS
MSIPO11zZ MindSet T0€é¢ H z LT
BDL6412€E Standerd interne: Z31EC ZE 13 ZT.c%
FON1911¢ Argonaut €z7¢ i¢ 6% 1gI.1¢
MESH4101 UPGRADE 6725 il €3.78 Z€I.EZ
MSIH9112 MindSet 57788 1y 62.81 1ii.i€
BDLA401Z MindSet 1555 53 64.28 €Z.55
BADBI2001 Unknown 1€3€ Z €4.3¢€ &I, 26
BDL14112Z MindSet 1071¢C ig €4.4% 1GZ.0Z
MSI89112 MindSet 2820 4 64.52 12G.gé¢
MSI19911%2 MindSet 1378¢ 2323% 6¢.8C 17€.77
NEON4101 UPGRADE 2107 224¢ €4.85 241,75
FON34183 MEDIA WHIC 128¢ LGEZ €4 . 8BS cC .52
BDL140Z¢ Standard internet 1101¢ 16GEC0 64.8C 11 EZ
MSIFS112 MindSet 802z 1221z €2.25 gc.¢7
TURB8106€ Ad.com . 8672 13267 6S5.37 326.¢46
LC505953 LEC Dialer 76G 1i6z 65.4C 124.48
CDT1912¢% CDT-INC 115000 178547 €65.51 1z24.50
GROK4101 UPGRADE 382z 2EZC 6S.6¢ 235.71
GEN4101 UPGRADE ¢527 I6ETZ .74 ZEE.CSE
MSV4101 UPGRADE BBEST 13L€0C €5.8BE zSz. <Ll
MSILS112 MindSet 544% €242 €€6.0€ EE.C2
ASH1910¢ ICMD 104¢C i8¢ 6€.07 ZE5(.18
MSITS11Z MindSet 25¢S7 390% 66.5C GE. (8
KMGZ412¢ Standard Internet 726 1083 66.6C €7.2¢4
BDL24123 Blubster ©9¢ 14RBE €e.7¢€ 23.5¢€
MSINS112 MindsSet 621C §290C 66,865 €5.23
JER14175 Protected Media 10¢2 162¢ 7.1¢6 30.2¢
JER14163 CLUB JENNA 889 1318 67.45 40.85
BOLI4012 MindSet 1824 2700 67.56 59 .65
JEN14184 CYDOORZ 1677 2482 67.57 15.77
MSIS9112 Mindset 16940 25046 67.64 82.14
MVRC2001 UPGRADE 8479 12506 67.80 253.45
MSI09112 MindSet 661€ G758 67.82 70.74
BD1J4012 MindSet 5144 7581 67.85 3%.09
MPB18106 Ad.com 89z 1312 67.9% 314.71
BDL19123 Blubster ’ 10880 156¢6§¢ 68.01 134.2¢
BDLD4126 Standard 1lnternet 1243¢ 18275 68.05 £8.88
BDLE4012 MindSet 587° BE3¢ 68.09 85.67
MSIM9112 MindSet 10412 15261 68.23 90.89
BDLD40172 Mindset 5361 7854 6E.2€ 60.47
MSIJC112 Mindset 6669 o74¢g 68.41 10i.83
MSIC9112 Mindset 1360€ 19BES 68.4% 171.56
MSI69112 Mindset 6193¢ GQ28¢S 6€.6C 117.36
BDLB4012 MindSet 590¢€ €60€ 68.€5 102.55
MSIUS112 MindSet 34387 46651 6E.6¢ §7.11
MS129112 MindSet opE3 12142 €6.8% 137.7%
MS152112 MindSet 56(C¢E £14¢ €E.ES ©z.72
BDL14012 MindSet L3074 £224C [ 33.20

w

Q
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Re: Weekly Chum Report 2004/07/08 (oracie)

6of €

BDLG4012 Mindset

BDL841z€ Standard Interne-
MPB18105 Maxw

FON14152 ADTEGRITY

MSI79112 MindSet

MSIA9112 MindSet

BDL14151 MyGeek

SYND4101 UPGRADE

STOP8105 Maxw

BIRC2001 UPGRADE

MSIi9112 MindSet

BDLF401z2 MindSet

TUR28102 24/7

MSIK911zZ MindsSet

TTRC2001 UPGRADE

FON2%126 Standard Interne:
CGA18105 Maxw

MPB3810¢ 2d.comi

TURB8105 MaxWw

FON24168 ADVELOCITY
MSI49112 Mindset

MSID9112 MindSet

TURB8102 24/7

MSIES112 MindSet

BADBI4101 UPGRADE

CGA38106 Ad.com

FON34168 ADVELOCITY
§5438105 Maxw

TUR3810¢ Ad.com

MPB29126¢ Standard internet
AST1412¢6 Standard Internet
ASH29126¢ Standard Interne:
TUR29126 Standard Interne:
VALS4006 Ad.com

FIX19105 Maxw

FON29106 Ad.com

TURB9106 Ad.com

HSRC2001 UPGRADE

FON39120 ExitExchange
FON14178 24/7 - Real Mediea
FON19106 Ad.com

FON14006 Ad.com

LOT34006 Ad.com

LOT64106 Ad.com

COMP 7001 Compete

TUR14178 24/7 - Real Medie

143 rows selected.
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