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WVeekly AV/AS scanning rotation

)
Subject: Weekly AV/AS scanning rotation
From: Jason Rush <jrush@direct-revenue.com>
Date: Fri, 17 Jun 2005 11:16:00 -0400
To: 'Raffi Minassian’ <raffi@direct-revenue.com>. Daniel Doman <dan@dirzci-reve nue.com>.
Dowhan <chris@direct-revenue.com>, Brian@direct-revenue.com, Sathish Diinakar an

<sathish@direct-revenue.com>, 'Rodney Hook' <rod@direct-revenue.com>
CC: 'QA' <qa@direct-revenue.com>

Chris

Ceres tbhinstaller
used:

http://download.abetterinternet.com/downlioad, cabs/POLALLSIC/polallsc. exe

Norton Home - N/3
AVG - N/A
McAfee - N/A

SpySweeper - gives user opt:.on to remove or not and if user selects remove it jorevents from
installin

Ceres 100, thinstaller 2018

Avast - blocks and prevents from installing
Spike.exe

MS Antispyware - gives user option to remove but does not, even if user szvs to remove
Ceres 100

Aurora thinstaller
used:

download.abetterinternet.con/download/distribution/WSW_TELECOM/thin-137-3-x-x.exe

NAV Home - N/A

AVG - N/A

MchAfee - N/A .

SpySweeper - gives user option to remove or not and if user selects remove it jprevents from -
installing

aurora 101, Thinstaller 1018

Avast - blocks and prevents from installing
Aurora 101, svcproc v3005

MS Antispyware - gives user option to remove but does not, even if user says to remove
Aurora 101

‘w’INDUWS\chloc exe" .
Wm3 'thano 1’426 (Til

“More infgia. 7
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‘eekly AV/AS scanning rotation

Z2of &

¥

\

M alwaie lype: Trojen Hoise
VPES version: Or2e-k, 0871772008
— Avaiable aoh
| Move/Rename... i Deiete... i Movelcchest |

Recommended aclion: Move to chest

— Frocesang achons

P

A

[t

OK Note: if pou press the 0K butten, the malware
. will NOT be scliveied.
Schedule boot-time scar. ..

htip: [ fwww . avest;com

Fill in our virus report to help us improve avasti. . .

- .-,Ei.lename:_ s.\T:Ier_npova_ry internet Fies\Conteri IES\CXC14NUBAsvepioc1]exe
M Slwaie nome: Win32: Trojanio-1426 {Tr]] Moreinfo. ..

Maiwale type
~VPS version:

Ay alabia actions —

! Move/Rename... ' ‘ Delete... ‘ ‘ ‘ Move to chest ]

" ATrojan Horse Was Found!
" There is no reason to paric, though. Tiy to 'fojiﬁw the given advice

and finks. If your computes is part of & hetwork, unplug the network.
. cable to'avord fuithet spreading of the infection. ™

’_[lgian Hd(_sg
05245 06/17/2005 -

6/21/05 11:09 PM
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'eekly AV/AS scanning rotation

warning,
Transponder.ABetterinternet.(
Spyware is trying to Install!
Microsoft Ardispewars has detected the threat
Transponder. ABbetterinterr
nstall 3 Browser Helper Objsct on wour :
computer. I you would like to alioe T
Transponder, ABetterlntermet. Ceres 1o nstafl

the Browerr Hedper Obiect dlick tree ooy’

button belo:,

b Ceres brying by

Name: Transponder . aoetberinternel Ceres ™

@ Click for more information about this thrEat. ..

Warning: ABelterInternet is attempting to run on your system,

ABetterInternet, commonly known as VX2 or Transponder, is an adware program that may” display
pop-up advertisements on your computer.

Do you want to prevent & from running?

{™ iAlways Take this Action for ABetterInterneti

¢ - | Conlenl Type. | 1mage/Jpeg
b t 23005 061705 l
,avas sveproce >JPg IComenl Encodmg base64

3of 4 6/21/05 11:09 PM
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veekly AV/AS scanning rotation

Coment T\ pe: lmaoempeg

aw ast sveproc 3005 061705.jpg iContem Encoding: baset E

r.___,.._.“_ e e -
|C0ntent Type: . lmage/Jpeg i
imsglant ceres 101 061705.jp lContent Encodmg base64

i i Content- Tvpe image/jpe g

=

|
|
] Content- Encodmg baset4 E

Isp\ sweeper ceres 101 0617.jpg.

i
H
i

ﬁ | | Content- Tvpe: | image/jpe :]
|spysweeper aurora 101 061705.jpg | iContent Encoding: bas§64 &
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— Svailable achion
[ Move/Rerame.. | | Delete. | ] ~
Q. Movesmename... j : Ue ele. | b ove to f‘hBSt

A Trojan Horse Was Found!

There is no reason to panic, thaugh.- Ty to loliow the given advice
and links. If your computer is part of a network, uriplug the network
cable to avoid further spreading of the infection.

File name: C:AWINDOWS\svoproc.exe
Malware name: \.-VfihBZ‘Tn:uiancﬂ 426 [Tn)
Malware type: T rolcm Horse

VPS version: _:'___:;_;;...;0524 5, nfsﬂ 7/2005

More info.,.

Recommended action: ‘Move to chest

- FszC.,o sing actions

1 )

Mote: ;f You pu:Qs lhe Di\ button the malwa'
w;ll NOT be cclwaled

. ..,

| Scheduleboot-t:mescan ._

Htlim,i’jvfwwléva'st com Fillin aur virus report to help us improve avastl... -
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VPS version: . .-0524-5_,-0.6!12,_

— Piocessing actions —

httpﬁwwwavastcom e

o

A Trojan Horse Was Found!

There is no reason to panic, though. Ty o foliow the given advice
and links. If your-computer is part of a network, uriplug the network
cable to avoid fuither spreading of the infection.

File name: s\T empmary Intemet F 1les'xContent lE5\D<’ Ci 4NU B\svcproc{1].exe
Malware name;  Win3Z Tm|ano 1428 {Tn] B More info...
Malware type:  Trojan Harse - =

— Svalable achions

' kY S

| Move/Rename... i} Delete... ¥ b ove to chest }

—

T

actwctud

Scheduls boot:time scan.

~Fillin our virus report to help Us improve avast!
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Warning: ABetterInternst is attempting to run on your system.

ABetterInternet, commorly known as ¥X2 or Transponder, is an adware program that may display
pop-up advertisements on your computer,

Do you want to prevent it from running?
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Warning,
Transponder . ABetterinternet.
Spyware is trying to Install!
Microsaft AntiSpyware has '"“e.z,':;zﬂ d the Ehreat o

d

Transponder. ABetterInternet Cerestrvimg to 7

install a Browser HPlppf Bluy »3 Coorm ol
computer, IF you would like © Ejﬂ'i e o

Trans ik snder. ABetterintermet Ceres to install
r,-,i:‘ E'ri an Se% } ’: t ‘. ."\ ]
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allow Removel
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