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{ Favoriteman Regkey Malvware HKEY_LOCAL_MACHNE softwareimicrosofth. ..
WH2 Reakey Malweare HKEY _CLASSES_ROOT:clsid{00000ef1-075...
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[ QY sa-wiatch J [T ¥ Favorteman | Reokey | Mabware | HHEY_LOCAL_MACHNEsoftwareimicrosofti. |
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|:| ] Tracking ... [ECache ... Drata Miner Cookietabitha@advertizing .com! Hits:2
|:| ] Tracking ... [ECache ... Drata Miner Cookietabitha@servedby advertising .com! Hit=:1
|:| ] Tracking ... [ECache ... Drata Miner Cookietabitha@satdmt.comi Hit=:1
|:| ] Tracking ... [ECache ... Drata Miner Cookie:tabitha@realmedia com! Hits:4
|:| [ Favaritema File alweare CMMDOWS sy stem 3N TPartners ol
|:| Favoriteman Regkey Malware HKEY _LOCAL_MACHMNE: softwareimicrosoft...
|:| Favoriteman RegWalue Malware HKEY _LOCAL_MACHNE: softwareimicrosoftl...
|:| Favoriteman RegWalue Malware HKEY _LOCAL_MACHNE: softwareimicrosoftl...
|:| WH2 RegWalue Malware HKEY _CURRENT_USER: softwarewmicrosoftint...
| |
1821 Ohjects [ & ocuarartine d ! [# Show Logfile )L Hedt <
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File Mode Language Help
Search & Destroy

nd rer

@) %ﬂ i R )
/- Check for problems Fix zelected problems =1 Print @Help

Thiz iz the main scan page of Spybot-5&0. Here you scan your system ['Check for problems'" button] and fix any
problems that were found ["Fix selected problems" button]. Hint: if you haven't done zo yet, we recommend you read
the tutorial (see Help menu] to learn how ta deal with the scan results,

Hide this information

Prablem Kind
Avenue A, Inc. 1 entries

Advertising.com 2 entries
D50 Exploit 5 entries
eAcceleration 1 entries

Vx2/e 5 entries

14 problems found [03:24)




Exhibit J-17:

d-Aware SE Personal

B St ) | 'Scan Complete )
(@ scen row Current Operation
| Finished Objects Scanned: 63728 |

Gy Acl-Wistch

e I Scan Complete |
Add-onz )
g) Help J

Summary

Processes Identified
Modules Identified
Registry Keys ldentified
Registry Yalues ldentified
Files ldentified

Folders |dentified

20 Running Processes
938 Process Modules

16 Objects Recognized
0 Objects Ignored
16 Mew Critical Objects &

SDeEOOOO

_!B B Megligible Objects 2 Shovwy Logfile _) »> et _)

= Ad-Awvare SE Personal, Build 1.05

Ad-Aveare SE Personal

E Status ) | Scanning Results 7
g SCan nowy W@Negﬁgible Gigaeis \l }Scan Loa
e —
Ohj. Wendar Type Category Ohject Comment
@ Aclijstch ) |:| Farvoriteman Regkey Malvware HKEY _LOCAL _MACHIMNE s0...
|:| WH2 Regkey Malware HKEY _CLASSES_ROOT:.cls...
. |:| WH2 RegWalue Malware HKEY _CLASSES_ROOT:.cls...
ccons / O YH2 Regkey Malware HHEY _CLASSES_ROOT: ...
|:| VA2 Reg'alue alweare HKEY _CLASSES_ROOT:1 ...
Q) Help |:| W2 Regkey Malneare HKEY _CLASSES_ROOT:f1...
|:| WH2 RegWalue Malware HKEY _CLASSES_ROOT:f1 ...
|:| WH2 Regkey Malware HKEY _CLASSES_ROCT:tvp...
|:| Tracking ... [ECache ... Drata Miner Cookie: marie@doubleclick.n... Hit=:1
|:|- Tracking ... [ECache ... Drata Miner Cookie: marie@realmedia.comi Hit=:6
|:| Favoriteman File: Malware CHMMDOWS sy stem32WL,
|:| Favoriteman Regkey Malware HKEY _LOCAL _MACHINE: ...
|:| Favoriteman RegWalue Malware HKEY _LOCAL_MACHIME 0.
|:| Favoriteman RegWalue Malware HKEY _LOCAL _MACHINE: ...
|:| Favoriteman File: Malware CHMMDOWESystem 32
|:| WH2 RegWalue Malware HKEY _CURREMT_USER:zof ...
|
1622 Ohjects & Cuarantine ) @ show Logfile J b Mext J
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Exhibit J-17 (continued):

Spybot - Search & Destroy.

File Mode Language Help

=,
3
t&, Thiz iz the main zcan page of Spubot-S&0. Here you scan your syztem [*'Check for problems" button) and fix any
b problems that were found ["'Fix selected problems" button). Hint: if ou haven't done 2o yet, we recommend you read
the tutorial [see Help menu) to lear how to deal with the scan results,
Hide this infarmatian
Problem Kind
DoubleClick 1 entries
D50 Exploit b entries
eAcceleration 1 entries
VX2/e 5 entries

12 problems found [N 71






