Exhibit M-1:

mimm JAl rights: rescrved ]
£2 S J | Scan Complete )
@ scan ow Current Operation

| Finished Objects Scanned: 60087 |
(G Ad-wvstch ) r 1
| I+ Scanning |E Favarites. .. |
( AR Add-ons )
[ i@ Hei )

Summary

16 Running Processes 0 Processes |dentified

841 Process Modules 0 Modules Identified

- - 0 Registry Keys ldentified
0 Objects Recognized 0 Registry Values ldentified
0 Objects lgnored 0 Files Identified
0 New Critical Objects  + 0 Folders |dentified
0 Chjects ( rZShow Logfile J r % Finish J
LAMASOFT] el Aware SE Personal, Build 1.05

Spybot - Search & Destroy.
File

Mode Language Help

):J Check for problems @ Fix zelected problems & Frint @ Help

Thiz iz the main scan page of Spybat-50. Here you scan your system ['Check for problems'! button] and fix any
problems that were found ["Fix selected problems" button). Hint: if you haven't done so yet, we recommend you read
the: tutorial [see Help menu] ta learm how to deal with the scan results.

Hide thiz information

Prablem Kind
Congratulations!
""" No immediate threats were found.

0 problems found [02:15]




Exhibit M-2:

& Program Files

File  Edit  Wiew

@Back & \_)

Favarites

Tools

Help

@ pSearch H’Z‘ Faolders -v

2'.

address |23 C:\Program Files

System Tasks

Hide the conkents of
this Folder

@Y Addor remove
programs

"J Search for files or
folders

File and Folder Tasks

(29 Make anew folder

&N Publish this Falder ta
the web

e Share this Folder

Other Places

wgo Local Disk {C:)
E:" My Documents
| Shared Documents
j Iy Computer

‘d Iy Metwork Places

Details

start

Exhibit M-3:

& WINDOWS

v|G0

E:l omPlus Applications
) Internet Explarer
[CLavasoft
EJMessenger

[ microsaft frontpage
(o) Mavie Maker
C3Imsn

EJMSN Gaming Zone
EJNetMeeting

) 0nline Services

[0 Outlook Express

= | D) 5pybot - Search & Destroy

I3 Techsmith
() windows Media Player
() Windows NT

[xerox

Size

Tvpe

File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Falder
File: Folder
File: Falder
File: Folder
File: Folder

& Program Files

Date Modified

S/18{2005 £:26 PM
5182005 6:25 PM
5182005 6:25 PM
5/19/2005 2:47 PM
5/19/2005 1:23 PM
5/16(2005 £:30 PM
512005 6:27 PM
5/18{2005 £:25 PM
5182005 6:24 PM
5/19/2005 2:54 PM
5182005 6:27 PM
S/18/2005 6:26 PM
5/19/2005 5:26 PM
5/19/2005 2:49 PM
5/19/2005 1:23 PM
S/18/2005 6:24 PM
S/1/2005 6:30 PM

B 4y,

File Edit  WView

Favorites

Tools

Help

@Back = \‘9 Lﬁ pSearch Il'i_? Folders v

Address |25 CAWINDOWS

System Tasks

Hide: the contents of
this Folder

L) Add or remove
programs

4 Search Far files ar
folders

File and Folder Tasks

(79 Make a new Folder

e Publish this Folder to
the Web

ket Share this Folder

Other Places

cge Local Disk {C:)
ﬂ My Docurnents
| Shared Documents
d My Computer

‘d My Metwork Flaces

REGLOCS.OLD
r.éj setupack

e }win

% control

Size:
2Z37KB
SKE
19KE
12 KB
12 KB
2KB
FOKE
Z2 KB
ZKB
20 KB
2KB
33KE
16 KB
7KEB
ZKEB

S KB
0KE
ZKEB
15KE
706 KB
1KE
KB
159 KB
1KE
OKE

Type

Text Document
Text Document
Text Document
Text Document
Text Document
Text Dacurnent
Text Document
Text Document
Text Document
Text Document
Text Docurment
Text Document
Text Document
Text Document
BAK File

Text Document
Text Document
DAT File

Text Document
Text Document
Text Document
OLD File

Text Document
Configuration Settings
Configuration Settings

Date Modified
5/19/2005 5:25 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 FM
5/19/2005 2:54 FM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:53 PM
5/19/2005 2:37 PM
5/19/2005 2:36 PM
5/19/2005 2:34 PM
5/19/2005 2:12 PM
5/19/2005 1:23 PM
5/18/2005 6:35 PM
5/18/2005 6:33 PM
5/15/2005 6:29 PM
5/18/2005 6:29 PM

17005 £:29 Pl



Exhibit M-3 (continued):

& WINDOWS

File  Edit  Wiew

Favorites  Tools  Help
@ Back - \_J p Search [1_'_: Folders -
Address |23 CHWINDOWS

A Mame Size | Type Date Modified

System Tasks WMSysPrprc 293 KB PRY File 5(15/2005 £:29 PM
R R }ODBCINST S KB Configuration Settings  5/18/2005 6:22 PM

this Folder r:l windows Update 1KE Text Document 5/18/2005 6:29 PM

i‘:} Akl remEED E::I sessmgr.setup ZKB Text Document 5/18/2005 6:26 PM
programs }vbaddin 1 KB Configuration Settings  5/18/2005 6:25 PM

,:) Search Far Files o Svh 1 KB Configuration Settings  5/18/2005 £:25 PM
folders [Z] Dtetnstal 1KB Text Document 5/18/2005 6:25 PM
IE:I wiaserye 1KE Text Document 5/18/2005 12:06 PM
File and Folder Too wiadebug 1KE Text Document 5/18/2005 12:06 PM
=| Sti_Trace 0KE Text Document 5/18/2005 12:06 PM
@ Renarne this File E:] regopt Z2KE Text Document 5/18/2005 12:03 PM
C& el }system 1 KB Configuration Settings  5/18/2005 12:03 PM
Copy this fle E:] setuperr 0KE Text Document 5/18{2005 12:02 PM
' o Zapotec 10KE Bitmap Image 82312001 8:00 AM

] 5\5‘:&5" this file to the 2 winhlp3z 261KB  Application 8232001 2:00 AM
Qj E-mail this file winhelp 251 KB Application §/23/2001 8:00 AM
T o @ vrnmreg32.di 19KE Application Extension  8/23/2001 &:00 AM
= RISl Bltvurk_zz 25KB  Application 8/23(2001 5:00 &M
K Delete this file Btk 16 49KE  Application 8(23/2001 5:00 AM
@ bwain_32.dll 46 KB Application Extension  8/23/2001 §:00 AM

o @ twain.dil 93 KB Application Extension  8/23/2001 §:00 AM

Other Places = Slraskman I5KE  Application 8/23/2001 8:00 AM
<@ Local Disk {C:) &Soap Bubbles 65 KE  Bitmap Image g/23/2001 8:00 AM
14KE TMP File §/23{2001 8:00 AM

B My Documenks

|3 Shared Documents

& WINDOWS

File

Edit  Wiew Favorites

eBack = \_) L@

Address |23 CowWINDOWS

Tools  Help

e
/':j Search l.i__-i‘_ Folders v

1,061 KB

8(23/2001 5:00 AM

System Tasks

Hide the contents of
this Folder

Ly Addor remave
programs

") Search for files or
folders

File and Folder Tasks

Iﬂ Rename this file
[ Move this file
Copy this file

&8 Publish this file to the
Web

() E-mail this file
¢ Delete this File

Other Places

g Local Disk (T
ﬂ My Documents
|) Shared Documents
H My Computer

| Mame
& Santa Fe Stucco
& River Sumida
& Rhododendron
Q’ regedit
& Prairie Wind
B NOTEPAD
}msdfmap
E'hh
& Greenskone
Gone Fishing
& FeatherTexture
[f:?explorer
i explaorer
}desktop
& Coffee Bean
@clock
& Blue Lace 16
ﬁ_def’ault
@Temp
C)web
| [ChPrefetch
&szstemSZ
) LastGood

Size
65 KB
27 KB
17 KB

131 KB
65 KB
65 KB

ZKB
Z7 KB
26 KB
17 KB
17 KB

1KE

975 KB
1KB
17 KB
81 KB

ZKB

1KE

Type

Bitmap Image

Bitmap Image

Bitmap Image
Application

Bitmap Image
Application
Configuration Settings
Application

Bitmap Image

Bitmap Image

Bitmap Image
‘Wwindows Explarer C...
Application
Configuration Settings
Bitmap Image

Yideo Clip

Bitmap Image
Shorkout ko MS-DOS,.,
File Folder

File Folder

File Folder

File Folder

File Folder

File Folder

File Folder

Date Modified
82312001 5:00 AM
8/23(2001 5:00 AM
82312001 5:00 AM
82312001 5:00 AM
82302001 §:00 AM
82312001 5:00 AM
8/23(2001 5:00 &AM
82312001 5:00 AM
8/23(2001 5:00 AM
82312001 5:00 AM
82312001 5:00 AM
B/23/2001 §:00 AM
82312001 5:00 AM
8/23(2001 5:00 AM
82312001 5:00 AM
5/23(2001 5:00 AM
82312001 5:00 AM
82312001 5:00 AM
5/19/2005 5:33 PM
5/19(2005 5:31 PM
5/19(2005 5:29 PM
5/19(2005 5:26 PM
5/18/2005 2:54 PM
5/19(2005 2:37 PM
5/18{2005 6:30 PM



Exhibit M-3 (continued):

& WINDOWS

File:

@Back 2 J @ pSearch FF: Faolders v

Edit Wiew Favorites Tools  Help

Address |22 CUWINDOWS

A Mamne
System Tasks [S)security
Hide the conkents of Corepar
this folder ﬁTasks
4 ondd or remove @Registration
programs [ offline web Pages
,;) Search For files or (& Downloaded Program Files
folders () srchasst
[ZIPCHEALTH
Hel
File and Folder Tasks I
4 IEJCursors
@ Rename this Falder - [SFonts
C@ Move this folder @sy.stem
Copy this Falder Cowinss
() AppPakch
e Fublish this folder ta =
CMedia
the Web Stwai
lad Share this folder buain_32
il this Foldr's fi Dmsagent
() E-mail this folder's Files DResources
% Delete this Falder Dmui
[Cmsapps
i ﬁjava

Other Places [C)Driver Cache

[ Connection Wizard
[CCanfig
() addins

age Local Disk (C:)
E:" My Documents
=) shared Documents

Exhibit M-4:

& system32

File

eBack = \_) lﬁ /I:\J Search [tf_-" Folders v

Address |23 CYWINDOWSsystemn32

Edit Wiew Favorites  Tools  Help

Size

Tvpe

File: Folder
File: Folder
Folder

File: Folder
Falder

Folder

File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Falder
File: Folder
File: Falder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Falder
File: Folder
File: Folder
File: Folder

Date Modified
5/18(2005 6£:30 PM
5/15/2005 6:30 PM
5152005 6:29 PM
S/15/2005 6:29 PM
S/15/2005 6:25 PM
/182005 6:25 PM
S/15/2005 6:27 PM
5/18(2005 6:26 PM
S/15/2005 6:26 PM
S/15/2005 6:24 PM
5/158/2005 12:03 PM
5/158/2005 12:03 PM
5/18/2005 12:02 FM
5/158/2005 12:00 PM
5/18/2005 12:00 PM
5/158/2005 12:00 PM
5/15/2005 11:59 AM
5/15/2005 11:57 AM
5/15/2005 11:57 AM
5/18/2005 11:57 AM
5/15/2005 11:57 AM
5/18/2005 11:57 AM
5/15/2005 11:57 AM
5/15/2005 11:57 AM
5/15/2005 11:57 AM

b .Go
A~

|

Mame

System Tasks 3Perf5tringBackup

Hide the conkents of
this Folder

Iy Add ar remave
programs

'-) Search for files or
folders

File and Folder Tasks

(2) Make a new folder

@ Publish this folder ko
the Web

kad Share this folder

emptyregdb
- [E] h3z3lag

@ schannel. dll
(%] kel i
@ msgina.dil
@ msasnl.dil
& mfaz16.dl
&) ipnathip.di
%) hazamsp.di

¥

Other Places

@ WWIMDOWS
ﬂ My Documents
| Shared Documents ETS0.krip
& My Computer ET4E.tmp

Q My Metwork Places @ gdizz.dl
@ lsasty.dil

@ sprsg.dil

Size
345 KB
305 KB

40 KB
3KB
Z5KB
59 KB
1 KB
3KB
23 KB
17 KB
22 KB

OkKB
134 KB
535 KB
947 KB

S1KB
36 KB
444 KB
S50 KB
245 KB
295 KB
45 KB
236 KB
633 KB

Type

Configuration Settings
DAT File

DAT File

DEL File

#ML Docurment

DAT File

Setup Information
T File:

TLE File

TLE File

DAT File

Text Document
Application Extension
Application Extension
Application Extension
Application Extension
Application Extension
Application Extension
Application Extension
TSP File

THMP File

THMP File:

Application Extension
Application Extension
Application Extension

Date Modified
5/19/2005 5:26 PM
5/19(2005 5:26 PM
5/19/2005 5:26 PM
5/19/2005 2:36 PM
5/19/2005 1:23 PM
5/15/2005 6:35 PM
518{2005 6:33 PM
5/1/2005 6:29 PM
S/15/2005 6:29 P
S/16/2005 6:29 PM
5/1/2005 6:25 P
5/18/2005 2:02 PM
3/29/2004 9:25 PM
3/29/2004 9:25 PM
3/29/2004 9:25 PM
3/29(2004 9:25 PM
3/29/2004 9:25 PM
3/29/2004 9:25 PM
3/29/2004 9:25 PM
3/29/2004 9:25 PM
3/29(2004 9:25 PM
3/29/2004 9:25 PM
3/29/2004 9:25 PM
3/29/2004 5:25 PM
1/9/2004 &:46 PM




Exhibit M-4 (continued):

File Edit View Favorites Tools  Help J;
e Back - \J lﬁ P ) search 0 Folders -
Address |[[3) CAWINDOWS|systemn32 "| Go
#| Mame Size  Type Date Modified B
System Tasks %) G400d.di 1,683KE  Application Extension  8/17/2001 10:56 AM
e e ) CatRootz F?Ie Folder 5/19/2005 5:27 PM
this Falder Cywhem File Folder 5/19/2005 2:54 PM
_-;-_3 add or remave (Chdrivers File Folder 5/19/2005 2:24 PM
programs [Co)Restore File Folder 5/18/2005 6:36 PM
') Search For files or [ config File Folder 5/18/2005 6:35 PM
folders [C)ircom File Folder 5/15/2005 6:30 FM
Chias File Folder 5/18/2005 6:29 PM
File and Folder Tam [C)Directy F?Ie Folder 5/16/2005 6:27 PM
() Macromed File Folder 5/18/2005 6:27 PM
j Make a new Folder [C)oobe File Folder 5/18/2005 6:27 PM
@ T C1Com File Folder 5/18/2005 6:25 PM
the Web [C2)MsDc File Folder 5/18/2005 6:25 PM
et Share this Folder [Z)spool File Folder 5/18/2005 £:02 PM
) CatRook File Folder 5/18/2005 12:03 PM
C)5etup File Folder 5/18/2005 12:00 PM
Other Places [Cjusmt File Folder 5/15/2005 12:00 PM
Ciras File Folder 5/18/2005 12:00 PM
2 WINDOWS (hicsxml File Folder 5/18/2005 11:59 AM
[} My Documents Sinpp File Falder S/18/2005 11:59 AM
| Shared Documents 1033 File Folder 5/15/2005 11:59 AM
:i My Computer Cwins File Folder 5/18/2005 11:57 AM
"j My Network Places ) 5helExt File Folder 5/15{2005 11:57 &AM
— [Cymui File Folder 5/18/2005 11:57 AM
(Cinetsry File Folder 5/18/2005 11:57 AM -
¥y = Folde ;

iistant ' A

Exhibit M-5:

Welcome to MSN.com

ome ko MM

Microsoft Internet Explorer.

File  Edit View Favorites Tools  Help nfé'
: . — a :
Y e - i 3 1A |
& B2 \_) \ﬂ \EL' ._lj 7 Search ‘:.A;’ Favorites @Medla @ =
Address |@ hikkpe: f v msn, com/ V| Go links e

Get the NEW MSN Messenger - it's FREE! Download the MSN Search Toolbar A

News & Sports
MM Yideo

Mews

Slate Magazine
Sports by FOR Sports
‘Weather

Look it Up
City Guides
Encarta

Maps & Directions
‘white Pages
‘ellow Pages

Living & Finances
Autos

Careers & Jobs
Credit Report

[ating & Personals
Health & Fitness

Search the Web:

Thursday, May 19

3

= Tarantino directs the
'CSI' season finale

MSNBC NEWS

- Stern cells customized

- Congress seeks drug test law
+ 2 aitlines to merge

SPORTS BY B4 SPORTS

) >
» Ramert il oot foe TS Lil Shaq'

my horme

HOTMAIL MESSENGER MY MSN - SIGM IM

&d Feedback

msni* movies

Summer
Movie Guide

@ (1 item remaining) Opening page http: f v, msn.com/ ..

Unknown Zone




Exhibit M-6:
. ‘ -

ur!r_;.._ =

IESkidia

7L start

Exhibit M-7:

@Back M > ) \ﬂ @ ;j j.j Search  Favorites @Media {f} k__\ = g
Address @http:,l’,l’www.crackz.ws,l’ b Go

Links **

Install On Demand (Other)

To display this page corectly, you need to download and
inztall the following components:

Java vitual machine

[CliNeyer download any of these compol

Download ] [ Cancel

ANJER NET FINJER
Ol | G- 00 &
‘Windows ¥P

Cidm 2niny

b | *

R B nterer




Exhibit M-8:

Server P
Microsoft Internet Exploren

Snaglbstudi




Exhibit M-8 (continued):

: D UMMCAL> +
; BOP18E36. L d.c

* SBystem
Pleaze
= ScaEyo FEMOVER

program
[

g

uu.u

i3 start




Exhibit M-8 (continued):

k D UMM<B1> +
8881 @E36 . M d.c

. Web Site Yiewer

ystem

: Pleaze Dialing Failed {error #6807,

n—_:E gc ks 2 remover
glt Studio progran

Ml Select CashBack

ge!
¢$°" 42 30% Cash Back at 1200+ Stores!

ShopAtHome Register % Shop Y Cash

Se_lect.(:()m 7N with us. from your & Get paid!
Your Selet Cash L5 favorite stores. J

Your Cash Back software from ShopAtHomeSelect.com has successfully
installed! Please enter your email address in the hox below, so we can notify you
of the cash rebates that we will send to you!

Your E-mail Address:

Sub

(1 you prefer not to give us your email today, we will remind you later so the cash can start
building in your aceount!)

Far an explanation of how aur program waoe, clidt here. By giving us wour email, you agres to aur
Terms & Conditions located here. To view our End User License t, including instructi
for removing our Cash Back Software, click here.

Thiz iz an offer fram Beleare Sroup, Ine. dibfa ShopAtHomeSelect.com and is not sponsored by
the website vou are viewing.




Exhibit M-9 (continued):

Falders Y % From Subject Received /&

=& Local Folders =] Cheap Car Get a Free quote! Mon 173720..
R Inbox [1357] Warning: Spam Overload Mon 1/3/20..
§F Outhax 1 Mon 1/3/20..

3 Sent Iterns i E Your Inbox has too much SPAM! i Tus 1/4f20..
(3 Deleted Iterns _*_J Update your spam protection Now! Tus 1/4720..

Drafts 1 Tus 1/4/20..
Tus 174770,

e FTOTTTEY e T Tus 1/4/20..

=] uuhjkjj.com New Exclusive Online Shop Web 1/5/20.
=] newslette... Low rate at your fingertip Web 1/5/20.

=] sales... Shop now and save up to 75% Web 1/5/20.
=1 I0G Shipping Delivery Confirmation #024-qr2n0s.. Web 1/5/20.

Terms & Condmions located Nere, 1o wiew our End Uzer Lice nze
for remowing our Cash Back Sofhware, olick here.

Thiz iz an offer fram Belearo Group, Ine. dibfa ShopAtHomeSelact.com and is not sponzored by
the website you are wieming.

/g start [m

Do you want to install and run "The free gaming software
sighed on 3/3/2005 B:45 AM and distributed by:

Crazywinnings Inc.

Publizher authenticity verified by YeriSign Clazz 3 Code
Signing 2001 Ca

Caution: Crazywinnings Inc. asserts that this content is
zafe. vou should only install view thiz content if pou trust
Crazpwinnings Inc. to make that assertion.

[ Always trust content fram Crazywinnings Inc.

e ] [ Mo ] [ More Info

uu.u




Exhibit M-9 (continued):

Microsoft Internet Explorer; E'

(] iy . 36 in UHD UMM<B1> +
BBA1BE3S . Error wa W You must click YES to cantinue. - FE R SR RS

#*# System can not

Plea=ze check vo

chyour PC w 9 ./ SpYware Fremover
pro m to fix the probhlem.

uu.u

Exhibit M-10:

B8 Add or Remove Programs

i/{ Currently installed programs: Sork by | Mame b
Change o “# pd-Aware SE Personal
Remove
F pott infor
:% o t From S Change/Remave
Add Hew @ Internet Optimizer Size  0.10ME
Programs
2 Search Assistant Uninstall
5 4 Security iGuard Sze  9.87ME
addiRemove ﬁl Select CashBack
Windows
GRS 80 Sniaglt 5 Size: 8.71MB
;'_'] Spybat - Search & Destroy 1.3 Size  14.66ME
G5 TContext
(@l The BullsEye Metwark Size  7.59MB
"‘f; UCmare - The Search Accelerator Size 0.35ME
ﬁ WebSearch Toolbar Size 3.41MB

ﬁl ‘Windows %P Hotfix - KBS23980
ﬁl ‘Windows %P Hotfix - KB328035
ﬁl ‘Windows %P Hotfix - KB335732
ﬁl ‘Win-Tools Easy Installer iby WebSearch)




Exhibit M-11;

& Program Files

File Edit View Favorites Tools

eBack 2 \_) @ /'T]Search E‘Z‘ Folders

Help

Erowse |[23) Ci\Program Files

v| Go :

System Tasks
Hide the contents of

this Folder

@Y Add ar remove
programs

IJ Search For files or
folders

File and Folder Tasks

(29 Make a new folder

@ Fublish this Folder ko
the Web

fed Share this Folder

Other Places

e Local Disk ()

My Documents
|) Shared Documents
d My Computer

id Iy Metwork Places

Exhibit M-12;

& WINDOWS

[C5) Comman Files

5 ComPlus Applications
[C5)Internet Explarer
@Internet Optimizer
[ChLavasoft
&]Messenger

() microsoft Frontpage
(CMavie Maker
CIMsm

— | [C)MSM Gaming Zone

&]NetMeeting

C)online Services

) 0utlook Express

[ 5ecurity iGuard
[C5)Spybok - Search & Destroy
5 TechSmith

|C5) TheSearchacrelerator
) Toolbar
[C)'WebSiteviewer

() wWindows Media Player
() wWindows MT

— [xero

Size

& Fro gram Fil

Tvpe

File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File: Folder
File Folder
File: Folder
File: Folder
File: Folder

Date Maodified

5/19(2005 5:40 PM
5/19/2005 5:40 PM
5/19(2005 5:39 PM
5/18/2005 6:25 PM
5/18/2005 6:25 PM
5/19(2005 5:39 PM
5/19/2005 2:47 PM
5/19(2005 1:23 PM
5/18{2005 6:30 PM
5/18{2005 6:27 PM
5/18/2005 6:25 PM
5/18/2005 &:24 PM
5/19(2005 2:54 PM
5/18/2005 6:27 PM
5/18/2005 6:26 PM
5/19/2005 541 PM
5/19/2005 5:26 PM
5/19(2005 2:49 PM
5/19(2005 5:40 PM
5/19/2005 5:46 PM
5/19/2005 5:39 PM
5/19(2005 1:23 PM
5/18/2005 6:24 PM
5/18{2005 6:30 PM

File Edit “iew Favorites  Tools

eBack = \,Q

L% pSearch lF’ Folders

Help

EBrowse |22 CWINDOWS

=

v| Go Address

System Tasks

Hide: the contents of
this Folder

Ly Add ar remove
programs

') Search for files or
folders

File and Folder Tasks &

29 Make a new folder

@ Fublish this Folder ko
the Web

bed Share this Folder

Other Places

g Local Disk ()
ﬂ My Docurnents
|5) Shared Documents
i My Computer

!d Iy Metwork Places

[ ectr01.d0
@ nemzz0.dl
b AFHEGHHM
@ optimize

l.' ucroreie:x
&9 shop10a3
B deprot
Finstaller_s1ac

Eedow

= Estubinstallersg?s

Iﬁcxtpls_loader
@ xpsplhfm

E} ksoc

E] nkdtcsetup

=| KBE35732
imsins

= iist

E] comsetup

2] acmsn

odemLog_Aztech Softks6 D...

Size
242 KB
KB
45 KB
36 KB
1KB
S1KE
506 KB
35 KB
3KB
28 KB
43 KB
7S KB
1585 KB
GKB
19KB
12 KB
12KB
ZKB
FOKE
22KB
ZKB
20 KB
ZKB
33KB
16 KB

Tvpe

Text Document

Text Document:
Application Extension
Application Extension
Configuration Settings
Application
Application
Application
Configuration Settings
Application
Application
Application
Application

Text Document

Text Document

Text Document

Text Docurment:

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Date Modified
5/19/2005 5:40 PM
5/19/2005 5:40 PM
5/19(2005 5:39 PM
5/19(2005 5:39 PM
5/19/2005 5:39 PM
5/19/2005 5:39 PM
5/19/2005 5:39 PM
5/19/2005 5:39 PM
5/19/2005 5:39 PM
5/19/2005 5:39 PM
5/19/2005 5:39 PM
5/19(2005 5:39 PM
5/19/2005 5:39 PM
5/19(2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19(2005 2:54 PM
5/19/2005 2:54 PM
5/19(2005 2:54 PM
5/19/2005 2:54 PM
5/19(2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM
5/19/2005 2:54 PM

-



Exhibit M-12 (continued):

WINDOWS
File Edit Wiew Favorites Tools  Help "'ik.
@ Back - \_‘; lﬁ p Search " Folders
Browse |3 CWINDOWS v| B oo i [ED address
#| Mame Size = Type Date Modified ad
System Tasks [Z] kBEzE035 FKE Text Document 5/19/2005 2:54 PM
e oo ter e msins, BAk ZKE BAK File 5/19/2005 2:54 PM
EErniaa KB523950 SKE Text Document 5/19/2005 2:53 PM
@ Pl arireer e o OKE Text Document 5/19/2005 2:37 PM
programs bootstat ZKE DAT File 5/19/2005 2:36 PM
"J Search For files or Schedlgl 15KE  Text Document 5/19/2005 2:34 PM
folders 2] setuplag 706 KE  Text Document 5/19/2005 2:12 PM
OEWABLOg 1KE  Text Document 5/19/2005 1:23 PM
File and Folder Tasks REGLOCS, OLD GKE OLD File 5/18/2005 6:35 PM
E} setupact 159KE  Text Document 5/18/2005 6:33 PM
Em Rename this File }win 1KB Configuration Settings  5/15/2005 6:29 PM F
C& T control 0KE Configuration Settings  5/18/2005 6:29 PM
) Copy thisfe WMSysPric,prs Z93KE  PRY File 5/18/2005 6:29 PM
3 ' o }ODBCINST SKE Configuration Settings  5/18/2005 6:29 PM
(2] S\ﬂSh this file ta the ) windows Update 1KB  Text Document 5/18/2005 6:29 PM
3 E-mail this File E:I sessmgr.setup ZKB Text Document 5/18/2005 6:26 PM
: o }vbaddin 1KE Configuration Settings  5/18/2005 6:25 PM
¢z Print this file b 1KE Corfiguration Settings  5/18/2005 6:25 FM
K Delete this file [Z) DrcInstal 1KE Text Document 5/18/2005 £:25 PM
E] Wiaserve 1KE  Text Document 5/18/2005 12:06 PM
W Ej wiadebug 1KE Text Document 5/18/2005 12:06 PM
Other Places [Z] 5ti_Trace OKE Text Document 5/18/2005 12:06 PM
g Local Disk (C1) E] regopt ZKB Text Document 5/18/2005 12:03 PM
ﬂ T 3system 1KE Configuration Settings  5/18/2005 12:03 PM
E} setuperr OKE Text Document 5/18/2005 12:02 PM
| Shared Documents W | 49 KE  Application e

72 start

& WINDOWS
File  Edit Wiew Favorites Tools  Help

Back ~ [ | © Search * Folders -
7 J 7" )
Bromse |(3) CWINDOWS v| Eeo (D adiress
A Mame Size  Type Date Modified S
System Tasks Fo7pvanss 49KB  Application 5/11/2005 5:12 PM
—— Fexd 112 KB Application 426/2005 11:25 AM
e 1 ahadp 76 KB Application 3/18(2005 3:36 PM
@ Bl ep D Bdeskbar 1KE Configuration Settings  2/8/2005 5:54 PM
prograris Fzeta G4 KE  Application 11/12/2004 5: 16 PM
42 search for files or Fbditra 21ZKE  Application 7}1/2003 2:51 PM
folders Fsveproc 6KE Application 6/10/2003 2:43 AM
& Zapotec 10KE Bitmap Image 8232001 8:00 AM
File and Folder T c@ winhlp32 261 KB Application 8232001 8:00 AM
| G winhelp 251KE  Application (23/2001 5:00 AM
@ Rename this File @ wmmreg32.dl 19KE Application Extension  8/23/2001 &:00 AM
B Move ths e Bltwunk 32 25KB  Application (23/2001 5:00 AM
i Bk _1s 49KE  Application /232001 §:00 AM
E p?‘l o @ bweain_32.dil 46 KB  Application Extension  8/23/2001 8:00 AM
2] \f\j‘:&s" this file to the %] bwir, 93KB  Application Extension  $(23/2001 8:00 AM
£ E-mailthis e FAraskman 15KE  Application 8(23/2001 §:00 AM W
 — & Soap Bubbles 65 KE  Bitmap Image 8/23/2001 5:00 AM
- B = sET7.tp 14KB TMP File (23/2001 5:00 AM
K Delete this file SET3.bmp 1,061 KB THP File (23/2001 5:00 AM
[ﬂ Santa Fe Stucco 65 KE  Bitmap Image 8232001 8:00 AM
T River Sumida 27 KB Bitmap Image 8232001 8:00 AM
=
Other Places (%4 Rhodadendran 17KE Bitmap Image 8232001 8:00 AM
g Local Disk (C:) Qregedit 131 KB Application 8/23/2001 8:00 AM
@ T TS & Prairie Wind 65 KE  Bitmap Image 8232001 8:00 AM
1 [ NOTEPAD 65KE  Application 8(23/2001 §:00 AM
|5 Shared Documents | M3 iguration Sethinas & 001 5:00 AM st




Exhibit M-12 (continued):

WINDOWS

File Edit VYiew Favortes Tools Help

eBack = \_) @ pSearch H?‘ Folders

Browse |[22) C:HYWINDOWS

A Mame

Bmsdfmap
E'th

System Tasks

[/ Hide the contents of
this Falder & Greenstone

Ly Addar remave & Gone Fishing
programs & FeatherTexture
I) Search For files or [T explorer
folders d explorer
Bdesktop
Coffee B
File and Folder Tasks & kil
@clock

Iﬂ Rename this file & Blue Lace 16

,:& Move this file _dz.efault
Copy this file g?a'l
. . emp
e S\g:llsh this File to the Ssystem3z
() E-mail this fil= [E)Prefetch
[inst

x CEE S (& Downloaded Program Files

[5)web
) LastEood
| [C3)Debug
e Local Disk () Sime
(£ My Documents gsecu.rity
repair
@ Shared Documents ﬁTaDsks
d Iy Computer v e

Other Places

== ad-Awar

WINDOWS

File Edit View Favorites Tools  Help

eBack & \J @ pSearch H’_‘Z‘ Falders -v

Size
ZKB
27 KB
26 KB
17 KB
17 KB
1KB
9753 KB
1KB
17 KB
g1 KB
ZKB
1KB
73KB

Type

Configuration Settings
Application

Bitmap Image

Bitmap Image

Bitmap Image
‘Windows Explorer C,..
Application
Configuration Settings
Bitmap Image

video Clip

Bitmap Image
Sharteut ko MS-DOS...
Application

File Folder

File Folder

File: Folder

File: Falder

Falder

File: Folder

File: Folder

File: Folder

File: Folder

File: Folder

File: Folder

Folder

Date Modified
/232001 8:00 AM
Bl23/2001 500 AM
Bl23/2001 500 AM
232001 500 AM
232001 500 &M
Bl23/2001 500 &M
Bl23/2001 500 AM
Bl23/2001 500 AM
Bl23/2001 500 AM
8/23/2001 8:00 &M
Bl23/2001 500 AM
8/23/2001 ;00 AM
10{10/2000 9:33 AM
5/19/2005 5:48 PM
5/19/2005 5141 PM
5/19/2005 5:40 PM
5/19/2005 5:39 PM
5/19/2005 535 PM
5/19/2005 5:31 PM
5/19/2005 2,54 PM
5/19/2005 2,37 PM
5/15/2005 &30 PM
5/15/2005 &30 PM
5/15/2005 &30 PM
5182005 6:29 PM

Erovse |2 CWINDOWS

A Mame
System Tasks Sime
Hide the contents of E:lsecu.rlty
this folder Dyrepair
[Ty Add or remove
programs |C)Regiskration
’J Search for files or [EH offline weh Pages
falders [)srchasst
[CPCHEALTH
File and Folder Tasks 2 Corielp
@Cursors
@ Renamne this Folder - | [(D)Fants
@ Move this Folder @sy.stem
Copy this Folder g\:mlsi‘:ch
led Share this Folder @Mzzia
() E-mall this Folder's files [bwain_32
x Delete this Folder [Cmsagent
[CJResources
&amui
oOther Places [Cimsapps
B B g][?r\:er Cache
My Documents ) Conneckion Wizard
|3 Shared Documents [C3)Config
d My Computer S)addins
e v

Size

Type

File Folder
File: Falder
File: Falder
Falder

File: Folder
Folder

File Folder
File: Falder
File: Falder
File: Falder
File: Falder
File Folder
File: Folder
File: Folder
File: Falder
File: Falder
File: Folder
File Folder
File: Folder
File Folder
File: Falder
File: Folder
File: Falder
File Folder
File Folder

Date Modified =
5/18/2005 6:30 PM
5/15/2005 £:30 PM
5{18{2005 6:30 PM
5{18{2005 6:29 PM
5{18{2005 6:29 PM
5{16/2005 6:28 PM
5/18/2005 6:27 PM
5/15/2005 6:26 PM
5{18{2005 6:26 PM
5{18{2005 6:24 PM
5/15{2005 12:03 PM
5/18/2005 12:03 PM
5/18/2005 12:02 PM
5/15/2005 12:00 PM
5/15{2005 12:00 PM
5/15{2005 12:00 PM
5/15/2005 11:59 AM
5/18/2005 11:57 AM
5/18/2005 11:57 AM
5/18/2005 11:57 AM
5/18/2005 11:57 AM
5/18/2005 11:57 AM
5/18/2005 11:57 AM
5/18/2005 11:57 AM
5/18/2005 11:57 AM

v|Go_

g!n

v| Go © Address

~




Exhibit M-13:

ystem32 E]

File Edit View Favorites Tools Help

eBack = \_) Il.ﬁ /:) Search [{_

Browse | CHWINDOWS system32

-~ Folders .v

v| Go © Address

| Mame Size  Type Date Modified = 25

System Tasks Efrbudifas OKE  HTML Document 5/19/2005 5:45 FM g

P clteksl 4KE  Configuration Setti 5/19/2005 5:44 PM

Hide the contents of _}c e .on e !on E_ ings ESILof
i Al | netutanex, vxd 167 KB Virtual device driver 5/19/2005 5:41 PM
&Y Add or remove wx0 BKE MLS File 5/19/2005 5:41 PM
programs macd0ex.idf 1,422 KB IDF File 5/19/2005 5:41 PM
,) Search for files aor Frnilkidlr 3KE DAT File 5/19/2005 5:41 PM
folders SKE MLS File 5/19/2005 5:40 PM
BKE MLS File 5/19/2005 5:40 PM
OrFl 25KB  DATFil 5/19/2005 5:40 PM

File and Folder Tasks = 1rgag . o 19
@ auko_update_uninstal 1KE  Text Document 5/19/2005 5:40 PM
=9 Make a new Folder [ auto_update_uninstall 228 KB Application 5/19/2005 5:40 PM
& Publish this Foder to nfkdmhhe 178KE DAT File 5/19/2005 5:40 PM
the Wweb = Fizhfai 4KE DATFil 5/19/2005 5:40 PM
kad Share this Folder [Fldavpinst 244 KB Application 5/19/2005 5:39 PM
[ cangntfs 100 KE  Application 5/19/2005 5:39 PM
}cj?4i63l 1KE Configuration Settings  5/19/2005 5:39 PM
Other Places £ babilern OKE DAT File 5/19/2005 5:39 PM
}D?pvggss 1KE Configuration Settings  5/19/2005 5:39 PM
= e i pzsecaxct 25KB  Application 5/19/2005 5:39 FM
[} My Documents Flusz4zzszc 22 KB Application 5/19/2005 5:39 PM
|3 Shared Documents Eintronsad 11 KB Application 5/19/2005 5:39 PM
i My Computer [ wnsintee 1KB  Application 5/19/2005 5:35 PM
.d My Matwork Places @ egpf.dl 39KE  Application Extension  5/19/2005 5:38 PM
Flipzsczzzasanct GKE Application 5/19/2005 5:37 PM

|2xxzdsafsafczxcr Application 5/19/2005 5:37 PM

5:49 PM

File Edt ‘iew Favorites Tools  Help Jg
@ Back - J ﬁ p Search - Folders -
Browse |[2) CAWINDOWS systemaz V| Go - © Address
M| Name Size | Type Date Modified = o
System Tasks [Plintfsdrfdsransad 36KE  Application 5/19/2005 5:37 PM =
@ S et Eizxczxcr 6KE Application 5/19/2005 5:37 PM
this folder Flemdzz SKE Application 5/19/2005 5:37 PM
ib et arr e 3PerFStringBackup 348 KE  Configuration Settings  5/19/2005 5:26 PM
programs perfhoog 305KE  DAT File 5/19/2005 5:26 PM
".) Search For files or perfc00g 40KE DAT File 5/19/2005 5:26 PM
Falders wpa.dbl 3KE DEL File 5/19/2005 2:36 PM
wmpscheme Z5KE  ¥ML Document 5/19/2005 1:23 PM
File and Folder Tasks EI FNTCACHE GIKE DAT File 5/18/2005 6:35 PM
}$winnt$ 1KE  Setup Information 5/18/2005 6:33 PM
®]i Rename this file KB NTFile 5/15/2005 6:29 PM
@ Mave this File Z3KE TLE File 5/18/2005 6:29 PM
Capy this fie amcompat 17KE TLE File 5/18/2005 6:29 PM
' o emptyregdh ZZKE DAT File 5/18/2005 6:25 PM
2 ] E\ﬂs" this file to the 2] h323log OKB Text Document 5/18/2005 2:02 FM
() Exmaithis fle Feciz4inzl 30KE  Application 5/11/2005 3:33 PM
o Ecltekslc 193KE  Application 511/2005 8:11 AM
X Delete this file %] scasjave.di 72KB  Application Extension  5(11/2005 £:01 AM
maexdim.srg 112KE SRG File 4{26/2005 11:28 AM
e et 11ZKE  Application 4{26/2005 11:25 AM
| [Flexdn 112KE  Application 4}26/2005 11:28 AM
3 WINDCWS Eexdl 112KE  Application 4{26/2005 11:28 AM
@ My Doacuments @ msbe. dil 60KE Application Extension  3f28/2005 11:42 AlM
& shared Documents ‘_@exclean 32KE  Application 1/18{2005 11:03 AM
@ javesxulm, vxd 36KE  Wirtual device driver 11/12/2004 5:18 PM

d My Computer

=)

S:50 PM




Exhibit M-13 (continued):

& system32 4 .

File Edit View Favorites Tools  Help ﬂ'
Q Back * () ? / ! Search Folders v
Browse | ) CAWINDOWSsystem3z v | Bco [ address
A Mame Size | Type Date Modified &
System Tasks | %) 400d.di 1,693KE  Application Extension  &/17/2001 10:56 &M
(@) Hie the contents of Erxsieqd 74 KB  Application 1/29/2000 12:13 PM
— e Flinstsrv 32KB  Application 9/2/1994 7:01 PM
T4 Add or remove |Z)5ahImages File Folder 5/19/2005 5:41 PM
. programs [D)drivers File Folder 5/19/2005 5:39 FM
o~ Search for files or |[)CatRootz File Folder 5/19/2005 5:42 PM
Folders Cwbem File Folder 5{19/2005 2:54 PM
| CIRestore File Folder 5/18/2005 6:36 PM
File and Folder Tau R 2 |[Ziconfig File Folder 5/18/2005 6:35 PM
|Zhxircom File Folder 5/18/2005 6:30 PM
Em Rename this file = | [Dias File Folder 5/158/2005 6:29 PM
_¢' ket il |[)Directy File Folder 5/18/2005 6:27 PM
D Copy this Fle |[CiMacromed File Folder 5/18/2005 6:27 PM
' o [Zioobe File Folder 5/18/2005 6:27 PM
(2] S\;‘:"Sh this file to the )Com Fils: Foldr 5/18/2005 £:25 PM
) E-mailthi e [CIMsDte File Falder 5/15/2005 6:25 PM
o [)spaal File Folder 5/18/2005 6:02 PM
K Delete this fie [C)catroot File Folder 5/18/2005 12:03 PM
IJ)5etup File Folder 5/18/2005 12:00 Pr
Oihar Placas [ZJusmt File Folder 5/18/2005 12:00 P
_lras File Folder 5/18/2005 12:00 PM
C3) WINDOWS Iicsxml File Folder 5/18/2005 11:59 AM
() My Documerts Inpp File Folder 5/18/2005 11:59 AM
21033 File Folder 5/18/2005 11:59 AM

|3 Shared Documents
; Iy Computer
P—'
‘istart | B

|[Zwins

File Folder 5/18(2005 11:57 AM

JDirPrinter

Security warning

in IE has occured at BO28:CHA11E36 in VXD UMM{B1)> +

BBBiBES‘_;_G. Error was caused by Trojan—Spy.HTML.Smitfraud.c

#* System can not function in normal mode.
Plge check you security settings.

Sc your PC with any avaliable antivirus / spyware remover
pro m to fix the problem.

uu.u




Exhibit M-15:

ware SE Personal

Copyright 1 9992004 avasoft SwedenVAll rights reserved J J
) Status ) | Scanning Results
g SCan novy Wamgﬁgible Szt \l }Scan Leg
e ——
Ohj. “endor Type Category ji Comment
M| UGS ] S e [ | UL AT s I
@ addatel } |:| Q,) Tracking Co... IECache ... Data Miner ie: franklini@pacificpoker ... Hit=:3 A
|:| Q,) Tracking Co... [ECache ... Drata Miner Cookie: franklin@@servedby a.. Hit=:1
Add-ons |:| Q,) Tracking Co... [ECache ... Drata Miner Cookie: franklini@alueclick coms Hits:5
‘—J |:| Q,) Tracking Co... [ECache ... Drata Miner Cookie: franklin@pho hithox c... Hit=:1
|:| Q,) Tracking Co... [ECache ... Drata Miner Cookie: franklini@realmedis com! Hit=:1
9) Help J |:| Q,) Tracking Co... [ECache ... Drata Miner Cookie: frankliini@z1 adserver ... Hits:6
|:| Q,) Tracking Co... [ECache ... Drata Miner Cookie: franklin@@hitbox com/! Hit=:3
|:| Q,) Tracking Co... [ECache ... Drata Miner Cookie: franklin@casalemedia... Hit=: 7
|:| Q,) Tracking Co... [ECache ... Drata Miner Cookie: franklin@fastclick net! Hitz:10
|:| Q,) Tracking Co... [ECache ... Drata Miner Cookie: franklini@revenue net! Hit=:3
e wxz Process Malwvare CHANDOWS sy stem32DrP .
|:| WH2 Regkey Malvware HKEY _USERS:S-1-5-21-1075...
|:| WH2 RegWalue Malvware HKEY _USERS:S-1-5-21-1075...
|:| WH2 RegWalue Malvware HKEY _USERS:S-1-5-21-1075...
|:| WH2 RegWalue Malvware HKEY _USERS:S-1-5-21-1075...
|:| WH2 RegWalue Malvware HKEY _USERS:S-1-5-21-1075... N
WH2 RegWalue Malvware HKEY _USERS:S-1-5-21-1075...
WH2 Regalue Malveare HKEY USERS:S-1-5-21-1075... 5
| Right-click an tem for mare options, Doubleclick to shaw details. |
70705 Ohjects 5 Quarantine J 2 Showy Logfile J | 4 et J

Ad-Aweare SE Personal, Build 1.05

v P -
£ Nare se o &S
Copyright 19992004 Lavasoft SwedenVAll rights reserved J
Gt ) | Scanning Results
g Scan now WQNEQHBME lypzts \l }Scan Log
e —
Ohj. “Yendor Type Category Ohbject Comment
G Ad-watch L gy R | Regwalue | Malware | HHEY_USERES-1-5--100E.. | F
.—J |:| WR2 Reg'alus Malware HKEY _USERS:S-1-5-21-1075... =
D SHZ Regvalus Malware HKEY _USERS:S-1-5-21-1075...
Add-onz I il WH2 Regvalus Malaare HKEY _UISERS:S-1-5-21-1078...
D W2 Regalue Malvware HKEY _USERS:S-1-5-21-1075
Q) Help |:| WH2 Regvalue Malvware HKEY _USERS:S-1-5-21-1075...
.—J |:| WR2 Reg'alus Malware HKEY _USERS:S-1-5-21-107 ...
|:| WH2 Regvalue Malvware HKEY _USERS:S-1-5-21-107...
|:| WH2 Regvalue Malvware HKEY _USERS:S-1-5-21-1075...
D W2 Regvalue Walware HHEY _USERS:S-1-5-21-1075...
|:| WH2 Regvalue Malvware HKEY _USERS:S-1-5-21-1075...
D WHZ Regalue Malware HKEY _USERS:S-1-5-21-1078...
|:| WH2 Regvalue Malvware HKEY _USERS:S-1-5-21-107...
|:| WHZ Regvalue Malware HKEY _USERS:S-1-5-21-107...
|:| WH2 Regvalue Malvware HKEY _USERS:S-1-5-21-107...
|:| WH2 Regvalue Malvware HKEY _USERS:S-1-5-21-1075...
e WH2 Regvalue Malvware HKEY _USERS:S-1-5-21-1075... =
|:| WH2 Regvalue Malware HKEY _USERS:S-1-5-21-1075...
. R BB LISERS-S 1 5 31 10 5
| Right-click an item for more options, Doubleclick to show details. |
701705 Objects 5 Quarartine J 2 Show Lagfile J | 4 et J

Add-Ayvvare SE Personal, Build 1.05




Exhibit M-15 (continued):

* pd-Aware SE Personal

ot 13

AL

SRS ) | Scanning Results
@ Scan novy WQNSQI@NE Gleis \l }Scan Log
e —
Ohj WEncor Type Category Ohject Commert
&y Ad-Watch | [ VK2 Regalue Malware HKEY _JSERS:S-1-5-21-1073... ~
i VK2 Regyalug Malwvare HKEY_USERS:5-1-5-21-107...
g |:| VX2 Regalue Malvvare HKEY _IUSERS:5-1-5-21-1078...
\—J D WH2 Regalue Malweare HKEY _USERS:S-1-5-21-107...
D WH2 Regvalue Malware HHEY _IISERS:S-1-3-21-1073...
@) Help J ] WHZ Regalue Malware HKEY _ISERS:5-1-5-21-1075...
D j VX2 File: Malvware ChDocuments and SettingsiF ..
D j WHZ File Malware CDocuments and SettingsiF ..
] O vx2 File: Malware C:System Volume Information...
D j VX2 File: Malvware CSystem Volume Information
D j WHZ File Malvware CSyatem Yolume Information ...
O wxz File: Malware CriSystem Yolume Information ..
|:| :l VX2 File: Malvvare CUMMDOWS sy stem32I0P .
D j VX2 File: Malvwware COMMDOWE wufssfvk exe
il VK2 Regkey Malwvare HKEY _CURRENT_USER: s0ft...
|:| VX2 Regalue Malvvare HKEY _CURREMT _LISER: zoft...
D VX2 Regkey Malvware HKEY _LOCAL _MACHIME: syvst .. -
D WRZ Reg'alue Malware HHEY _LOCAL_MACHME svys. . W
| Right-click an item for more options, Doubleclick to show details |
01705 Objects & Quarantine J 2 Showy Logfile J | 4 Iext J

Ad-2wvare SE Personal, Build 1.05

Ad-fware SE Personal

Ad-Aware se ¥ 4 o @ 1

[Copyrihts 2004 snvasoft SwedenVAll rights reserved) J ) J J J
s ) | Scanning Results O
(Q scan now A)Scan Summary | A Critical Objects \]\QNegligible Ohjects \\l % Scan Log

e —

Chj. Wendar Type Category Chject Commert
G Ac-niatch 1= WH2 Regkey Malvvare HKEY _LOCAL_MACHINE: sys... ~
) il ] Regvalue Malware HKEY_LOCAL_MACHINE: syst.. =
- |:| VK2 Regalue Malvware HKEY _CURREMT_IISER: =0ft..
Add-ons ) O wvxe Folder Malware CADOCUME1 FrankinLOCA, .
08 win3zBlaster Process Dsta Miner CWMNDCVWE S ystemE2imahl...
9) Help |:| ﬁ WWin32 Blaster RegData Malvware HKEY _LOCAL_MACHIMNE sof .. W32 Blaster Worm
— |:| Win32 Blaster Reghata Malware HHEY _LOCAL_MACHINE sof .. W32 Blaster a....
|:| g Win32 Blaster Reghalue Drata Miner HKEY _LOCAL_MACHIME: Soft... "eindos suta .
|:| :l WWin32 Blaster File Data Miner cowvindovestsystem32mshla. .
|:| j Win32. Trojan.. File Malware COMMNDCYYShiErystedmond exe
|:| wyindowes RegData “ulnerability HKEY _LOCAL_MACHIME sof .. Shell Possibly C..
|:| Zango Regkey Diata Miner HKEY _CLASSES ROOT:clsid..
|:| Zango Reghalue Drata Miner HHEY _CLASSES _ROOT:clsid..
|:| Fango Regkey Diata Miner HKEY _CLASSES _ROOT:cliert...
ol Lango Redvalue Data Miner HKEY _CLASSES_ROOT.Clien...
|:| Zango Regkey Drata Miner HHEY _CLASSES _ROOT:clien...
|:| Fango Reghalue Diata Miner HKEY _CLASSES _ROOT:cliert...
] Zango Regkey Data Mingr HKEY_CLASSES_ROOT:rtert... 3
=
| Right-click an item for more options, Doubleclick to showe details. |
701705 Ohjects %) Guarantine J 2 Show Logfile J L et J

Aod-Myyare SE Personal, Build 1.05




Exhibit M-15 (continued):

fud-Aware SE Personal

__@s=e ) || Object Details )
@ seannow ) “endor: V2
) Category: Malware Comment
(G adwiatch Ohject Type:  Process Hit=:3 A
—_— Size " o
; Location: CAWINDOWS s ystem32\DrPMaon. dil

(E Add-cos ) Last Activity:  5-20-2005 3:07:42 PM

Risk Level: High

( @ Help TAC Rating: jLET e N —— |
— Comment:
A& Description

Malweare. Causes Popups and may install unsolicted software

Show TAC page for "VX2"

- — 2
o Clphoard ) v Close r)
7017705 Chjects & Quarartine 3 [ Show Logfile ) b Mext J
LavasSOFT] - Awware SE Personal, Buld 1.05

Ty start

Ad-Aware SE Personal

(B status ) | | Object Details o
Q) scan now ) ‘endaor: W2
; Categoary: Malware Comment
(& adwistch Object Type:  Regkey Hits:3 A
e Size 795 Bytes
— Location: CAsoftwarehaurorat
([ Add-ons ) Last Activity: 5-20-2005
; Risk Level: Low
( Hel YRRV 1] = —— ]
@) Help ]
—.) Camment:
#& Description
Malweare. Causes Popups and may install unsolicted softweare
Show TAC page for "W¥X2"
e v
EJro cliphosrd ’ ' Close ’)
701/705 Chiscts & cuarantine J g [# Show Logile ) b Mext 3
LavasorT] - Aware SE Personal, Buld 1.05

Tu Start




Exhibit M-15 (continued):

& Ad-fware SE Personal

() Status v ODjECt Details J
Q] scan now ) Yendor VX2
) Category: Malware Commert
(G Auwistch Object Type:  RegWalue Hits:3 -
e Size: 21 Bytes
rreey Location: .Agoftwarebaurara "AUFHE0FEDIst”
(B8 Add-ons ) Last Activity:  5-20-2005 ]
Risk Level: Low
| @) Help TAC Rating: MBS
——— Cornment:

A& Description

Malware. Causes Popups and may install unsolicited software

Show TAC page for "WVX2"

o Cliphoard J \/ Cloze J >
701/705 Ohjects & cuarartine ) [ Show Logfile J (P nexd )

Ail-Awyvare SE Personal,fuild 1.05

(&) 11:44 AM

Ad-Aware SE Personal

O] Status ) | | Object Details <
Q) scan now J “endor: VK2
5 Category: alware Comment
(&R Ad-visich Object Type:  File -~
—_— Size: TETTE Bytes T
’ Location C AContent. IESWYLAFEDELPaller[1]. exe
{ dodops J Last Actiity:  5-20-2005 3:08:40 PM
5 Risk Level Low
[ g Hel TAC Rating: 1B e
A Cornment:

A% Description
Malware. Causes Popups and may install unsolicited software.

]
Show TAC page for "WX2"
— R
T Cliphoard ) " Cloze J
701705 Objects & cusrantine ) [ show Logfile ) b Mext )

Aod-Beare SE Personal, Build 1.05




Exhibit M-15 (continued):

Ad-Aware SE Personal

(3 staius ) | | ©Object Details o
@ scan now ) Wendor: X2

Category: Malware Comment |
(" @y ddwstn Object Type:  Regkey ' R -~
sl Size 18 Bytes T
. Location: softwaretceresh
([ Add-ons ) Last Activity: 5-20-2005

Risk Level: Low

[ @ Hep ) TAC Rating: 10
Comrment:

il E—
Malvware, Causes Popups and may install unsolicted software

Show TAC page for "W¥X2"

0 Cliphoard ) | & Close ) =
T01/705 Chiects [ & ouarantine J -.QShQWLogfila ) { »  Mext )

Ad-Ayvare SE Personal, Buid 1.05

Aurora

File Mode Language Help

) @ : e s
)_. Check for problems Fix zelected problems = Frint @Help

Thiz iz the main scan page of Spebot-50. Here you zcan your spstem [“'Check for problems" button] and fix any
problems that were found ["'Fix selected problems" button]. Hint: if you haven't done za yet, we recommend you read
the: tutorial [zee Help menu] ta learn how to deal with the scan resulks,

Immunize Hide this information
Problem Kind
= FastClick 1 entries
Update Abetterlnternet 2 entries
<$DIR_TEMP> Directary s
C:A\Documents and SettingsyFranklintLocal Settingshdpplication Datab. . \TempiDiTemph [__j =
Seftings Reqistry key 5
HKEY_USERS4S-1-5-21-1078081533-1708537 768-854245398-1 003\ S oftwareh aurora @ =
Advertizsing.com 2 entries
AproposMedia 4 entries
Avenue A, Inc. 1 entries
CallingHome_biz 1 entries
CoolwwhwWSearch. Googlems 1 entries
CoolwwwSearch.Leftovers 1 entries
- [w] DoubleClick 1 entries ]

128 problems found [02:13]

(=) 11:54 M




Exhibit M-17:

ol Web Search - Microsoft Internet Explorer:

File Edit View Favorites Tools  Help ¥e .:"
y - A, = i) 5 P h™ |
\ . & e : ) = By )
€ > ® n: | lj 7 Search < Favarites @ Media €§. | ==

Browse |@ hitkp: f e, hsnenfkeal bizf V| Go

Search For | Type search term(s) here v| A wieh Search : 11 blocked a m

WEB SEARCH: | |

PREMIUM LIST ELECTRONIC

SHOPPING
Marketing Horne Improvernent Fhone

Dats Recovery Cooking Digital Carnera Tennis

F.eal Estate (1=l

Fizhing
Pets Pagers Easeball
Gardening Cell phones Skiing
Horne Loan Monitor Soccer
Interior Dezign Football
duertizing Horne theater Eazketball

Horne Irnprovernent
Dedicated Server

PHARMALOCATOR SHOPPING INSURAMNCE

= COMPUTERS
Long Dristance

Skin Care Phentermine Life Inzurance i eb Hosting
iveb Hosting Tonarmin

puto Insurance Hardware
ladipes i Health Insurance Software
Meridia Cornputer Games

i Insurance Brokers
Pharmmacy fiorkers' Commpenzation  |Dormain Hames
i

Horne Loan

Mravel Inzurance Linus
Business Insurance Laptops
Horne Finance ireight loss pillz Horne Insurance Printers
Business Cards Stop smoking

Monitors

COMPUTER SERVICES PERSONAL FINANCE

Cata Recovery
[pedicated server

[Car Financing

PIX

Italiano 1 Nederlands = Portugués®® Espafiol - - Deutsch . 2 EAth¥ o+ FAEE (|—

www.888.com

THE WORLD'S NO.1 ONLINE CASINO & POKER ROOM

Frangais 1

Download Getting Started Players' Club  Invite a Friend Help Features Affiliates

ONLINE CASINO GAMES _IFIC  ONLINE POKER RO

100% BONUS 925% BONUS

UFennNN D Ad MM -]

LU UIER JERELILED FEROUNAL AL




Exhibit M-18 (continued):

+ *Travel Consolidators Lodglng Cruises  Air Travel

‘Wacations #

Go Address  Links

Mileage Ph

Mileage Plus

) Check mileage summary
Summer Sale Mileage Plus #  Password

Chizage — Toronto F1107 I I
Denver— Calgary  F14F
SFO —Vancouver F1367

More search options
Frarm To

& Round-trip © One-way hulti City

I_ Remember my hileage Plus#

Details Lagin |

Depanure date FEach way Fares based on reundtrip purchase, Add'l txestfees apply. Forgot pazaword? | Heed a pasaword?
Forgot pasawardy | Heed 3 pasamord’s

|Jun J|3 JlMDrmng J_I

United news & deals Start earning miles for the things wou
evens day. Join Mileage Plus.
Return date 3 . 5 :
» Midwest Storms causing Friday mornin: Already a member? Update profile
|Jun |1DJ|M0rn|ng J | delays
» Join Mileage Plus Valuable offers

3 BullsEye Network ... J True.com

a Aurora

File Edit  Wiew Favorites Tools  Help g? - *CarRentals Morth America Europe  Asia  Exotic Cars

@ Eoc BullsEye Network Offer - Microsoft Internet Explorer
Browse E File Edit ‘“iew Favorites  Tools  Help

5 - . . . m
gl 3 SmasHits.com - Your choice of music Anytime, Anywhere ......

& Aurora

Last Updat,

% priceline.com

Sign-ln My Profile My Trins Help  CheckY

* Games |(—
Hawaha

Warr Two Great Ways to Save

X ----- Choose Your Flights & Times or Name Your Own Price®

SearchlForfAinfare; @ How Our Senice Works
WHAT
fir < " Round-Trip " One-Way " Multi-Destination Great Flight Deals
OCIwy
Code: ; : £ i
ode From (City or Airport): l— ) One-Way Flights from $53
- : . M ¥ail Surnmer Flight Sale
{if kno To (City or Airport): ]
) Flights to Canada on Sale®
Departure Date: 5/20/2005 i

1 p
aDone
of | Sl'a."‘l'

) British Airways Autumn Sale®

Retun Date: 5/20/2005 = ) Washington, DC from $104 Rour
9}'-\un:ura ts.com - ... @ 1]




Exhibit M-18 (continued):

‘A Hotel, resort and vacation information from Marriott.com - Microsoft Internet Explorer
f} + *Hotels & Motels Chains  North America  Asia  Oceania  Europe

Tools  Help

@ ’:l_’h pSearch *Favorites eMedia @ [Z-_g‘ .;_\; E

Jdefault.mi

V| .Go .fnddress Links

DVD Rentals

- Delivered
¥ Only 399

month
* No late fees - ever!

% Over 40,000 titles

Click here

[] use tariott Rewards points { S ———
Special Rates

[Jeae [“senior [ ]Gowemment [ ]Comporates l:l

dizcount 8 military promotional code

Lookup reservations Search by hotel amenities m olnseE o Learn about our brands

@ ® Internet

|

. start




