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Abstract

Over the past few years, a relatively new computing
phenomenon has gained momentum: the spread of “spy-
ware” Though most people are aware of spyware, the
research community has spent little effort to understand
its nature, how widespread it is, and the risks it presents.
This paper is a first attempt to do so.

We first discuss background material on spyware, in-
vluding the various types of spyware programs, their
methods of transmission, and their run-time behavior.
By examining four widespread programs (Gator, Cydoor,
SaveNow, and eZula), we present a detailed analysis of
their behavior, from which we derive signatures that can
be used to detect their presence on remote computers
through passive network monitoring. Using these signa-
tures. we quantify the spread of these programs among
hosts within the University of Washington by analyzing a
week-long trace of network activity. This trace was gath-
ered from August 26th to September Ist, 2003.

From this trace, we show that: (1) these four pro-
grams affect approximately 5.1% of active hosts on cam-
pus, (2) many computers that contain spyware have more
than one spyware program running on them concur-
rently, and (3) 69% of organizations within the university
contain at least one host running spyware. We conclude
by discussing security implications of spyware and spe-
cific vulnerabilities we found within versions of two of
these spyware programs.

1 Introduction

Over the past few years, a relatively new computing
phenomenon has gained momentum: the spread of spy-
ware. Although there is no precise definition, the term
“spyware” is commonly used to refer to software that,
from a user’s perspective, gathers information about a
computer’s use and relays that information back to a
third party. This data collection occurs sometimes with,
but often without, the knowing consent of the user. In
this paper, we use the term spyware in conformity with

this common usage.! Spyware may also appropriate re-
sources of the computer that it infects [15] or alter the
functions of existing applications on the affected com-
puter to the benefit of a third party [12].

Spyware poses several risks. The most conspicuous
is compromising a user’s privacy by transmitting infor-
mation about that user’s behavior. However, spyware
can also detract from the usability and stability of a
user’s computing environment, and it has the potential
to introduce new security vulnerabilities to the infected
host. Because spyware is widespread, such vulnerabil-
ities would put millions of computers at risk. In Sec-
tion 5, we demonstrate vulnerabilities within versions of
two widely deployed spyware programs, and we discuss
the potential impact of such flaws.

Though most people are aware of spyware, the re-
search community has to date spent little effort under-
standing the nature and extent of the spyware problem.
This paper is an initial attempt to do so. First, we give an
overview of spyware in general, in which we discuss the
various kinds of spyware programs, their behavipr, how
they typically infect computers, and the proliferation of
new varieties of spyware programs. Next, we examine
four particularly widespread spyware programs (Gator,
Cydoor, SaveNow, and eZula), and we present a detailed
description of their behavior. Our examination was lim-
ited to software versions released between August 2003
and the January 2004; as such, our observations and re-
sults might not hold for other versions.

Based on our examination, we derive network signa-
tures that can be used to detect the presence of these pro-
grams on remote computers by monitoring network traf-
fic. With these signatures, we gather a week-long trace
of network traffic exchanged between the University of
Washington (a large public university) and the Internet,

! Deciding whether a particular program should be called spyware
or not can be both difficult and delicate. In practice, there is a con-
tinuous sp of program beh that spans from malicious and
invasive to fully legitimate. In this paper, we use the term spyware very
broadly, and in general apply the term as might be commensurate with
the experience of an unsophisticated user. However, we are careful to
describe the precise behavior of individual programs discussed in this
paper.
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from August 26th to September 1st, 2003. We perform a
quantitative study of spyware based on this trace, charac-
terizing the spread of the four spyware programs within
the university.

Though hundreds of spyware programs exist, our
findings show that these four programs alone affect ap-
proximately 5.1% of active university hosts, and that
these hosts often have more than one spyware pro-
gram running. Additionally, we find that a major-
ity of organizations within the university contain at
least one spyware-infected host, suggesting that existing
orgamization-specific security policies and mechanisms
{such as perimeter firewalls) are not effective at prevent-
ing spyware installation. Even though our measurements
are gathered at only one site, and hence may not be rep-
resentative of the Internet at large, we believe our results
confirm that spyware is a significant problem.

The rest of this paper is organized as follows. In Sec-
tion 2 we set the context of our study with a brief discus-
sion on the general characteristics of spyware. In Sec-
tion 3 we narrow our focus to four prevalent spyware
programs, giving a detailed description of their behav-
lor. Section 4 presents quantitative results based on our
week-long network trace. We discuss implications of our
results in Section 5, we present related work in Section 6,
and we conclude in Section 7.

2 A Brief Spyware Primer

Spyware exists because information has value. For
example, information gathered about the demographics
and behavior of Internet users has value to advertisers,
the ability to show advertisements correlated with user
behavior has value to product vendors, and gathering
keystrokes or introducing backdoor vulnerabilities on a
host has value to attackers. As long as this value ex-
1sts, there will be incentive to create spyware programs
to capitalize on it.

People are typically exposed to spyware as a result
of their behavior. Users may install popular software
packages that contain embedded spyware, Web sites
may prompt users to install Web browser extensions
that contain spyware, and Web browsers retain ‘cookies’
to track user behavior across collections of cooperating
Web sites. The constant growth in the number of Inter-
net users and the increasing amount of time users spend
on the Internet have served to amplify users’ exposure to
spyware.

Spyware succeeds because today’s desktop operating
systems make spyware simple to build and install. Op-
crating systems and applications are designed to be ex-
tensible, and as a result, there are numerous interfaces
for interposing on events and interacting with other pro-
grams  Operating systems also tend to hide informa-
t1on about background activities to shield users from

Filed 06/07/2005

unwanted complexity. The combination of these two
properties makes it difficult to prevent spyware programs
from gathering the information they want, or for the user
to detect when such information is being harvested or
transmitted. As is often the case, there is a tension be-
tween usability and security, and to date market pressures
appear to favor usability.

2.1 Classes of Spyware

There are many different kinds of spyware. Borrow-
ing from the terminology used in SpyBot S&D [17],
a free spyware removal tool, we define the following
classes:

¢ Cookies and Web bugs: Cookies are small pieces
of state stored on individual clients’ Web browsers
on behalf of Web servers. Cookies can only be re-
trieved by the Web site that initially stored them.
However, because many sites use the same adver-
tisement provider, these providers can potentially
track the behavior of users across many Web sites.
Web bugs — invisible images embedded on pages
— are related to cookies in that advertisement net-
works often contract with Web sites to place such
bugs on their pages. Cookies and Web bugs are
purely passive forms of spyware; they contain no
code of their own, relying instead on existing Web
browser functions.

o Browser hijackers: Hijackers attempt to change
a user’s Web browser settings to modify their start
page, search functionality, or other browser sgttings.
Hijackers, which predominantly affect Windows
operating systems, may use one of several mecha-
nisms to achieve their goal: installing a browser ex-
tension (called a “browser helper object,” or BHO),
modifying Windows registry entries, or directly
modifying or replacing browser preference files.

Keyloggers: Keyloggers were originally designed
to record all keystrokes of users in order to find
passwords, credit card numbers, and other sensitive
information. Keyloggers have expanded in scope,
capturing logs of Websites visited, instant messag-
ing sessions, windows opened, and programs exe-
cued.

Tracks: A “track” is a generic name for informa-
tion recorded by an operating system or application
about actions the user has performed. Examples of
tracks include recently visited Website lists main-
tained by most browsers and lists of recently opened
files and programs maintained by most operating
systems. Although a track is typically innocuous
on its own, tracks can be mined by malicious pro-
grams.
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o Malware: Malware refers to a variety of malicious
software, including viruses, worms, trojan horses,
and automatic phone dialers (which attempt to dial
modems to connect to expensive services).

e Spybots: Spybots are the prototypical example of
“spyware.” A spybot monitors a user’s behavior,
collecting logs of activity and transmitting them to
third parties. Examples of collected information in-
clude fields typed in Web forms, lists of email ad-
dresses to be harvested as spam targets, and lists
of visited URLs. A spybot may be installed as a
browser helper object, it may exist as a DLL on the
host computer, or it may run as a separate process
launched whenever the host OS boots.

e Adware: “Adware,” a more benign variety of spy-
bot, is software that displays advertisements tuned
to the user’s current activity, potentially reporting
aggregate or anonymized browsing behavior to a
third party.

Many instances of spyware have the ability to self-
updare, or download new versions of themselves auto-
matically. Self-updating allows spyware authors to intro-
duce new functions over time, but it also may be used to
evade anti-spyware tools, by avoiding specific signatures
contained within the tools” signature databases.

2.2 The Diversity and Extent of Spyware

Our measurements in Section 4 provide quantitative
data on the spread of spyware within an organization. We
can also obtain some insight into the extent of the spy-
ware problem by considering other sources of data. One
such source of data is the set of spyware signatures that
anti-spyware tools have accumulated over time. These
signatures are used to compare files and registry entries
on a given computer against a list of known spyware pro-
grams.

SpyBot S&D [17] is a popular shareware spyware re-
moval tool for Windows-based operating systems. As of
January 27, 2004, SpyBot’s database contains entries de-
scribing 790 different spyware instances. Table 1 breaks
down these entries across the previously defined cate-
gories. While SpyBot S&D’s database is almost cer-
tainly incomplete, it demonstrates that there is a substan-
tial number of spyware programs in existence today.

Many spyware infections occur because of spyware
programs that are piggybacked on popular software
packages. Given this, another interesting source of data
to consider is popular shareware and freeware programs.
C|Net’s hup://download.com/ Website provides free ac-
cess to over 30,000 freeware and shareware software ti-
tles. as well as download statistics about these titles. Asa

Filed 06/07/2005

cookies
spyware browser key-
category an&::b hijackers | loggers tracks | malware | spybots
#of DB
entries 34 153 62 231 168 142
Table 1. Number of entries in SpyBot S&D’s

database. The database contains 790 total spyware in-
stances as of January 27, 2004. There is signifi¢ant di-
versity in spyware, as these instances are spread across
all categories.

simple experiment, we downloaded the top ten mast pop-
ular software titles (as of August 2003) and used SpyBot
S&D to test each program for spyware.

Together, these ten titles account for over 872 mil-
lion reported downloads from the C|Net site. They in-
clude three peer-to-peer file-sharing clients, three instant
messaging clients, a file compression utility, a download
manager, and two anti-spyware tools. Of these ten ti-
tles, we found that spyware is packaged with four of
them: the software ranked #1, #4, #9, and #10 (Kazaa,
iMesh, Morpheus, and Download Accelerator Plus, re-
spectively). These programs have been downloaded over
470 million times. The most popular program (Kazaa
Media Desktop) by itself has been downloaded owver 265
million times and contains several different types of spy-
ware.? Assuming C|Net’s data is correct, hundreds of
millions of users have been exposed to spyware from this
source alone.

To help understand whether the bundling of spyware
in free software is a recent phenomenon, we examined
several versions of Kazaa Media Desktop released over
the past two years. Table 2 shows our results. Twelve dif-
ferent spyware programs have been bundied with Kazaa,
and every version of Kazaa released has included at least
two different spyware programs. Spyware in free soft-
ware is not a recent phenomenon—it has been o¢curring
for several years.

Although neither the SpyBot S&D database metrics
nor the http://download.com/ statistics are precise indi-
cators of the extent of the spyware problem, they do re-
veal that the problem is significant in scope. In the next
section of this paper, we narrow our focus to four specific
spyware programs. In Section 4, we use our findings to
measure the extent to which these four spyware programs
have infected hosts at the University of Washington.

3 Gator, Cydoor, SaveNow and eZula

An exhaustive measurement of all types and instances
of spyware is well beyond the scope of one paper. In-
stead, we selected four specific Windows-based pro-
grams to examine in detail: Gator, Cydoor, SaveNow,

?Kazaa is now distributed in two versions: a free version that con-
tains spywarc, and a paid version without spywarc.
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version 133 14 [ 15 [ 16 [ 17 J 20 | 21 J211] 26
released ] 1201 | 01:02 | 0202 | o402 | 05102 | oaio2 | 02103 | 0503 | w03
— e L Lo B S L ES
Gator X
SaveNow X X X X X X X X
Cydoor X X X X X X X
BDE X X X X X x
VX2 X X
New.nel X X X X X X
OnFiow X X X
OA-Ware X X X
CmniName X X X X X X X
PromuiGate X
DirecTVicon X X
MySearch X

Table 2. Spyware bundled with Kazaa. This table
shows the 10 different programs that were bundled with
Kazaa at various points in time, for software versions re-
leased between December 2001 and November 2003.

and eZula. We chose these four programs out of the hun-
dreds of possibilities available to us for several reasons.
First, anecdotal evidence suggests that these are among
the most widely spread instances of spyware. Second,
we were successful in deriving signatures that allowed us
to detect them remotely with high confidence by sniffing
network traffic. Finally, all four are “spybot” or “adware”
class programs, according to the classification in the pre-
vious section. Because such programs are typically pack-
aged with popular free software, it is particularly easy for
an unwitting user to unknowingly install them. For each
of the four programs, we give an overview of how they
function and what kinds of information they collect.

These four spyware programs each send and retrieve
information from remote servers using the HTTP pro-
tocol. Because of this, we were able to derive signa-
tures that detect and identify spyware programs operat-
ing on remote computers using passive network monitor-
ing. Our signatures are based on two components: lists
of servers that each spyware program could potentially
communicate with, and HTTP signatures that distinguish
spyware activity from human-generated Web browsing
activity to those servers. For us to classify a Web re-
quest as originating from a particular spyware program,
the web request must go to a server associated with that
program, and the request must match the HTTP signature
associated with that program.

To construct the list of servers with which the spy-
ware programs communicate, we identified all external
servers whose DNS rame belongs to one of the spyware
companies’ domain names, or whose IP address belongs
to an address prefix allocated to the spyware company
according to the ARIN and RIPE registries. Our lists of
DNS names associated with spyware servers have 44 en-
tries for Gator, 18 for Cydoor, 12 for SaveNow and 2 for
eZula. Our lists of IP address prefixes associated with
spyware servers have 4 prefixes for Gator, 9 for Cydoor,
2 for SaveNow, and 1 for eZula. Appendix A presents
the server lists and HTTP signatures we used for these
programs in full detail.
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3.1 Gator

Gator is adware that collects and transmits informa-
tion about a user’s Web activity. Its goal is to gather
demographic information and generate a profile of the
user’s interests for targeted advertisements. Gator may
log and transmit URLs that the user visits, partially iden-
tifying information such as the user’s first name and zip
code, and information about the configuration and in-
stalled software on the user’s machine. Gator also tracks
the sites that a user visits, so that it can display its tar-
geted ads at the moment that specific words appear on
the user’s screen. Gator is also known as OfferCompan-
ion, Trickler, or GAIN.

Gator can be installed on a user’s computer in several
ways. When a user installs one of several free spftware
programs produced by Claria Corporation (the company
that produces Gator), such as a free calendar application
or a time synchronization client, the application installs
Gator as well. Several peer-to-peer file-sharing clients,
such as iMesh [8], Grokster [7], or Kazaa [9], are bun-
dled with Gator. When visited, some Web sites will pop
up advertisements on the client’s browser that prompt the
user to download software that contains Gator. Gator ¢an
run either as a DLL linked with the free software that car-
ries it, or within a process of its own launched from an
executable called gain.exe or cmesys.exe. Gator is capa-
ble of self-updating.

A rudimentary mechanism to “de-fang” spyware is to
remap the DNS names of the spyware servers by adding
entries to the client’s hosts.txt file. By deing so, com-
munication between the spyware client and server is dis-
rupted. However, we observed that Gator inspects the
hosts.txt file every time the client’s computer is rebooted,
and comments out any entries that refer to the gator.com
domain. Additionally, Gator caches the IP addresses
of gator.com DNS names, making it immune to further
changes to hosts.txt.

3.2 Cydoor

Cydoor displays targeted pop-up advertisements
whose contents are dictated by the user’s browsing his-
tory. When a user is connected to the Intemnet, the
Cydoor client prefetches advertisements from the Cy-
door servers. These advertisements are displayed when-
ever the user runs an application that contains Cydoor,
whether the user is online or offline. In addition, Cy-
door collects information about certain Web sites that a
user visits and periodically uploads this data to its central
servers. When a user first installs a program that contains
Cydoor, the user is prompted to fill out a demographic
questionnaire, the contents of which is transmitted to the
Cydoor servers.

Cydoor Technologies (the company that produces Cy-
door software) offers a freely downloadable Software
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Development Kit (SDK) that can be used to embed the
Cydoor DLL in any Windows program, potentially gen-
crating advertisement revenue for the program’s author.
Removing the Cydoor DLL can cause the program that
contains it to break

3.3 SaveNow

SaveNow monitors the Web browsing habits of a user
and triggers the display of advertisements when the user
appears to be shopping for certain products. While
SaveNow does not appear to transmit information about
the user’s behavior, it does use collected information
to target its advertisements. SaveNow will periodically
contact external servers in order to update its cached
advertisements and its triggers, and to update the exe-
cutable image itself (save.exe). Today’'s most popular
peer-to-peer file-sharing application, Kazaa, is bundled
with SaveNow.

3.4 eZula

eZula attaches itself to a client’s Web browser and
modifies incoming HTML to create links to advertis-
ers from specific keywords. When a client is.infected
with eZula, these artificial links are displayed and high-
lighted within rendered HTML. It has been reported that
c¢Zula can modify existing HTML links to redirect them
to its own advertisers [21], but we have not observed this
ourselves. eZula is also known as TopText, ContextPro
or HotText. eZula is bundled with several popular file-
sharing applications (such as Kazaa and LimeWire), and
11 can also be downloaded as a standalone tool. eZula
runs as a separate process (ezulamain.exe) and it includes
the abulity to self-update.

3.5 Summary

Gator, Cydoor, SaveNow, and eZula vary significantly
in functionality, infection mechanism, and the degree of
risk they represent to affected users. Through a man-
ual examination of these four programs, we character-
1zed how they operate and we derived HTTP signatures
{presented in Appendix A) that can be used to remotely
detect infected hosts using passive network monitoring.
In the next section of this paper, we use these signatures
to measure the activity of spyware-infected hosts within
the University of Washington.

4 Measurement and Analysis of Spyware

In this section, we present measurements and analysis
of spyware activity at the University of Washington, a
large public university with over 60,000 faculty, students
and staff, gathered using a week-long passive network
trace. We have two main goals: (1) to understand how
widespread spyware is within the university, both at the
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www Gator { Cydoor | SaveNow | eZula
HTTP s |120593877| 489,934 | 33,122 | 4645 | 5096
# of dlients 31,303 1077 | 399 406 63
# of servers
oniacied 989,794 67 22 3 2
# of orgs.
e 239 154 72 116 40
:“'a' btes | 9518 |080GB | 1a9MB | 24MB |37.2MB
e in | 11984 448 | 329 0.46 0.51

Table 3. Trace statistics. Our trace was collected over
a week-long period starting on August 26, 2003. “Or-
ganizations™ refer to groups such as the Departrhent of
Physics.

granularity of individual clients and at the granularity of
organizations (such as academic departments), and (2) to
gain some insight into what kinds of user behavior are
correlated with spyware.

4.1 Methodology

The University of Washington connects to its Inter-
net Service Providers via two border routers. These two
routers are connected to four gigabit Ethernet switches,
each of which connects to one of four campus backbone
links. The switches mirror both incoming and -outgo-
ing packets to our passive monitoring host over dedi-
cated gigabit links. Peak bandwidth exchanged between
the university and its ISP can reach approximately 800
Mb/s, though the average bandwidth we observed'during
the trace was 238 Mb/s. The campus contains between
40,000 and 50,000 hosts. Over the period of our trace,
we observed 34,983 university IP that exchanged HTTP
traffic with external hosts.

The monitoring host reconstructs TCP and HTTP
streams from the mirrored packets and produces a log
of HTTP activity. Both HTTP requests and HTTP re-
sponses are reconstructed; we use heuristics to recon-
struct pipelined HTTP requests on persistent connec-
tions. All sensitive information, including IP addresses
and URLs, is anonymized using keyed one-way hash-
ing before being “vritten to a log. Rather than recording
the entire HTTP transaction in the log, our software ex-
tracts relavant features (such as source and destination
IP addresses, URLs, and transfer lengths) from each re-
quest and records them in the log. Hardware counters
on the mirroring switches reported 0.000616% packet
drops, and the network interface card of the monitoring
host showed no packet drops during our measurement in-
terval. Software counters within the kemnel packet filter
of the monitoring host also reported no packet drops.

In order to preserve locality in anonymized IP ad-
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dresses, we anonymize cach octet of campus [P ad-
dresses separately. However, we also zeroed out the last
two bits in the last octet of each campus IP address to
make the anonymization more secure. We do record
the organizational membership (such as individual aca-
demic departments and campus dormitories) for each
anonymized IP address in the log. Throughout this pa-
per, we identify clients and servers by their IP addresses;
this has limitations which we will discuss below.

Qur monitoring software classifies each HTTP re-
quest before anonymizing and logging it to disk. Any
HTTP request to port 80, 8000, or 8080 is classified as
WWW traffic. We use our previously derived HTTP sig-
natures to identify traffic from Gator, Cydoor, SaveNow,
and eZula within the set of all WWW requests. Finally,
s a point of comparison, we identify Kazaa file-sharing
transfers by looking for Kazaa-specific headers within all
HTTP requests, regardless of the port at which they are
directed.

Although our tracing software records all HTTP re-
quests and responses flowing both in and out of our uni-
versity, the data presented in this paper only considers
HTTP requests generated from clients inside the univer-
sity and the corresponding HTTP responses generated by
servers outside the university. Our week-long trace was
initiated on August 26, 2003. This trace period corre-
sponds to summer break within campus, so we observed
fess traffic than when classes are in full session. Table 3
shows a summary of our trace statistics.

4.1.1 Assumptions and Limitations

Our methodology has several inherent limitations.
Because we destroy two bits in each IP address during
anonymization, we cannot uniquely identify an individ-
ual client by IP address alone: each anonymized IP ad-
dress that appears in the trace log could correspond to
four actual IP addresses. However, while collecting the
trace, our software maintained counters of the correct
number of unique non-anonymized [P addresses in each
of the traffic categories in Table 3. Using these coun-
ters, we calculated the ratio of the correct number of non-
anonymized IP addresses observed by our software to the
number of anonymized clients appearing in our log for
each traffic category. Whenever needed, we use these “IP
address calibration ratios” to back-infer the correct num-
ber of IP addresses in a population subset. These ratios
are 1.58, 1.05, 1.0, 1.0, and 1.0 for WWW, Gator, Cy-
door, SaveNow, and eZula, respectively. All IP-address
based population statistics presented in this paper are cal-
ibrated using this method.

Because DHCP is used to assign IP addresses in por-
tions of our campus, our methodology of identifying
clients by IP address is problematic, as over a sufficiently
long time scale, many clients may share the same IP ad-
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dress and an individual client may use several different IP
addresses. This “DHCP effect” has been noted in previ-
ous studies [3, 11]. To minimize the effects of DHCP, we
chose to restrict our trace to a short period of time: one
week. Additionally, we excluded the university’s dial-up
modem pools from our trace, since DHCP issues are par-
ticularly problematic for this subset of the university. As
we will describe in Section 4.2.1, we were able to-calcu-
late the “true” number of Gator clients within the trace,
regardless of the anonymization and DHCP issues; using
a unique identifier that Gator happens to provide in some
of its request headers.

Of the 1,027 active (anonymized) Gator IP addresses
observed, we were able to observe Gator identifiers sent
from 914 of them. The remainder of the Gator IP ad-
dresses did not exchange messages that happened to
contain an identifier. From these 914 IP addresses,
we counted 872 unique Gator identifiers. The “true”
number of Gator clients (872) was therefore inflated by
anonymization and DHCP effects to 914, a factor of 1.05.
In the rest of this paper, if we quote a population size that
is derived from counting Gator identifiers (as opposed to
IP addresses), we will explicitly say so.

Another potential problem is that our spyware HTTP
signatures could potentially miss some spyware traffic.
The signatures distinguish normal user-generated HTTP
requests to spyware companies’ servers from spyware-
generated requests using HTTP patterns. If our signa-
tures happen to miss rarely occurring patterns, then we
will underestimate the amount of spyware traffic and po-
tentially the number of spyware-infected clients. Sim-
ilarly, our spyware signatures filter out traffic based on
our list of spyware servers; if this list is incomplete, then
we will fail to detect additional spyware traffic. Given
that we are only detecting the presence of four specific
spyware programs out of the many hundreds that exist,
our reported numbers should be considered as a conser-
vative lower bound on the true impact of spyware within
the university.

4.2 A Client View of Spyware

We begin by looking at how spyware has affected in-
dividual clients within the university. More specifically,
we quantify the number of clients with spyware, the rate
at which new installations occur, and correlations be-
tween various kinds of network activity and susoeptibil-
ity to spyware installation.

4.2.1 The Spread of Spyware

Over the course of the week, 31,303 internal Web
clients accessed 989,794 external Web servers (Table 3).
A significant fraction of them, 3.4% (1,077 clients), had
Gator installed, 1.3% had Cydoor installed, 1.3% had

Page 20 of 27



Case 5:05-cv-02309-RMW

wumbar of crents

Document 1-3

011%

2000 o 2001 S 2002
year when client became infected with Gator
Figure 1. Year of infection for Gator clients. This
graph shows the number of currently infected clients that
hecame infected during each of the past three years.

SaveNow installed, and 0.2% had eZula installed. In ro0-
tal, we found that 1,587 clients (5.1%) were infected with
one or more spyware programs.’

Although the fraction of active clients that are in-
fected with these four spyware programs may appear to
be small, we believe this number is disturbingly high, es-
pecially considering that-we only measured four out of
the hundreds of spyware programs that exist. For exam-
ple, if a remote exploit exists in Gator, 3.4% of active
clients in our university would be susceptible.

During our analysis, we discovered that when Gator
is first installed on a client, it performs a series of dis-
unct HTTP requests to “register” the Gator client with
the Gator infrastructure. By monitoring these requests,
we were able to measure the rate of new Gator installa-
tions within the university. Over the course of a week,
we detected 52 new installations. Given this slow rate
of infection and the fact that we detected 1,077 Gator
clients, we hypothesize that many current Gator clients
had Gator installed several months or years in the past.

Another fortuitous discovery allowed us to confirm
this hypothesis. Many of the messages sent by a
Gator client to Gator’s central servers carry a timestamp
that specifies the precise date of the initial installation.
We confirmed that this timestamp survives Gator self-
updates. We were able to discover the initial installation
date for 872 out of the 1,077 Gator clients; the remaining
clients never exchanged a message containing the times-
tamp. We also used this timestamp to uniquely identify
Gator clients within our trace, as mentioned previously
n Section 4.1.1.

Figure | shows the year of installation for these 872
clients. Over half (65.8%) of clients were installed in
2003, and approximately one third (30.2%) were in-

3Note that we could not spyware Hations on comput-
crs that were inactive during our tracing period, so this number is con-
servative.
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Ratio of Cross-Infections

SaveNow oZula

Gator Cydoor
nfected Cilents

Figure 2. Multiple spyware infections among ¢lients.
For each of Gator, Cydoor, SaveNow, and eZula, this
chart shows the fraction of infected clients that are in-
fected with exactly one spyware program, two spyware
programs, three spyware programs, and all four spyware
programs.

stalled in 2002. Gator has been present within our univer-
sity for over three years, and one client that was infected
in 2000 still remains infected today. Note that these num-
bers only indicate the number of Gator installations that
are still observable today: they do not indicate thé total
number of Gator installations that happened each year. It
is possible that other Gator clients exist but either left the
university or removed Gé\tor.

4.2.2 Modems Vs. Non-Modems

It is reasonable to expect that spyware will af-
fect personally-owned computers more than university-
owned computers, since people have greater freedom
to install software on their own machine. To e¢xplore
whether this is true, we measured the number of in-
fections within the university modem pool to com-
pare against the previously reported statistics for (non-
modem) university hosts. Many people dial into the uni-
versity modem pool from their personal machines. Since
DHCP issues are especially problematic for modem
pools, we focused on Gator, relying on Gator timestamps
rather than IP addresses as unique identifiers within the
modem pool.

As previously mentioned, we observed 872 Gator
installations within 31,303 non-modem pool university
hosts, counting using Gator timestamps. We observed
942 Gator installations in our modem pool (20 of which
also appeared in the non-modem pool hosts) within the
12,435 accounts that logged into the modem poolat least
once during our trace. Based on these timestamp statis-
tics, 2.8% of non-modem pool hosts were infected with
Gator, whereas 7.6% of modem-pool hosts were infected
with Gator. Spyware does appear to be more prevalent on
personally-owned computers, but it also has a significant
presence on university-owned computers.
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Figure 3. Spyware infections as a function of Web activity. (a) The fraction of WWW clients infected with at least
one spyware program as a function of the number of external Web server IP addresses contacted during the week-long
trace. (b) The fraction of WWW clients infected with spyware as a function of the number of Web requests issued
during the trace. (c) The number of WWW clients (infected or not) as a function of external Web server IP addresses
contacted. For example, the point (200-250,1397) shows that there were 1397 Web clients that contacted at least 200

Web servers, but less than 250 Web servers. (d) The number of WWW clients (infected or not) as a function of Web
requests issued.

423 Cross-Infection Rates 4.2.4 Correlating Spyware Infections with Client
Behavior

There are many activities that may increase a ¢lient’s
potential exposure to spyware. For example, visiting a
farge number of Web servers increases a client’s likeli-
hood of encountering a spyware-infested Website. As
another example, downioading and installing executa-
bles off of the Internet may cause a client to unwittingly
install spyware. Similarly, installing and running peer-
to-peer file-sharing software leads to spyware infections,
since file-sharing software often contains buniled spy-
ware. Our trace enables us to examine the correlation
between these activities and the fraction of clients with
spyware. It is important to note that our results identify
correlation, but not necessarily causation.

In contrast, just 28.6% of eZula clients are infected Ideally, we would restrict our analysis to the behav-
with only eZula. This suggests that whatever causes  ior of clients at the approximate time when they install
eZula infections also causes infections of other spyware ~ spyware. However, since only 52 new Gator installa-
programs. Our data shows that many clients infected tions occurred during the trace, we did not have an ad-
with spyware are infected with more than one kind of  equately large sample of client behavior at the time of
spyware. new installations. Instead, we considered the behavior of

The data presented above showed that there were
1,945 spyware infections within the traced (non-modem)
population, but only 1,587 computers were infected with
spyware. Therefore, many clients must be infected with
more than one spyware program. Figure 2 shows, for
cach of the four spyware programs we detected, what
fraction of clients were also infected with other spy-
ware programs. For example, consider the set of clients
with Gator. Of these, 80.1% contain only Gator, 16.4%,
of them contain Gator and one other spyware program,
3 4% of them contain Gator and two other spyware pro-
grams, and 0.1% contain all four spyware programs.
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: number | fraction | fraction | fraction | Raction | fraction
i of with with with with with any
i chients Gator Cydoor | SaveNow eZula Spyware
no EXEs | 20630 | 0.875% 0.528% 0776% | 0.048% 1.953%
8.41% 2.72% 231% 0.497% 11.1%
ZVEXES § 10873 [ o el | 5 2x oo EXEsl | (3.0r o Exst | 1106 moExEs | 5.7 o Exen
210 2,560 10.5% 5.08% 3.09% 0.94% 14.7%
EXEs " [12xna EXEs] | (9.6« no EXEs] | (4.0x no EXEs] | {20« no EXEs} | [7.5x no EXEs]
alt 31.303 3.44% 1.28% 1.30% 0.20% 5.07%

Table 4. Spyware infections as a function of down-
loaded executables. Like Web activity, the number of
downloaded executables seems to be correlated with the
fraction of clients infected with spyware. Clients that
downloaded no executables during the trace had a lower
fraction of spyware infections than clients that down-
loaded multiple executables.

all infected clients, regardiess of when the infection took
place. This means that our correlations compare activity
during the traced time period to infections that may have
occurred weeks, months, or years in the past.

Web activity: In Figures 3(a) and (c), we cluster
clients into sets according to the number of different Web
server [P addresses they contact during our week-long
trace. For each cluster shown on the X-axis, we plot the
fraction of infected Web clients (Figure 3a) and the to-
tal number of Web clients, infected or not (Figure 3c).
Figures 3(b) and (d) show similar graphs, except that we
cluster clients according to the number of Web requests
they issue during the week.

These graphs demonstrate that there is a higher inci-
dence of spyware infections within the clusters of clients
with more Web activity. The set of clients that commu-
nicated with between 100 and 150 Web servers had a
5.2% GQGator infection rate; the set of clients that com-
municated with 600-650 servers had a 17.5% Gator in-
fection rate. Similarly, the set of clients that issued fewer
than 1000 Web requests within the week-long trace had
a 1.8% Gator infection rate; those that issued between
12,000 and 13,000 requests had an 8.9% Gator infection
rate.

Downloading executables: Downloading executable
code from the Internet may expose a client to spyware.
Because of this, we expected to see a greater incidence
of spyware infections among clients that download many
executables.

Table 4 shows the fraction of infected clients as a
function of the number of executables they downloaded
during our week-long trace. For example, clients that
downloaded no executables had a 0.875% Gator infec-
tion rate, clients that downloaded 1 or more executables
had a 8.41% Gator infection rate, and clients that down-
loaded 10 or more executables had a 10.5% Gator infec-
tion rate. Downloading executables appears to be corre-
lated with higher spyware infection rates.

Using peer-to-peer file-sharing programs: Peer-to-
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peer file-sharing programs such as Kazaa often ship with
bundled spyware. Analysis of our trace revealed that
38% of clients that issued at least one Kazaa request
were infected by spyware: 17% of such clients ¢ontain
Gator, 28.2% contain Cydoor, 8.1% contain SaveNow,
and 1.7% contain eZula. These percentages are 5x to
22x times greater than the corresponding infection ratios
of Web clients (as reported in Table 3), confirmingithe in-
tuition that using file-sharing software exposes clients to
spyware. However, Kazaa is not the only way clients are
exposed to spyware: 62% of clients infected with spy-
ware issued no Kazaa requests during our trace.

4.3 Spyware Bypasses Today’s Security Infras-
tructure

Our university consists of several hundred individual
organizations, including academic departments, dormi-
tories, sporting facilitics, medical clinics, and many oth-
ers. Though the core networking infrastructure of the
university is centrally managed, each organization is re-
sponsible for managing its own end systems and enforc-
ing its own security policies. Some organizations have
perimeter firewalls, while others do not. Many organi-
zations centrally manage desktop configurations and are
vigilant about installing security patches and anti-virus
software updates, while others provide little or no sup-
port and have no explicit security policy. Each organiza-
tion within the university therefore can be considered to
be its own independent trust domain, with its own set of
defenses against threats and intrusions.

Our network monitor is able to classify network traffic
according to these organizational boundaries. Using this
classification, we calculated the fraction of organigations
that contain one or more spyware-infected hosts. The re-
sults are discouraging: 69% of organizations have at least
one host infected with at least one variety of spyware.
64% of organizations have Gator infections, 30% have
Cydoor, 49% SaveNow, and 17% eZula. Spyware has
managed to penetrate most organizations’ boundaries,
regardless of their security policies. Perimeter protec-
tion mechanisms such as firewalls are not helpful, since
most spyware infections occur with the cooperation of
internal users, whether this cooperating is willingly or
unwittingly given.

If a spyware infection leads to a compromise (whether
because of a vulnerability in the spyware itself or because
of a deliberate backdoor), then an attacker will gain con-
trol of a machine inside the organization’s trust bound-
ary. As one way of gaining further insight into this is-
sue, we gathered a list of the top one hundred most pop-
ular Web servers within the university, ranked accord-
ing to the number of requests served. Next, we identi-
fied which of those Web servers have a Gator client resi-
dent on the same /24 subnet (i.c., the [P addresses of the
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Web server and the Gator client have the same first three
actets). Forty-seven of these Web servers share a subnet
with a Gator client, as do two of the top ten. Though
some Web servers are isolated from potentially suscepti-
bhle hosts, many are not.

4.4 Summary

Using passive network monitoring, we have demon-
strated that spyware is widespread within the university.
More specifically, our results show that:

at least 5.1% of hosts within the university have
been infected with spyware;

some infected hosts have remained infected for sev-
eral years;

¢ many infected hosts contain multiple kinds of spy-
ware;

e the subsets of the university population that use
the Web heavily, use peer-to-peer file-sharing soft-
ware, or download many executable programs tend
to have a greater fraction of infected hosts;

spyware infections span most of the organizations
within the university.

The “spyware problem” is significant in scope. In
the following section, we discuss security implications
of spyware, and we attempt to extrapolate our university-
tocal results to the Internet at large.

S Discussion

The previous section of the paper demonstrated that
spyware is widespread in our university. Spyware can
be an inconvenience to infected users, but we argue
that it also has significant local and global security im-
plications. As we have shown, spyware exists within
most organizations in our university, and therefore has
penetrated organizations’ security mechanisms. If a
widespread spyware program has a vulnerability, then at-
tackers might be able to compromise a significant frac-
tion of machines and penetrate 110st organizations i1 the
university.

In this section, we describe vulnerabilities that we
found in Gator and eZula. Although exploiting them re-
quires the attacker to be able to eavesdrop on and spoof
network traffic, it serves to demonstrate that spyware
programs do have security weaknesses in practice. After
describing the vulnerability, we conservatively estimate
how many spyware infections exist within the Internet
at large by back-projecting from our university-local re-
sults
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5.1 Vulnerabilities in Gator and eZula

Gator and eZula installations consist of both code
(e.g., DLLs) and data (c.g., a database of keywords or
URLs). Both programs contain self-update mechanisms
which allow them to download updates to code or data
from a central Website. Upon examination, we found
that both Gator and eZula suffered from a simple vulner-
ability in how they install data file updates.

To update data files, Gator and eZula download
compressed archives from their central Websites. The
archives are retrieved from URLSs that include fully qual-
ified domain names, and therefore the programs issue
DNS requests to determine the IP addresses of the Web
servers to contact. After downloading a compressed
archive, Gator and eZula decompress it and extract the
archived files into the local filesystem.

Unfortunately, neither program verifies the authen-
ticity or integrity of a downloaded archive before ex-
tracting files from it. Given this, if an attacker ¢an hi-
jack the download TCP connection or spoof gator.com
or ezula.com DNS responses, the attacker can cause a
victim to download and install an archive of his choos-
ing. By constructing an archive that contains files with
absolute or relative paths in their names, the attacker can
place a file in a targeted place within the victim’s filesys-
tem. For example, the attacker could place an executable
in the “Startup™ directory of a user’s account by con-
structing an archive that contains a filename including
a path to that directory. While this vulnerability is more
difficult to exploit than a buffer overrun vulnerability, it
is cvidence that spyware programs can and in some cases
do contain security flaws. We are not alone in finding
such problems: at least one other vulnerability has previ-
ously been found in Gator [4].

We implemented and successfully mounted an attack
by sending spoofed DNS responses to gafor.com and
ezula.com DNS requests coming from infected clients.
Our spoofed responses trick the spyware programs into
downloading and installing updates that we supply from
a local Web server, instead of downloading updates from
the intended servers. We verified that we could insert
arbitrary executables in our updates, leaving open the
possibility of running malicious code or installing back-
doors. Though we restricted our testing to victim ma-
chines we control, our attack could in practice affect ar-
bitrary machines whose network traffic we can monitor
and spoof.

We reported the security vulnerabilities we discovered
to the companies that produce Gator and eZula. Claria
Corporation (who produces Gator) created an updated
version of their software in which the flaw was repaired.
To the best of our knowledge, at the time this paper was
written, eZula had not yet addressed the vulnerability.
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5.2 Estimating the Spread of Spyware on the
Internet

Our results only measure the number of spyware
chents within our university. Though we expect these
numbers to be representative of many organizations be-
sides ours, we wanted to find a way to estimate the ex-
tent of the spyware problem on the Internet at large. To
do so, we rely on two facts: Kazaa file-sharing software
contains embedded spyware (Table 2), and at least 38%
of active Kazaa peers within our university are infected
with spyware (Section 4.2.4). Using these facts, it seems
reasonable to use the presence of Kazaa as an indicator
of the presence of spyware.

We have found three different ways to estimate the
number of Kazaa installations on the Internet.

e Several Websites maintain counters of the number
of active Kazaa users at any given time [16]; these
sites generally report that the Kazaa network con-
sists of around 4 million concurrent clients at most
times. Using our 38% infection rate, we estimate
that there are 1.5 million spyware-infected hosts ac-
tive on the Kazaa network alone.

Our measurement infrastructure allows us to iden-
tify external Kazaa peers that exchange content with
university peers. Using a previously gathered trace,
we counted 6,811,743 external Kazaa IP addresses
over a 7 month period. This number is likely to
be a lower bound on the number of actual Kazaa
peers, since only a subset of global Kazaa peers
cver contact our university, but using it, we estimate
that there are at least 2.6 million spyware-infected
Kazaa hosts. Furthermore, these external Kazaa IP
addresses spanned over 397,000 external /24 sub-
nets.

e At a different university, a similar study [18] cap-
tured 9 million distinct external Kazaa IP addresses
interacting with internal hosts. Using this as an es-
timate, there are at least 3.4 million Kazaa hosts in-
fected with spyware.

All of these estimates confirm that the spyware prob-
lem is of significant scope in the Internet at large.

6 Related Work

While we know of no other academic studies on spy-
ware, several commercial efforts have attempted to char-
acterize spyware [17], implement spyware detection re-
moval tools using host-based signatures [1, 17], and es-
timate the spread of spyware within a customer popula-
tion [ 14].

Several previous studies quantified the extent of re-
lated Internet security threats, such as self-propagating
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worms. In 2001, Moore et al. {11] found that more than
359,000 computers became infected with the Code-Red
worm in less than 14 hours. In 2003, Moore et al. [10]
found over 75,000 hosts infected by the Slammer worm.
In this paper, we have demonstrated that spyware affects
a similarly large number of hosts in the Internet, and that
the existence of vulnerabilities within it makes spyware
a potential threat of comparable size and scope.

Intrusion detection systems (IDSs) are a commonly
used tool for the prevention and detection of Internet se-
curity threats. These systems attempt to identify known
attacks, either by monitoring network activity in the case
of network-based IDSs {13], or by monitoring host ac-
tivity in the-case of host-based IDSs {5]. The techniques
developed for intrusion detection systems may be appli-
cable to the problem of identifying spyware infections.
The fact that we were able to derive signatures for pas-
sively detecting spyware traffic suggests that this prob-
lem is tractable.

A related problem to detecting infections is prevent-
ing damage from infections. Many code isolation and
sandboxing techniques are potentially applicable, includ-
ing virtual machines [20, 19}, resource containers {2], or
system-call sandboxes [6].

7 Conclusions

This paper demonstrates that spyware infections are
widespread among hosts in the University of Washing-
ton. Our results show that the “spyware problem” is of
large scope, and as a result, spyware has significapt local
and global security implications for today’s Internet.

After presenting background material on spyware, we
analyzed four specific spyware programs (Gator, Cydoor,
SaveNow, and eZula), describing how they function and
deriving network signatures that can be used to detect in-
fected remote hosts. Using these signatures, we gathered
a week-long trace of network activity at our university,
and we used this trace to quantify the spread of spyware
on campus.

Our results show that spyware infects at least 5.1%
of active hosts on campus, and that many computers
tend to have more than one spyware program running on
them. We also show that 69% of organizations within the
university (e.g., academic departments) contain spyware
hosts, suggesting that security practices on campus are
not effective at preventing spyware infections.

A vulnerability in a widespread spyware program
would potentially put a large number of hosts within the
university and in the Internet at risk. We discovered and
described a specific vulnerability in Gator and eZula: the
potential for spyware to cause substantial security prob-
lems is real.
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A Spyware Signatures

- To identify spyware traffic using our passive network
monitor, we derived network signatures for each spyware
program we wanted to identify. We classify a web re-
quest as originating from spyware if the request matches
both of the following signature components:

e Server list: the web request must originate from a
client within the University of Washington, and be
directed at a server in a “server list.” For each spy-
ware program, we constructed a list of IP addresses
and DNS names associated with servers known to
be operated by the spyware program’s company.

s HTTP signature: the web request must contain
some HTTP signature that the spyware program in-
cludes in its requests, but which web browsers are
unlikely to generate. This signature may be the
value of the HTTP “User-Agent” field, or it may be
a URL pattern.

In this appendix, we list the signatures we derived for
Gator, Cydoor, SaveNow, and eZula.

A.1 Gator

Server list:

autoupdate.balance.gator.com
bannerserver .balance.gator.com
bannerserver .gator.com beasley.gator.com
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bg.gator.com content .balance.gator.com
coupons.gator.com dns-a.gator.com
dns-cw.gator .com dns.gator .com
dns2.gator.com gator.com gatorz$.gator.com
gatorcme.gator.com gi.balance.gator.com
G1.gator.com gs.balance.gator.com
G5.gator.com gw-rwc.gator.com

images .gator.com jeeves.balance gator.com
map.gator.com outsidedns.gator.com
patchserver._balance.gator.com
pricecomparison.gator.com rs.gator.com
search.balance.gator.com search.gator.com
scriptserver .gator.com ss.balance.gator.com
#5.gator.com ssbackup.balance.gator.com
surveys.balance.gator.com trickle.gator.com
trickle.balance.gator.com tLs.gator.com
updateserver .gator.com wb.gator.com
web.balance.gator.com webpdp.gator.com
webpdp .balance.gator.com www.gator.com
xmlsearch.balance.gator.com xmlsearch.gator.com

£1.197.87.0/24 64.94.89.0/24 64.152.73.0/24
w6035 229.0/24

HTTP signature: The Gator program uses the
custom User-Agent HTTP header “Gator/x.xx”, where
“x.xx" is the version number of the Gator client.

A.2 Cydoor

Server list:

www.bns2 . net www.bnsl.net

www. rgsl.net www.rgs2.net

www.cmsl.net www.cms2.net

cydoor.com www.cydoor.com
globix.alteon.cydoor.com
ilobix.alteon2.cydoor.com

jems . cydoor . com jbns.cydoor.com

jbn2 .cydoor.com jbns2.cydoor.com
ibnss.cydoor.com jmbns.cydoor.com
imems . cydoor .com sprint.alteoni.cydoor.com

53.170.89.0/24 209.10.17.128/2% 209.73.225.0/24
209.11.66.0/24 209.11.84.130/3Z 209.11.84.135/32
209 .11.84.137/32 209.11.84.138/32

709 11.84.139/32

HTTP signature: To detect Cydoor, we use spe-
cific keywords in the URL of the HTTP requests. In
particular, we identify as Cydoor traffic any request to
a server in the server list that contains a URL whose
prefix is “/bns” or “/scripts,” or a URL containing the
string “javasite”” The “bns” keyword refers to requests
for pop-up advertisements. The “scripts” and “javasite”
keywords refer to scripts that are used to collect informa-
tion from users (note that such information is obfuscated
but not encrypted).

A.3 SaveNow

Server list:

app whenu.com chromium.whenu.com
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iron.whenu.com lead.whenu.com
mercury.whenu.com oxygen.whenu.com
tin.whenu.com titanium.whenu.com
web.whenu.com whenushop.whenu.com
helium.whenu.com zinc.whenu.com

209.11.45.128/27 209.73.202.0/27

HTTP signature: Similar to Cydoor, we use spe-
cific keywords in the URLs within requests to SaveNow
servers to detect SaveNow client activity. Specifically,
we identify as SaveNow traffic any URL whose prefix is
“/offer,” “/heartbeat,” or “/about.” The “offer” keyword is
usually followed by a list of parameters denoting a Web-
site visited or a keyword entered by user within a form.
These are presumably used for determining which adver-
tisement should be displayed to the client. The “heart-
beat” keyword is also followed by a list of parameters
indicating a name of a program, a “partner code” and
an “id code.” We assume that this is a heartbeat mecha-
nism for SaveNow that identifies which program is run-
ning SaveNow. The “about” keyword also includg¢s a list
of strings that also appear to be used to select advertise-
ments that are displayed to the client.

A4 eZula

Server list:
app.ezulé.com ezula.com

208.185.211.64/26

HTTP signature: We use the HTTP User-Agent field
to identify eZula spyware traffic sent to eZula servers.
The eZula spyware program uses three specific User-
Agent fields: “eZula,” “mez,” or “Wise,” depending on
the specific program version.
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